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Foreword from

the European Commission

Peter Stuckmann,

Interim Executive Director
of the Smart Networks and

Services Joint Undertaking
and Head of Unit, Future
Connectivity Systems at
European Commission

| January 2023 the Smart

n Networks and Services Joint
Undertaking (SNS JU) launched

its first portfolio of 35 research,
innovation, and trial projects.
Selected after the first SNS JU Call
in early 2022, these projects enable
the evolution of 5G (5th Generation
Wireless Systems) technology

and ecosystems and promote

6G research in Europe.

With a combined funding of around
250 million EUR under Horizon
Europe, this projects portfolio
aims to build a first-class European
supply chain for advanced 5G
systems and Europe’s 6G (6th
Generation Wireless Systems)
technology capacities.

The Research and Innovation

(R&I) projects will develop smart
communication components,
systems, and networks for 6G,
tracing both an evolutionary path
through further enhancements of
5G advanced technology (Stream
Al), as well as a more revolutionary
path by investigating the benefits
of promising technological
enablers (Stream B?). Technology
validation initiatives will develop
SNS experimental infrastructures
(Stream C3) and carry out large-
scale SNS trials and pilots (Stream
D#) in several business and industrial
vertical sectors.

1. https.//smart-networks.europa.eu/stream-a-smart-communi-
cation-components-systems-and-networks-for-5g-mid-term-evo-

lution-systems

2. https;//smart-networks.europa.eu/stream-b-research-for-re-

volutionary-technology-advancement-towards-6g/

3. https.//smart-networks.europa.eu/stream-c-sns-experimen-

tal-infrastructures/

4. https://smart-networks.europa.eu/stream-d-large-scale-

sns-trials-and-pilots/
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Stream A selected projects (7)
cover research on energy-efficient
radio networks, adaptive Open
Radio Access Network (Open RAN),
integrated 5G Non-Terrestrial
Networks (NTN), Artificial
Intelligence (Al)-based edge
platforms, and intelligent resource
management ensuring security,
privacy and trustworthiness.

The 19 Stream B projects focus
on novel technologies that

are expected to be adopted in
commercial networks in a mid-
and/or long-term timeframe.

The projects research novel 6G
system architectures, advanced
wireless and optical communication
technologies, advances in NTN,
secure development of ultra-reliable
and low-latency communications
(URLLC) applications. Hexa-X-1I,
the flagship initiative, will provide
a complete system perspective of
future 6G SNS platform, from an
End-to-End (E2E) architectural
and functional perspective,
address sustainability and societal
aspects and consolidate 6G Key
Performance Indicators (KPls)
and European Key Value-based
indicators (KVIs).

While the three Stream C projects
develop European Union (EU)-wide
experimentation platforms that can
incorporate promising technical

6G enablers (e.g., from Stream B)
for their further validation,

Stream D four projects are
implementing large-scale SNS trials
and pilots with specific verticals

of high economic and societal
importance. They are exploring and
demonstrating 5G/6G technologies,
advanced applications, and services
in vertical sectors such as media,
industrial Internet of Things (loT),
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energy, construction, automotive,
manufacturing, eHealth, culture,
agriculture and education, also
thanks to open calls in which
third parties, including small

and medium-sized enterprises
(SMEs), start-ups and scale-ups
can participate. These large-scale
trials incorporate key enablers for
6G networks, such as Al/Machine
Learning (ML), cybersecurity, cloud/
edge and advanced loT solutions,
and aim to become the catalyst
for the creation of viable business
ecosystems.

Success in 6G will depend on the
extent to which regions succeed in
building a solid 5G infrastructure,
on which 6G technology
experiments and, later,

6G deployments can build. Which is
why building 5G ecosystems is so
critical. The SNS JU encapsulates
this rationale in its two-pillar
approach®, coordinating the

5G Strategic Deployment Agenda
and fostering 5G deployment
projects under the Connecting
Europe Facility Digital and other
programmes, while fostering
Europe’s technology and industrial
capacities in 6G.

Building on the 5G Public Private
Partnership (5G PPP), the first set
of 6G projects and on the Hexa-X
flagship, the SNS projects did play
an active role, introducing the first
wave of projects and projecting
their impact in dedicated SNS
lunch webinars and by presenting
their standardisation roadmap and
ambitions at the ETSI Research
conference last February.

5. smart-networks.europa.eu/missions-and-objectives/

Europe’s objective is clear: leading
the design and standardisation of
6G technologies, with a holistic
industrial approach that focuses
on connectivity but also tackles
edge cloud environments and
future chips for 6G, as set out in
the European Core Technologies
for future connectivity systems and
components (CORENect) roadmap
for positioning Europe in 6G chips.

With the Second SNS JU Call
that closed last April, the Smart
Networks and Services Joint
Undertaking is committed to
ensuring that Europe builds a
value-based 6G vision, collaborates
with other leading regions around
the world, promotes a global 6G
standard and onboards verticals
as early as possible to drive new
technological requirements and
build the needed infrastructure.

With earmarked public funding
of 132 million EUR, SNS Call 2
kicked off SNS Phase 2 and, once
again, attracted a large number
of proposals. For Call 2 we also
called on multidisciplinary teams
to address the societal challenges
surrounding SNS technologies.

Good luck to all the SNS First Call
projects that will soon be joined by
new ones!

We look forward to continuing
to work with the growing SNS
community!

Foreword
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Introduction
from the 6G-/A

Th start of the first SNS-JU
e projects in January 2023
as described in this journal is a very
significant milestone. As well as
marking the beginning of the real
work of this important research
programme, it also represents the
culmination of many activities over
many years to make it possible. We
should remember the work of the
Information and Communication
Technologies (ICT)-52 projects in
the previous5G PPP partnership.
This set of projects began the

work on 6G research and built a
technological bridge from the 5G to
the 6G era. Their work fed into the
definition of the SNS-JU proposal
in terms of technological goals and
requirements and was instrumental
in the creation of the European

6G vision®.

We should also remember the many
people and organisations who were
involved in setting up the SNS-JU
from the first discussions in 2017
to the present day. When we started
this journey, it was far from clear
that any research partnership for

Colin Willcock,

Chairman of the
SNS JU Governing Board
and 6G-IA Board

6. https.//5g-ppp.eu/wp-content/uploads/2021/06/WhitePa-

per-6G-Europe.pdf

mobile communications would be
part of Horizon Europe. Through the
hard work of those on the private
and public side, we have created
the SNS proposal and steered it
through the path to approval and
implementation. Having been a
part of this process from Day one,
| can honestly say it is a pleasure
to be writing this foreword as it is
indicative of how far we have come
and indeed how far we still aim

to go.

As this journal shows, the first
calls of the SNS-JU have laid a
strong foundation for 6G research
in Europe. The scope and breadth
of the research encapsulated in
these projects is unique, as is the
broad spectrum of participating
organisations. We need to build
on these first steps to create a
dynamic and inclusive 6G research
community around SNS. We will
work on creating relevant working
groups to share knowledge and
discuss solutions so that true
collaborative activities across the
whole SNS community can begin.

SNS Journal 2023
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Moving to 6 G

5 deployment will continue
on over the next few
years. 6G will be its successor,
and be faster, more accurate and
more ubiquitous. 6G networks will
use very high frequencies, higher
than 5G networks, ranging from
100 Gigahertz (GHz) to 30 THz
(Terahertz). Cloud-based network
technology will offer substantially
higher capacity and much lower
latency. Basic requirements for 6G
include 1 Tbps speeds with latency
below one millisecond, compared to
1 Gbps for 5G, and latencies below
5 milliseconds (ms).

6G networks will also be distributed,

decentralised, and smart to achieve
a truly trustworthy infrastructure
and reduce the networks’ footprint
on energy, resources, and carbon
emissions.

SNS Journal 2023

The development of 6G involves
several key enablers, including
Terahertz communications, Al,
3D communication infrastructure
to incorporate both terrestrial and
wireless access points, sensors,

a High level of Security, and an
energy-efficient air interface.

The focus on optimising
performance — which has always
been the main driver for the
telecom industry — has started
to shift. The impact of networks
and sustainability have become
an increasingly large priority in
discussions and research.

Moving to 6G



Call #1 presentation

| November 2021, the SNS JU
n was established as a legal
and funding entity, and one of the
European Partnerships aimed at
accelerating the Green and digital
transition. This Partnership is led
jointly by the European Commission
and the 6G Smart Networks and
Services Industry Association
(6G-IA).

The 6G-1Ais the voice of European
Industry and Research for next-
generation networks and services.
The 6G-1A brings together a global
industry community of telecoms
and digital stakeholders, including
operators, manufacturers, research
institutes, universities, verticals,
SMEs and ICT associations.

The SNS JU promotes alignment
with Member States on 6G Research
and Innovation and the deployment
of advanced 5G networks. It sets
out an ambitious mission with an

EU budget of 900 million EUR for
2021 to 2027. The private sector
will contribute to SNS JU activities
with at least equal resources (i.e.,
900 million EUR).

The SNS JU has two main
ambitions:

Foster Europe’s technological
sovereignty on 6G by implementing
the related R&I programme, leading
to design and standardisation
around 2025.

Boost 5G deployment in Europe
with a view to developing leading
digital markets and enabling the
digital and Green transitions of
the economy and society. To this
end, the SNS JU coordinates
strategic guidance for the relevant
programmes under the Connecting
Europe Facility, in particular for 5G
Corridors.

SNS Journal 2023

The first SNS call for proposals
under Horizon Europe was published
on 18 January 2022, and closed on
26 April 2022. The 35 first SNS-JU
projects were launched in January
2023 in four main complementary
workstreams and backed by two
CSAs (Communication Support
Actions):

Stream A: Smart communication
components, systems, and networks
for 5G Evolution systems —

7 projects

Stream B: Research for radical
technology advancement (in
preparation for 6G and radical
advancements of |oT, devices and
software) — 19 projects

Stream C: SNS Enablers and
Proof of Concept (PoCs), including
development of experimental
infrastructure(s) — 3 projects

Stream D: Large Scale Trials and
Pilots with Verticals, including the
required infrastructure to explore
and demonstrate technologies,
advanced applications and services
in vertical domains — 4 projects

The 35 projects are critical to
establishing a solid R&I foundation
for Europe, defining next-
generation networks. The second
SNS call for proposals opened in
January 2023 with a submission
deadline set for April 2023.

This section provides details on
CFP 1 SNS-JU projects, stream by
stream.

((m)
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https://ec.europa.eu/info/news/commission-welcomes-approval-10-european-partnerships-accelerate-green-and-digital-transition-2021-nov-19_en
https://6g-ia.eu/
https://6g-ia.eu/
https://6g-ia.eu/
https://digital-strategy.ec.europa.eu/en/activities/cef-digital
https://digital-strategy.ec.europa.eu/en/activities/cef-digital
https://digital-strategy.ec.europa.eu/en/news/europe-sets-5g-investment-agenda-connected-and-automated-mobility
https://digital-strategy.ec.europa.eu/en/news/europe-sets-5g-investment-agenda-connected-and-automated-mobility
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-search;callCode=null;freeTextSearchKeyword=sns;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=null;programCcm2Id=null;programDivisionCode=null;focusAreaCode=null;destination=null;mission=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe_en

The seven projects in this stream trace an evolutionary path
towards the development of 6 G networks. The selected projects
demonstrate complementarity and have been selected in such

a way as to create a complete system view. Research topics
covered include energy-efficient radio networks, adaptive

Open RAN, integrated 5G-Non-Terrestrial Networks (NTN),
Al-based edge platforms, and intelligent resource management
ensuring security, privacy and trustworthiness.
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SYSTEMS
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5G-STARDUST's ambition is to deliver a fully integrated 5G-NTN
autonomous system with novel self-adapting end-to-end connectivity
models for enabling ubiquitous radio access.

prROJECT I this end, the project will des.ign,
o)V -1Vi1=7y) develop, and demonstrate a flexible

and will deliver an innovative frame-
work to support the operation of

satellite system integrated with the
terrestrial infrastructure by means of
self-organised network architecture,

multi-orbit constellations, with
transparent and regenerative space
nodes, to deliver 5G/6G NTN services.

OBJECTIVES

A full-fledged Al-based network ar-
chitecture concept will be taken as
baseline to enable a self-organising
network paradigm, whereby mul-
ti-connectivity and radio resource
management will be data driven and
allow for rapid auto-tuning of the end-
to-end system according to the varying
operating conditions.

In order to develop such an ambitious
system concept, the project will pursue
the following specific objectives:

Study, design and develop a
5G-based satellite network,
implementing onboard processing
and storage capabilities towards
effective networking and mobile
computing in the sky.

Define and design data-driven
management system compo-
nents, building on AlI/ML based
solutions for resource allocation and
service provision in highly dynamic
integrated hybrid networks.

Design, implement, and demon-
strate E2E services over a fully
integrated Terrestrial Networks
(TN)-NTN advanced network ar-
chitecture with regenerative space
nodes.

Contribute to the development of a
European Research and Tech-
nology roadmap to ensure stra-
tegic positioning and global com-
petitiveness of Europeinintegrated
TN-NTN communications

KEY
TECHNOLOGIES

- Regenerative payloads for Geo-
stationary Earth Orbit (GEO) and
Non-Geostationary (NGSO) sys-
tems

GEO

Unified radio interface for cost-ef-
fective converged TN/NTN mul-
ti-tenant networks

Softwarised self-organised network
architecture

E2E Al-Driven Network Design

5G-STARDUST
key technologies

LED

fg
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CONCEPT AND
APPROACH

5G-STARDUST
concept and approach

Use Cases,
Scenarios,

Concept Level Requirements
W23
Architecture
System Level

Design (WP3)

System Element
Design
[WP4&5)

System Element Level

Verification

5G-STARDUST will enable ubiquitous
5G coverage with special focus on
low-density areas through a deeper
integration of TN.and NTN. In order to
provide coverage and services to a wide
area economically, 56-STARDUST
will investigate the use of space-
borne components, namely satellite
communication (SatCom) from Low-
and Geostationary Earth Orbit (LEO
and GEO).

The challenging objectives of
5G-STARDUST will be achieved by
implementing an incremental sys-
tem engineering approach relying on
the Vee model and consisting of two
phases, as depicted below, whereby
the system will be progressively ex-
panded through the concept, system,

Time Dimension

Demaonstration

Validation (WPé)

Integrotion
[WPé)

System Element
Implementation

(WP4&5)

and system element level towards the
system demonstration.

The baseline used for such an ap-
proach will consider the next-gen-
eration Node B (gNB) located at the
ground segment (step 0), as addressed
inthe current state of the art following
3GPP-Release 17. The first phase (1)
will then consist in moving some gNB
functionalities to the space segment
according to widely accepted RAN
Centralised Unit (CU)/Distributed
Unit (DU) functional splitting. Final-
ly, the second and last phase (2) will
be aimed at moving the gNB entirely
to the space segment, hence giving a
more futuristic view of the so-called
Satellite-as-a-Service concept,
while also offering new services such
as edge computing in space

- Full gNB on Board

TRL 5 PLANNED
DEMONSTRATION

Satellite And Terrestrial
Access For Distributed,
Ubiquitous And Smart
Telecommunications

SGJL

“Ystardust

Coordinated by
Tomaso de Cola (DLR)
January 2023-December 2025
Website: www.5g-stardust.eu
Twitter: twitter.com/5G_stardust

LinkedIn: www.linkedin.com/
company/5g-stardust/

B

The aforementioned incremental
approach (from steps O to 2) will be
pivotal to achieving effective demon-
stration of the system designed in
the course of the project. As such,

« DUenboardug)

i Fomrnlmgﬂ ' . J .

"""" ) %
= Iuno‘«n mboors L) g — gNB CU G_ﬁ_ﬂq— UE Sim

intermediate demonstrations will
be possible until the system being
designed reaches full maturity, after
which it will be demonstrated as part
of a final project dissemination event.

Full gNB Onboard+UPF (2)

!
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Incremental gNB in space implementation towards the final demonstration
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The 6Green project aims to conceive, design, and realize an innovative
service-based and holistic ecosystem.

CONTEXT

The 5G aspect of radio mobile networks
and edge computing technologies are
the two key enablers transforming the
cloud into a flexible communication
and compute continuum, creating the
possibility of introducing radically new
applications in any vertical industrial
domain. Recent studies indicate that
theintrinsic distributed and pervasive
nature of 5/6G and edge computing are
going to cause a noticeable usage and
deployment increase for computing
resources, driving up associated in-
frastructure operating expense (OpEx)
and capital expenditures (CapEx), and,
consequently, their carbon footprint
and energy requirements.

The rise of edge computing is further
affecting the infrastructure and its
impact on energy consumption and
Greenhouse Gas (GHG) emissions,

leading to an edge-cloud continuum
composed of alarge number of public/
private micro/small/medium datacen-
tres. Since, in 5G, edge facilities should
be dimensioned in accordance with the
workload produced by locally con-
nected mobile users and their (edge)
applications, the edge component of
the 5/6G continuum cannot benefit
from workload aggregation, and it will
significantly affect the ecosystem’s
sustainability.

To tackle this problem and meet the
sustainable growth targets of both the
United Nations (UN) 2030 Agenda and
the European Green Deal, the 5/6G
continuum needs to develop new foun-
dational paradigms rapidly, specifically
addressing the overall ecosystem'’s
energy and carbon footprints.

OBJECTIVES

The 6Green project aims to conceive,
design, and realize an innovative ser-
vice-based and holistic ecosystem, able
to extend the communication infra-
structureinto a sustainable, intercon-
nected, greener end-to-end integrated
computing system, supporting all types
of services and interconnected net-
works, and promote energy efficiency
across the whole 5/6 G value chain. The
ultimate objective of the project is to
enable and to foster 5/6G networks
and vertical applications, reducing their
carbon footprint by a factor of 10 or
more compared to business-as-usual
scenarios.

To achieve this ultimate goal, the
project will exploit and extend state-
of-the-art cloud-native technolo-
gies and the Beyond 5G (B5G) Ser-

SNS Journal 2023

vice-Based Architecture (SBA) with
new cross-domain enablers to boost
the global ecosystem'’s flexibility, scal-
ability and sustainability, and to have
5/6G stakeholders (from the ones act-
ing at the infrastructure and network
platform levels to vertical industries)
reduce their carbon footprint by be-
coming integral parts of a win-win
Green economy business, and fulfilling
a Decarbonisation Service Agreement
(DSA). The interactions among stake-
holders will create the ability to achieve
a successful trade-off between the
dynamic and geographically distributed
(mobile) workload produced by vertical
applications and network slices, and
the energy consumption/carbon foot-
printinduced to the evolved SNS net-
work and computing infrastructure.

<< é >> Stream A - Smart communication components, systems, and networks for 5G Evolution systems



DESCRIPTION AND
METHODOLOGIES

Green Technologies
for 5/6G Service-Based
Architectures

6Geen

Coordinated by
Roberto Bruschi (CNIT)

January 2023-December 2025

Website: https://www.6Green.eu/
Twitter: twitter.com/6GreenProject

Linked/n: www.linkedin.com/
company/6green-project/

The 6Green project envisions the 5/6G
ecosystem as a sustainable, intercon-
nected, greener, flexible end-to-end
integrated computing system, able
to properly interface stakeholders by
means of the latest generation in-
ternet-based and cloud-native para-
digms, and facilitating their interac-
tions according to the aforementioned
Green economy business models and
agreements. This will enable 5/6G
vertical applications and network slices
to be autonomically placed in the edge-
cloud continuum in a dynamic, and
scalable fashion, and to instantiated,
modified, dimensioned, migrated, and
released in a coordinated fashion, when
and where needed by end-users to
minimise the resulting impact in the
infrastructure layer.

In order to shift from the current, flat/
semi-static lifecycle management of
network slices and applications to novel
and real-time adaptive operations, three
ground-breaking technological innova-
tions have been identified that reflect
the structure of the Project activities:

1.Edge Agility: a form of handover
procedure providing smart, fast,
and automated horizontal scalabil-
ity to vertical application and related
slices across the 5/6G edge-cloud
continuum. The workload, as well
as the latency budget, are redistrib-
uted according to user or infrastruc-
ture-driven events, (e.g., user mobil-
ity, seamless workload replacement/
migrations, etc.). The slice/vertical
application footprint is rapidly scaled
to zeroin all unused continuum areas
and quickly resumes the operating
capacity when needed.

2.Green Elasticity: the provision of
energy-aware, hardware-assisted
acceleration to network functions
and vertical applications to ena-
ble smart vertical scalability across
the whole 5/6G ecosystem. Relying
on hardware acceleration engines,
which exhibit low power-consump-
tion dependency against their usage,
enabling lower processing latency
with respect to pure software ar-
tefacts and reduced consumption by
exploiting standby/low power modes
joint with optimal configurations/
deployments.

3.Energy-Aware Backpressure:
the design of a set of cross-domain
observability mechanisms and ana-
lytics, fed by hardware-level energy
consumption metrics, to evaluate the
energy and the carbon footprint as-
cribable to a vertical application or a
slice. Theintroduction of Green busi-
ness models is seen as a catalyst to
motivate all the stakeholders to adopt
environmentally conscious behaviours
through economic incentives.

Three future-proof vertical applications
have beenidentified as project use cas-
es, not only because they represent fu-
ture-proof 5/6G applications extremely
relevant to energy- and carbon-aware-
ness, but also because they provide
challenging requirements on network
slices and (edge) computing and storage
facilities, which can vary according to
the Energy-Aware Backpressure infor-
mation flows and activated application
functionalities, and that can differently
trigger Edge Agility and Green Elasticity
zero-touch operations.

Use-Case #1: Critical Operation
Maintenance during Energy-Con-
straint Disaster Scenarios. Evalu-
ation of the consequences of a disaster
fortheinfrastructure essential for the
functioning of a society and economy),
and identification of countermeasures
to preserve stability and reduce neg-
ative impact for society and economy.

Use-Case #2: Energy-Efficient
Augmented Reality Remote As-
sistance System. Evolution of a Re-
mote Visual Assistance from a remote
optimisation tool for manufacturers
towards a key solution for verticals to
get closer to carbon neutrality, with
theintroduction of Augmented Reality
features to collect live data and share it
remotely to improve energy-efficiency.

Use-Case #3: Zero-Carbon Cli-
entless Virtual Enterprise Desk-
top as—a-Service (DaaS). Shift most
DaaS tasks from clients to servers to
provide native 5/6G benefits such as
security, slice integration with the pri-
vate enterprise network infrastructure,
and reduce GHG emissions.

(7))
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BeGREEN brings forward the design of energy—-efficient solutions
into radio access, edge, network functions and management.

PROJECT
OVERVIEW

The project takes a holistic view to pro-
viding evolving radio networks that not
only accommodate increasing traffic and
service levels but also consider power
consumption as a factor. BeGREEN aims
to establish a solid techno-economic
basis for assessment of technology
choices where energy efficiency is an

explicit characteristic rather than an
afterthought. The project will take an
evidence-based assessment of current
and emerging radio access technology
choices to expose the practical energy
cost of cutting-edge technologies to
help community achieve energy con-
sumption targets.

ARCHITECTURE

The proposed architecture, based on
massive Multiple-Input Multiple-Out-
put (mMMIMO) as well as lower order
MIMO scenarios assisted with Joint
Communications And Sensing (JCAS)
and Reconfigurable Intelligent Sur-
faces (RIS), uses the advantage of an
O-RAN Near-RTRIC (Real-Time RAN
Intelligent Controller) and Al/ML cross
applications (xApps) to provide extra
features to B5G/6G RAN energy effi-
ciency. Primarily, the project provides
an analysis of mMIMO and cell-free
distributed MIMO architectures, and
theirimpact on energy utilisation in the
network. With near-future deployments
allowing many antennas to achieve cell-
free connectivity, the proper utilisation
of spectrum resources, energy trans-
mission and interference mitigation be-
comes essential. Asmall difference in the
utilised joules (J) per bit per user would
have a huge impact from the operator’s
perspective. As such, BeGREEN's aim
is to quantify the combined energy and
spectral efficiency impact of practi-
cal constraints that conventional and
emerging base-stations and mobile de-
vices experience in providing data ser-
vices to end users. Defining the energy
efficiency of a radio network requires
consideration of several factors.

The BeGREEN proposed architecture, as
shown in the figure, includes distributed

SNS Journal 2023

unit (DU) hardware acceleration using a
graphics processing unit (GPU)-based
offloading engine as a fundamental
technology component to achieve en-
ergy efficiency for offloading heavy data
processing to enable large scale MMIMO
radio-access complex data process-
ing, as well as centralised processing
units for cell-free distributed MIMO
control. In addition, direct interaction
of Near-Real-Time RAN Intelligent
Controller (Near-RT RIC) with RU to
improve energy efficiency by means of
robotic applications(rApps)/ (xApps)
controlling of radio unit (RU) functions,
as well as Al-assisted digital predistor-
tion (DPD) and envelope tracking solu-
tions are being considered. To enable
longer RAN resource deactivation times
(macro-sleeps), an appropriate man-
agement of the carriers and channels
(antennas) according to traffic distri-
butions and demands at a macro-time,
e.g., minutes or even hours, can avoid
the resource waste emanating from the
over-dimensioning of the network to
meet peak hour requirements. For the
xApp control algorithms, depending
on RU capabilities, functionalities such
as reduction of transmit power at idle
times and switching between MIMO
scenarios (e.g., switching 4x4 to 2x2
or vice versa) are considered.
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BeGREEN Architecture

Coordinated by
Mir Ghoraishi (Gigasys)

January 2023-June 2025
Website: www.sns-beGreen.com
Twitter: twitter.com/SNS_BeGREEN
LinkedIn: www.linkedin.com/in/

sns-beGreen-project-613259250/

Intelligent Plane

%

Energy Aware
MNetwark Infrastructure

Z

Ju-s. + RIS == BxBMIMO RU

ST

mMIMO RU

<
Energy Aware
i RAT

A%
h 4

=

BeGREEN proposes an Al-assisted
energy-aware “Intelligent Plane” as an
additional plane along with user plane
and data plane, that allows the data,
model, and inference to be seamlessly
exchanged between network functions.
This “Intelligent Plane” will evolve
O-RAN components and interfaces to
enhance power consumption monitoring
and control in the RAN infrastructure.
Furthermore, while O-RAN is currently
focused solely on the RAN, BeGREEN
will tackle beyond state-of-the-art
evolution towards the infrastructure
for the mobile core user-plane, for radio
Edge located applications (Edge Appli-
cation Service (EAS), with user plane
function, User Plane Function (UPF)
and CU-user plane), Central Unit-User
Plane (CU-UP), instances), including
specific Edge Al services. BeGREEN's
Intelligent Plane aims to address inno-
vations and challenges such as:

Energy-aware interfaces: The
designed architecture will extend
O-RAN interfaces to enhance the
exposure of energy-related metrics
and control services to the envisioned
energy-aware rAPPs and xAPPs.
The exposed data and services will
leverage the findings of the project
related to the definition of energy
efficiency KPlIs, and to the monitor-
ing and optimisation of CU/DU/RU
components (E2 and O1 interfaces)
and the O-Cloud (O2 interface).

Al Engine: The Al Engine will con-
sist of an execution environment

BeGREEN applications & verticals

is envisioned to be performed by
Al-driven rAPPs and xAPPs.

- Al-driven energy-efficient

management of user plane net-
work functions: BeGREEN will
introduce AI/ML algorithms that
dynamically select central process-
ing unit (CPU) power saving modes
(e.g., C-states) and orchestrate the
number of Virtual network func-
tions (VNF) instances to minimise
energy consumption according to
the network'’s utilisation patterns
and without affecting virtualised
RAN (vRAN) and User Plane Func-
tion (UPF) performance. Moreover,
BeGREEN will study the impact of
federated learning approaches to
the energy efficiency of Al/MLalgo-
rithms and its lifecycle management.

- Al-driven energy optimisation

for edge computing applica-
tions: BeGREEN will conduct an
in-depth evaluation of the impact
of Al services' energy consumption
on a mobile network.

O-RAN-based control of inno-
vative wireless technologies:
BeGREEN will study the benefits of
innovative technologies like intelli-
gentreconfigurable surfaces (RIS),
cell-free distributed MIMO, and
relay-enhanced RAN (e.g., Mobile
Integrated Access and Backhaul) on
energy efficiency, targetingits inte-
gration with O-RAN architectures.

At the end of project, BeGREEN's
solutions will be implemented and
demonstrated in a real-time end-
to-end scenario, on BT's testbed in
Adastral Park, Ipswich, UK.

that can host Al/ML models and will
manage their lifecycle and access to
data, where training and inference
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ACROSS

ACROSS offers a secure EZE network and service management platform
that is poised to tame the emerging dynamicity, complexity, performance,
and scalability requirements of modern and futuristic end-user oriented
6G services over an ever-expanding cloud processing continuum.

OVERALL VISION/
PROJECT GOALS

The ACROSS developments provide:
an ultra-scalable service orchestration
stratum, built as an ensemble of a highly
distributed grid of individual and dis-
tributed domain orchestration instances,
managed by an overlay cloud-native
service orchestrator capable to deal
with multi-X (i.e., domain, technology,
vendor, and tenant) infrastructures,
across geo-distributed edge-to-core
deployments. The platform includes
security and trust solutions over the
underlying swarm of devices and ad-
hoc data sources, advance monitoring
and data analytics from both the infra-
structure and the deployed application
components, and Al-assisted processing
of data to generate optimised series
of service orchestration events. This
enables the required vertical and hori-
zontal zero-touch mechanisms, offering

multi-objective service management
optimisations in the presence of trade-
offs between performance, energy con-
sumption, and cost.

ACROSS is expected to be the first of
a new breed of Al-driven zero-touch
service deployment and management
platforms, fully compliant with existing
standards in zero-touch network and
service management. For this reason,
the project invests considerably in
contributions towards standardisa-
tion, through a concrete roadmap of
tangible proof-of-concept demonstra-
tions to selected bodies (i.e., European
Telecommunications Standards Institute
(ETSI) Zero-touch network and Service
Management (ZSM) and with the goal to
further advance standardisation in the
face of the emerging 6 G requirements.

DEVELOPMENT
OBJECTIVES

- The development of the service de-
ployment and runtime orchestration
platform framework including the
horizontal (RAN to Core) orches-
tration across multi-X domains and
the vertical (infrastructure to app
layer) orchestration within a sin-
gle domain.

- The development of open E2E
telemetry infrastructure, featuring
zero-touch reporting and data col-
lection at the speed of the underlying
hardware, along with standardised
telemetry reports and visualisation
mechanisms.

- The development of an ultra-instinct
unsupervised Al stratum that turns
deep E2E telemetry data into auto-
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mated and proactive actionable deci-
sions, empowering the control loops
of the cross-domain orchestration
platformin a fully automated fashion.

- The development of a broad range of
zero-touch operations as program-
mable “hooks" in response to events
originating from infrastructure telem-
etry data and/or produced intelligence
translated into actionable decisions
to the ACROSS orchestrator.

- The development of security and
trust mechanisms providing device
integrity, secure data acquisition and
dissemination, and secure Al against
attacks (e.g., Distributed Denial of
Service (DDoS) heavy hitters, ad-
versarial attacks).
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Generic ACROSS
architecture design
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The previous figure depicts the ge-
neric ACROSS architecture design.
In the lower part, several physically
distributed domain-level orchestrator
instances are deployed, each dedicat-
ed to the management of a particular
domaininfrastructure capable of man-
aging resources across the entire cloud
continuum ranging from mobile RANs,
transport and datacentre networks, as
well as edge and core clouds. An overlay
multi-domain E2E orchestration on top
is a logically centralised cloud-man-
aged entity that ensures E2E service
and network continuity across domains,
constituting the entire edge-to-core
cloud continuum. An essential devel-
opment is the cross-domain integration
fabric which bridges the orchestration
levels (following modern standardised
approaches), while fostering separa-
tion of concerns through a scalable
message bus between domain-spe-
cific and cross-domain functions and
technology and vendor agnosticism
through open standardised Application
programming interface (APIs). Atop,
the ACROSS User Interface (Ul) and

Northbound Interface (NBI) exposes a
powerful frontend Ul along with man-
agement APIs for orchestration, policy
management, service management, Al,
data generation, and telemetry towards
a broad set of relevant stakeholders,
such as operators, service providers,
open-source communities, data sci-
entists, and third parties.

Two individual levels of control loops
are supported (yellow and blue cir-
cles in figure). At a single domain
level (Yellow circles), the domain
orchestrator employs telemetry and
analytics functions. Next, the data
are exploited by a domain-level Al
engine to produce local intelligence
which feeds the zero-touch opera-
tions that triggerin turn the necessary
reconfigurations/reactions. Once an
automated orchestration reaction is
triggered, the orchestratorinterfaces
with the control block of the ACROSS
domain orchestrator, i.e., the Virtual
Infrastructure Manager (VIM), RAN
intelligent controller, Software De-
fined Network (SDN) controller etc.,
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ACROSS

to realise the necessary underlying
hardware reconfigurations. In a similar
fashion, the ACROSS multi-domain
E2E orchestrator (purple circles) uses
the interfaces and message bus of
the integration fabric to aggregate
telemetry data across the underlying
domains, produce end-to-end analyt-
ics andintelligence, which then trigger

end-to-end automation functions that
involve tuning of inter-domain orches-
tration loops. To enforce the necessary
reconfiguration at an end-to-end level,
the multi-domain E2E orchestrator
calls control functions of the various
domain-level orchestrators through
the ACROSS integration fabric.

EXPERIMENTATION
ACTIVITIES

ACROSS promotes a federated
validation and demonstration en-
vironment built as a combination of
heterogeneous geo-distributed test-
beds, spread through four locations
across Southern Europe. The Central
Platform located in Athens hosts the
multi-domain E2E orchestrator and
connects to various distributed edge
and 5G domains in Patras area and a
core domain in Barcelona. Also, the
Data Generation Environment is an
auxiliary but utterly important testbed
for validating key ACROSS concepts
and Al model solutions.

The platform is validated through four
generic test cases, with the following
aims:
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Testcase 1—The end-user/appli-
cation-driven zero-touch orches-
tration capabilities, where runt-
ime configuration requests initiate
through the Ul and determined by
the network status and implied pol-
icy criteria.

Test case 2 — The infrastruc-
ture-driven zero-touch orches-
tration, where changes are imposed
in response to events generated
form device monitoring data in the
network.

Test case 3 —Theintelligence-driv-
en zero-touch automation, where
the Al mechanism suggests recon-
figurations based on data that are
analysed by both application and
infrastructure monitoring events.

- Test case 4 — The holistic ze-
ro-touch orchestration, where all
the above cases are combined to
a fully automated platform, able
to optimally handle diverse type
of events.

() s

inication components, systems,
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Overview of the ACROSS
validation platform
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Automated zero-touch
cross-layer provisioning
framework for 5G and
beyond vertical services

Coordinated by
loannis Markopoulos (NOVA)

January 2023-December 2025
Website: across-he.eu

Twitter: twitter.com/horizon_across

LinkedIn: www.linkedin.com/com-
pany/across-horizon-europe/
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NANCY

The primary objective of NANCY is to introduce a secure and intelligent
architecture for the B5G wireless network.

o -l daaplid This will be achieved by utilising cut-

ting-edge technologies such as Al
and blockchain to facilitate secure and
intelligent resource management, flex-
ible networking, and orchestration.
To realize this vision, innovative ar-
chitectures, including point-to-point
(P2P) connectivity for device-to-de-
vice communication, mesh networking,
and relay-based communications, as
well as protocols for medium access,
mobility management, and resource
allocation, will be developed. These
architectures and protocols will be
jointly optimised to make the most
efficient use of the mid-haul and fron-
thaul, thereby enabling truly distrib-
uted intelligence and transforming the
network into a low-power computing
unit. Furthermore, NANCY will follow
a holistic optimisation approach, lev-
eraging developments in blockchain,
to support end-to-end personalised,
multi-tenant, and perpetual protec-
tion. Finally, in order to account for
the unique characteristics of the new
radio access network (RAN) arising
from the use of novel building blocks
such as blockchain, multi-access edge
computing, and Al, NANCY will present
anew experimentally verified network
information-theoretic framework.

To realize the concept of Al-assist-
ed blockchain RAN (B-RAN) for
B5G wireless networks, a powerful,
scalable, and flexible machine learn-
ing-based orchestration framework,
advanced blockchain and attack mod-
els, and a pioneering network informa-
tion theory approach will be leveraged.
Furthermore, NANCY will devise an
appropriate experimental-driven per-
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formance evaluation and assessment
framework by selecting relevant usage
scenarios and metrics. Additional-
ly, NANCY aims to identify critical
technology gaps and create, optimise,
demonstrate, and assess key enablers
for the B-RAN. To achieve these ob-
jectives, the NANCY approachis based
on three distinct pillars:

I. Designing a distributed B-RAN
solution that offers dynamic scal-
ability, high security, and privacy
in a heterogeneous environment.
This will be achieved by implement-
ing distributed and decentralised
blockchain, as well as cell-free radio
access mechanisms. The objective
is to improve the utilisation of ra-
dio resources by introducing novel
strategies for range and service ex-
pansion, supporting new use cases
and killer apps, and exploiting the
underutilised spectrum.

.Achieving Pareto-optimal Al-
based wireless B-RAN orches-
tration. This aims to maximise en-
ergy efficiency and trustworthiness,
support ultra-high availability and
applications with diverse require-
ments, optimise network topology
and management, enable device col-
laboration and collaborative sensing,
and allow for the reproducibility
and explainability of the system and
network-level Al models. This ap-
proach will transform B5G RANs
into intelligent platforms, opening up
new service models to telecom and
individual providers and operators.
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Ill.Developing a distributed
Multi-Access Edge Comput-
ing (MEC) that offers almost-ze-
ro latency and high-computational
capabilities at the edge, where data
is generated. This will be achieved

by implementing social-aware data
and Al model caching and task of-
floading strategies. The goal is to
transform B5G verticals into in-
telligent, real-time, flexible, and
reliable platforms.
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The Figure depicts a high-level view
of the NANCY concept, including the
identified key performance indica-
tors, the fundamental characteristics,
the technology enablers, and the key
technologies that will be explored
and adopted by NANCY, as well as
the three usage scenarios that will
demonstrate and validate the envi-
sioned Al-assisted B-RAN for B5G
networks.

Usage Scenario #1: Fronthaul
network of fixed topology

In this context, each device is tasked
with a computation-intensive and de-
lay-sensitive job, such as navigation,
video streaming, virtual reality, etc.
The Base Stations (BSs)/Access Points
(APs) owned by the same or different
providers are equipped with MEC ca-
pabilities, allowing them to execute
Al functions and possess high-avail-
ability computation resources. Re-
source-constrained mobile devices
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Caching/offloading
policies

Al virtualisation

NANCY Concept

expansion mobile nodes

can offload their tasks to the heter-
ogeneous edge infrastructures that
employ fine-grained computational
resource allocation policies for pro-
cessing offloaded tasks. Furthermore,
since the user device is within range
of at least two BS/APs, coordinated
multipoint (CoMP) connectivity can
be employed to enhance system reli-
ability and energy efficiency. Finally,
spectrum aggregation can be utilised
to increase the achievable data rate
on the device. Given that the inter-
actions between devices and BS/APs
are not trust-based, the need for a
B-RAN approachisidentified. In such
scenarios, critical system parameters
include the aggregated data rate, which
is expected to exceed 100 Gbps, en-
ergy efficiency, and network latency.
Therefore, an Al-based orchestratoris
required to jointly optimise infrastruc-
ture selection, resource allocation, and
network function allocation.




NANCY

Usage Scenario #2: Advanced
coverage expansion

In situations where ultra-dense con-
nectivity demands and mobility en-
vironments exist, individual static or
moving infrastructures can function as
relay nodes to provide reliable and high
data rate connectivity. In addition, dy-
namic (ad hoc) midhaul node topologies
can expand network range and relia-
bility in an energy-efficient manner,
supporting multi-hop, ad-hoc mesh,
and multipoint-to-multipoint (M2MP)
connectivity. Offloading device tasks
to midhaul nodes with high compu-
tational capabilities can significantly
reduce network latency. The inter-
actions between the device-midhaul
node and midhaul node-BS/AP are
not trust-based, hence UE must use
pseudonyms when sharing content to
enhance security and privacy. In this
regard, blockchains are deployed to
midhaul-nodes and BS/AP. Lastly, a
smart pricing policy should be devel-

an artificial iNtelligent
Aided unified Network
for seCure BeYond

5G long term evolution

Coordinated by
Panagiotis Sarigiannidis

(University of Western
Macedonia)

January 2023-December 2025
Website: https://nancy-project.eu/

Twitter: twitter.com/project_nancy

LinkedIn: www.linkedin.com/in/
nancy-sns-project-5342ab263/

oped for the midhaul-node services.
Critical parameters in such scenarios
include security and privacy, reliability
and availability, and energy efficiency.

Usage Scenario #3: Advanced
connectivity of mobile nodes

This scenario aims to facilitate com-
munication between vehicles-to-ra-
dio-side units (RSUs), vehicle-to-ve-
hicle (V2V), Unmanned Aerial Vehicle
(UAV)-to-BS, and UAV-to-UAV.
Sharing content among these entities is
possible; however, as trust may not be
established, pseudonyms must be uti-
lised to enhance security and privacy.
Blockchain technology is deployed on
RSUs, vehicles, and UAVs with robust
computational capabilities to achieve
this. In addition to high security and
privacy, the key parameters for this
scenario include energy efficiency,
latency, high data rate, mobility man-
agement, and scalable flexibility.
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SEASUN

The goal of the SEASON project is to design and validate
a transport network infrastructure able to support beyond 5G
and new emerging services.

PROJECT GOALS

the SEASON project is relying on the
joint usage of Multi-Band and Space
Division Multiplexing (SDM), spanning
the access, aggregation, and metro/
long-haul segments, supporting the

requirements for x-haul, further in-
tegrating the packet/optical and com-
puting layers, and targeting efficient
networks in terms of capacity and
energy efficiency.

ARCHITECTURE

Thetarget SEASON architecture con-
siders joint Multi Band (MB) and Space
Division Multiplexing (MBoSDM) and
SDM-Passive Optical Networks (PON)
networking, in terms of both trans-
mission and switching.

SEASON will address innovation in
terms of sliceable Bandwidth Varia-
ble Transceivers (S-BVTs) enabling
Point-to-MultiPoint (P2MP) along
with the integration of (coherent) plug-
gable optical modules on open packet/
optical white boxes (open devices with
hardware and software — referred to
as the Network Operating System
(NOS) —decoupling and providing open
control and management interfaces),
smart Network Interface Cards (NICs)
or the latest generation Data Process-
ing Units (DPU).

A critical objective of such architecture
is to ensure energy efficiency, relying
on advanced Digital Signal Processing
(DSP) applied also to SDM/Multicore
fibres, and MBoSDM optical switching
and P2MP S-BVTs allowing traffic
aggregation/router bypassing, and
reducing the number of Optical to Elec-
trical to Optical (O/E/O) conversions.

SEASON follows an Open Disaggre-
gated Transport Network design, which
means adopting open standards (e.g.,
data models within a model-driven
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development methodology) and align-
ing with key Standard Development
Organisations (SDOs) in the scope of
Optical Transport Networks.

Such complexinfrastructure requires
rethinking the contro/ and orchestration
systems towards autonomous optical
networks, addressing not only the
integration — in overarching control
systems — of the RAN, access and
transport segments but also adopting
more agile DevOps methodologies.

The community has widely accepted
that the complexity of the underly-
ing optical technology, resulting in
several interdependent configuration
parameters, will likely require cogni-
tive networks powered by streaming
telemetry, real-time network meas-
urements and Al/ML-aided service
management and orchestration for
near-real time network operation. This
includes not only the development of
multi-objective techniques to find the
optimal allocation of resources and
service functionality in the infrastruc-
ture (core, edge, far-edge) —including
optimal functional splits to be applied—
but also moving intelligence as close as
possible to the data plane, and devising
adistributed system based on multiple
communicating agents and data-driven
closed control loops.
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Theincrease in available capacity shall
not only address traffic growth, but
it also enables increased reliability
and agility e.qg., in disaster recovery
scenarios. Given the importance of

reliability, SEASON will develop an
optical layer Digital Twin for use cases
such as soft-failure and anomaly de-
tection, localisation, and identification.

METHODOLOGY

Self-Managed
Sustainable high-capacity
Optical Networks

SEASON

Coordinated by
Filippo Cugini (CNIT)

January 2023-December 2025
Website: www.season-project.eu/
Twitter: twitter.com/HorizonSeason

Linked/n: www.linkedin.com/
company/horizon-sns-season/
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The SEASON methodology is organ-
ised in four phases, namely systems
design and specification; systems de-
velopment and preliminary tests; early
integration and focused experimental
activities and final Integration and de-
velopment of demonstrations, aiming
at showcasing the essential project
technological visions and solutions.

SEASON will have a clear impact on
the society, in a context with increased
needs of connectivity and higher ca-
pacity demand required for services
such as Virtual Reality (VR)//Aug-
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mented Reality (AR) or holographic
telepresence facing new network plan-
ning and optimisation challenges due
to new patterns situations, emerging
from a post-Covid19 world.

The SEASON consortium includes
major European telecom operators
(Telefonica, Telecom ltalia), major ven-
dors (ADVA, Infinera P/G, Ericsson),
three consolidated SMEs (Accelleran,
Wings and West Aquila) and four major
highly reputed research centres and
academic institutions (CNIT, CTTC,
Fraunhofer HHI, and UPC).
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VERGE

The EU-funded research project VERGE aims to deliver an Al-empowered,
flexible and modular edge platform, unifying communication and computation
resources into an edge-cloud compute continuum that is seamlessly
integrated within B5G.

Yol da cloY Vs Innovative immersive and real-time

vertical services, leveraging Al and
big data workflows to process massive
volumes of generated loT data, are
becoming increasingly demanding in
terms of latency and computation.
The synergy between edge comput-
ing and B5G networks is expected to
meet these requirements, but it has
not yet achieved the required level of
maturity level, and many challenges lie
ahead. Itis within this context that the
EU-funded research project VERGE
(Al-powered evolution towards open
and secure edge architectures) aims to
deliver an Al-empowered, flexible and
modular edge platform, unifying com-
munication and computation resources
into an edge-cloud compute continuum
that is seamlessly integrated within
B5G. To achieve this vision, the project
will address several obstacles currently
standing in the way of the edge com-
puting evolution, including:

+ The efficient management and utili-
sation of the highly heterogeneous
and distributed processing elements
available anywhere across the edge
to cloud path, each having different
performance and power consump-
tion budgets, memory solutions and
interconnectivity standards.

- The need to optimise on-the-fly
the network performance and allo-
cate computing and communication
resources in highly heterogeneous
and rapidly changing scenarios,
taking into account a multitude of
parameters, monitored data and
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optimisation goals that may often
be conflicting among them.

- The importance of ensuring the
trustworthiness of Al models used
for decision-making processes and
maintaining the privacy of sensitive
datatransferred across the network
for model training.

By adopting an interdisciplinary ap-
proach to converge techniques from
multiple areas, including telecommuni-
cations, edge and cloud technologies,
embedded and distributed comput-
ing, cybersecurity and Al, VERGE will
achieve its vision by:

Building an “edge for Al” (Edge4Al)
framework, to support the flexible
and efficient deployment and exe-
cution of B5G Al-enabled applica-
tions across a jointly orchestrated
compute and communication con-
tinuum, while fully exploiting the
capabilities of multi-core/multi-ac-
celerator platforms for ultra-high
computational performance;

Developing an "Al for edge”
(Al4Edge) portfolio of Al solutions,
by employing cutting-edge Al meth-
ods and novel distributed learning
algorithms that are able to automate
and optimise the network operation
through intelligent decisions and
that are coherently integrated in a
collision-free and efficient manner
for addressing different optimisation
problems;

Providing the necessary methods
for Secure, Private and Trustworthy
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Al (SPT4AIl), to address the rel-
evant challenges that specifically
emerge due to the decentralised
edge computing environment and

the extensive use of distributed Al
methodologies in a dynamic and
heterogeneous network structure.

Use case services, security and performance requirements
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INNOVATIONS The key innovative features of VERGE,

as shown in the figure, include:

- Ahierarchical orchestration lay-

er managing the lifecycle of both
network and application services,
and considering different levels of
intelligent control, from the orches-
tration of distributed workflows
across multiple edge sites to the
micro-orchestration of tasks within
a single HW-accelerated node.

- An adaptive virtualisation layer

specifically targeting programmable
accelerated HW platforms, which,
in combination with the most suit-
able programming models from
the embedded, High-Performance
Computing (HPC) and Al domains,
will enable the full exploitation of
the inner parallelism capabilities of
the underlying infrastructure.

- Adistributed cognitive frame-

work, responsible for collecting in
real-time a wide range of system,
network and application parameters
with both local and global scope
and making them available to de-
cision-making entities (Al4Edge
engines) at the right granularity.

- Asetof Al-powered data-driven

multi-agent resource optimisa-
tion solutions and task-based
scheduling strategies (Al4Edge
engines), optimising the allocation
of communication and computation
resources across the network edge
in a scalable and synergic manner,
handling tasks such as dynamic com-
putation offloading, optimal split-
ting of network (e.g., CU-DU), Al
functions (e.g., deep learning layers),
end-to-end slicing, etc.

SNS Journal 2023
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HGE

Advanced learning algorithms
optimised for operation at the
edge under constrained resources,
bringing down the training time and
increasing the algorithms’ robust-
ness under highly distributed and
heterogeneous scenarios.

Novel mechanisms for security
and privacy, offering efficient and
robust mitigation methods against
adversarial attacks in collaborative

Al and ensuring the required privacy
in distributed and decentralised data
sharing processes.

Solutions to enhance the safety and
explainability of Al models, includ-
ing causality-based methodologies
and techniques based on knowledge
graphs for obtaining semantically
rich explanations for the decisions
made by Al techniques.

Al-powered eVolution
towards opEn and secuRe
edGe architEctures

\/ERGE

Coordinated by
Oriol Sallent

(University of Catalonia)

USE CASES

January 2023-June 2025

Website:

Twitter: twitter.com/verge_project

LinkedIn: www.linkedin.com/

company/verge-snsproject/

[=]
=

[=]

VERGE innovations will be showcased
in use cases targeting two vertical
domains: (i) smart manufacturing and
industry through novel extended real-
ity (XR) applications for collaborative
inter-factory design and virtual proto-
typing of products, and teleoperation
of robotic systems, and (ii) smart and
sustainable transportation through
loT-driven autonomous tram servic-
es. Each use case consists of several
user stories, each with different KPls
and demonstrating different VERGE
capabilities.

XR-enabled industrial use case

The XR-enabled industrial use case will
focus on delivering immersive XR ser-
vices with minimal latency and overall
high Quality of Experience (QoE) to
enable and improve industrial process-
es, such as the collaborative product
design and prototyping by remote en-
gineering teams and the XR-aided re-
mote robotic control. Edge computing
will play a key role in such scenarios,
bringing the computation-intensive
XR rendering service closer to the end
users and enabling novel Al-based
predictive schemes to optimise the
content delivery to the end users. This
use case will be demonstrated live in
two remotely located industrial sites

SNS Journal 2023

in Turkey, provided by Argelik, whereas
small-scale experiments will leverage
alab-controlled environment at King's
College London (KCL)'s premises.

Autonomous tram use case

The second use case is built around
the concept of the autonomous tram,
focusing on safety services running
on-board the tram and at the edge
infrastructure and fusing the input
of multiple sensors (e.g., cameras,
Lidars, radars, etc.) to augment the
situational awareness of the driver by
detecting hazardous situations across
the tram path. The use case demon-
strations will showcase several VERGE
features such as predictive slicing and
RAN reconfiguration, following the
tram trajectory and meeting the com-
munication requirements on-the-fly,
multi-layer orchestration across the
edge-cloud compute continuum to
support distributed and split com-
puting, as well as secure, safe and
explainable learning at the edge. This
use case will be demonstrated in the
5G-enabled communication laboratory
of GTSI (Italy and France), as well asin
complementary facilities in Barcelona,
leveraging real datasets provided by
the GTSI sensorised tram fleet.
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The focus of Stream B is on novel technologies that are
expected to be adopted in commercial networks within

a mid- and/or long-term timeframe. Research topics considered
in the 19 retained projects include, inter alia, novel 6G system
architectures, advanced wireless and optical communication
technologies, advances in Non-Terrestrial Networks, secure
development of URLLC applications.




Stream B

RESEARCH

FOR RADICAL
TECHNOLOGY
ADVANCEMENT

(in preparation for 6G
and radical advancements
of loT, devices and software).
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The 6G-NTN project brings together high-level representatives
from the mobile communication, satellite, and research communities
to address users’ needs in telecommunication networks.

PROJECT
OVERVIEW

The 6G-NTN project brings together
high-level representatives from the
mobile communication, satellite, and
research communities to address users’
needs in telecommunication networks.
The goal is to research and develop
innovative technical, business, requla-
tory, and standardisation requirements
for the full and seamless unifica-
tion of the Non-Terrestrial and
Terrestrial componentsin future
6G telecommunication networks.

This will be key to extending the cov-
erage, resilience, and sustainability
of next-generation mobile networks,
and to better meeting the needs and
expectations of both vertical and con-
sumer market segments, while unlock-
ing new value chains and delivering a
broad societal impact. By achieving
its objectives, 6G-NTN will contrib-
ute significantly to strengthening
Europe’s industrial leadership
in wireless communications and
services infrastructure.

OBJECTIVES

The goal of 6G-NTN is to develop an
NTN component fully integrated with
the 6G infrastructure able to provide
connectivity services to vertical indus-
tries and consumer terminals in indoor/
in-vehicle and outdoor conditions.

The main objectives include:

1.ldentify the target services and
operational requirements for
the 6G Non-Terrestrial Network
component.

2.Design/sizingof a 3D non-terres-
trial network component (space
and ground segments) to meet the
target user requirements.

3.Design trade-off and assess-
ment of compact terminals targeted
by the 3D NTN component.

4.Design flexible software-de-
fined payload across flying plat-
forms and frequency bands.

5.1dentify and design the key char-
acteristics/features of a flexible
waveform for 6G's integrated
Radio Access Network.

SNS Journal 2023

6.Design and evaluate Al data-en-
hanced multi-orbit multi-con-
nectivity radio intelligent controllers.

7.Design and development of the
dynamic orchestration of Virtual
Network Functionsinthe 3D net-
work for 6G.

8.Design of areliable and accurate po-
sitioning function for the 6G system
achieving a precision below 10 cm.

9. Design of features enabling spec-
trum usage optimisation (coexist-
ence and possibly sharing) between
the different network nodes of the
three-dimensional (3D) architecture,
including NTN and TN nodes, oper-
ating in the considered frequency
bands.

10.Lay the groundwork for the broad
and lasting impact of 6G-NTN,
while contributing to the growth
of the European 6G ecosystem
surrounding the SNS JU.

((s0))
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CONCEPT AND
APPROACH

Therevolutionary novelty brought
by the 6G-NTN approach stems
from holistic approach to design-
ing the overall 3D multi-layered
infrastructure. The “3D" character-
istic refers to the full integration of
the NT component with the terrestrial
one, while the “multi-layered” fea-
ture relates to the integration into the
NT component of different layers of
communication nodes, e.g., satellites
and/or drones, flying at different and
multiple altitudes. By defining such a

comprehensive architecture, 6G-NTN
will create the ideal framework for
innovative concepts, mechanisms, and
technologies to be conceived, devel-
oped, and validated, while produc-
ing important outcomes in terms of
standardisation, regulation and R&l
level which are key to: i) addressing
the described major goals in a variety
of vertical markets; and ii) opening up
new research avenues in which Europe
should invest to ensure its technolog-
ical sovereignty.

KEY VALUE
INDICATORS

3D multi-layered
NTN Architecture

6G Non-Terrestrial
Networks

Z
63NTN

Coordinated by
Alessandro Vanelli-Coralli
(Unibo)

January 2023-December 2025

Website: www.6g-ntn.eu/

Twitter: twitter.com/6Gntn

LinkedIn: www.linkedin.com/
company/6g-ntn/

The 6G-NTN project aims to con-
tribute directly to important Key Value
Indicators, namely:

Inclusiveness provided through
a global coverage, achieved with
the 3D NTN component, to deploy
6G services to areas where terres-
trial solutions deployment is not
economically viable.

BT

INL

Resilience provided through mas-
sive redundancy in terms of connec-
tivity between multi-layer network
nodes at different altitudes, all in-
terconnected via free space optical
and/or radio links.

Efficiency obtained by optimised
spectrum use based on efficient spec-
trum coexistence and, if possible, by
taking advantage of spectrum sharing
techniques between the different
network node service links.

Sustainability through Artificial
Intelligence-driven Radio Resource
Management, mobility, and traffic

Network functions
{Incl. Edge resources)

routing, to reduce/minimise the
carbon footprint and energy con-
sumption.

Interoperability provided by a
standardised flexible waveform
for 6G integrated Radio Access
Network, which will pave the way
for the broad adoption of the vast
majority of devices.

+ UE functions for on board senzors
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The 6 G-SHINE project will pioneer the main technology components
for wireless in-X subnetworks, short range low-power radio cells to be

installed in industrial and consumer entities.

6G is expected to take the form of a
"network of networks”. It will integrate
subnetworks with diverse character-
istics in terms of coverage, operational
purpose, and spectrum, including cel-
lular, non-terrestrial, drone, campus
and private networks.

PROJECT
OVERVIEW

The 6G-SHINE project will pioneer the
main technology components for wire-
less in-X subnetworks, short range
low-power radio cells to be installed
inindustrial and consumer entities like
robots, vehicles, production modules
and classrooms. /n-X subnetworks
are located at the very end of the 6G
‘network of networks' to support
highly localised and high-performance
connectivity. For example, in-vehicle
wireless subnetworks may replace the
wired infrastructure for the anti-lock
braking system (ABS), motor control
and advanced driver-assisted systems
(ADAS); in-robot subnetworks can

6G "network of networks"

()

6G macro network

Focus of ==
6G enterprise network

. .
e |
-

4 o

fo=—x]

7 .7 RS

=

N\ ~

Y oo ~

- . ~
ﬁ'} in-vehicle subnetworks ~

- in-robot

B industrial
subnetworks

_ in-X subnetworks

wirelessly support fast closed loop
control, e.g., force control; in-class-
rooms subnetworks can be used for XR
applications for educational purposes.
These use cases may be demanding
extremely high data rates, or low la-
tencies and high reliability — especially
for life-critical applications.

In-X subnetworks may spontaneously
become very crowded, such as those
installed in vehicles on a congested
road, orin robots in a matrix produc-
tion setup, therefore suffering from
a potentially strong mutual interfer-
ence. Given the need of supporting
services that may be life-critical, In-X
subnetworks must be able to perform
their operations autonomously, while
still benefiting from connection with a
broader 6G umbrella network, which
may aid traffic and radio resource
management for subnetworks in its
coverage area.

6G network backhaul
wms in-X AP to 6G BS
==== in-X AP to in-X AP
————— in-X AP to in-X device

SNS Journal 2023
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CONCEPT AND
APPROACH

6G SHort range
extreme communication
IN Entities

Coordinated by
Gilberto Berardinelli
(Aalborg University)

March 2023 — August 2025

Website: www. 6gshine.eu
Twitter: twitter.com/6gshine

Linked/n: www.linkedin.com/
in/6g-shine-project-277a9626a/

The 6G-SHINE technology com-
ponents will leverage the oppor-
tunities offered by the specific
in-X short range deployments
to ensure low-cost high-perfor-
mance connectivity while dealing
with major challenges such as sig-
nal blocking, interference due to
densification, and proneness to
malicious attacks.

The main objectives of the 6G-SHINE
project are the following:

- Define relevant application sce-
narios, use cases and architectures
for in-X subnetworks, and analyse
related performance requirements.

- Characterize the radio propaga-
tion characteristics in short-range
scenarios and frequency bands of
interest, considering <10 GHz, milli-
metre wave (mmWave) and sub-THz
spectrum regions.

- Design new physical layer (PHY)
and medium access control (MAC)
enablers for scalable requirements
interms of latency, reliability or data
rate, leveraging the opportunities
offered by the short-range deploy-
ments. Envisioned PHY/MAC ena-
blersinclude short range beam-fo-
cusing techniques for constrained
devices, reflective intelligent sur-
faces, intra-subnetwork macro
diversity, uRLLC enhancements,
predictive schedulers, flexible/full
duplex schedulers.

- Develop cost effective radio re-
source management techniques
(considering both legitimate and ma-
licious interferers) in dense dynamic
subnetwork crowds. The project will
explore fully distributed solutions —
where subnetworks perform their
decisions independently —as well as
centralised and hybrid approaches,
where an umbrella 6G network can
aid operations of subnetworks in
its coverage area. Modern artificial
intelligence approaches for radio re-
source management will be studied.

- Develop new methods for integrat-
ing subnetworks in the 6G archi-
tecture and efficient orchestration
of traffic, radio and computational
resources among in-X subnetworks
and wider 6G "network of networks'.

Performance of the designed solu-
tions will be verified via simulations
and — for selected components — via
demonstration platforms in laborato-
ries. Inthisrespect, the project targets
a technology readiness level (TRL) in
the 2-4 range.

The innovative 6G-SHINE solu-
tions will advance the state-of-
the-art of high-performance
short-range connectivity, bring-
ing the pervasiveness of wire-
less to alevel that has neverbeen
reached before. The project will also
resultinalarge portfolio of technology
components that will contribute to
future 6G standardisation. Targeted
standardisation bodies are 3GPP, IEEE,
ETSI, as well as industry fora such as
5G-ACIA and 5G-AA.
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By co-designing novel dual-frequency operation and an innovative highly
integrated and distributed radio stripe system, 6G Tandem will create
superior value in energy consumption, service availability and system cost.

PROJECT
DESCRIPTION

6G is expected to transform today’s
society, enhance businesses, increase
research possibilities, create new
technologies, advance communication
systems and address the needs of a
broad spectrum of sectors.

6GTandem represents a salient part
of this crucial transformation. By
co-designing novel dual-frequency
operation and an innovative highly
integrated and distributed radio stripe
system, 6G Tandem will create su-
perior value in energy consumption,
service availability and system cost.

The 6GTandem project will focus
on high-performance and reliable
wireless services based on two main
innovative and mutually reinforcing
concepts:

1.Dual-frequency distributed MIMO
operation whereby favourable de-
ployments enable drastic energy
savings, and the low/high frequency
bands offer both redundancy and
mutual support.

2.Co-design of signals, algorithms,
and transmission schemes with an
easily deployable architecture—i.e.,
radio stripe —for extended sub-THz
coverage.

SNS Journal 2023

Together we aim to advance dual-fre-
quency distributed MIMO networks
that have the potential to enable ser-
vices offering ultra-high reliability and
high-resolution position information
in a sustainable way and thereby effect
positive change in European society.

The project will focus primarily on
the advancement of the combined
low-frequency and sub-THz distribut-
ed MIMO system to enable new appli-
cations that require an unprecedented
combination of performance factors.
It will pull novel networks forward
with joined expertise on wireless
6GTandem (101096302) European
6G Annual Journal 2 communication
system and innovative hardware solu-
tions, creating new opportunities for
highly energy-efficient operation and
low-cost deployment.

With our robust team of industrial,
academic and research partners, we
will deliver unique results in the highly
promising new area of dual-frequency
networks with distributed deploy-
ments, which will fuel Research and
Development (R&D) output and even-
tual new products.

The consortium is driven by the goal of
providing uniform ultra-high through-
put coverage, off-load lower frequen-
cy bands and a gateway to new services
—and thereby contribute new insights
forthe whole European 6G community.

Stream B - Research for radical technology
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GOALS AND
OBJECTIVES

6GTandem aims to gain a competitive
advantage by defining and shaping the
future of 6G infrastructuresin Europe
and contributing to the long-term
impact of smart, flexible, and scal-
able (RAN) evolution, while offering
hardware products that will deliver
unprecedented performances in terms
of Radio Frequency (RF) management,
cost-, spectrum- and energy-effi-
ciency in the global market.

In particular, 6GTandem will focus on
the following objectives:

Develop the 6GTandem system
concept presenting an optimised
combination of a lower-frequency
infrastructure and a sub-THz ra-
dio stripe.

A Dual-frequency
Distributed MIMO
Approach for Future
6G Applications

Coordinated by
Patrick Leczek (Technikon)

January 2023-June 2026
Website: horizon-6gtandem.eu/

Twitter: twitter.com/6gtandem_he

LinkedIn: 6gtandem-horizon-
europe-project-101096302/

Develop models for the tandem
system in terms of hardware im-
pairment, propagation in the plastic
fibre wavequide, and impact of the
radio environment.

Design waveforms for dual-fre-
quency systems with control in-
formation.

Develop fully integrated com-
munication links at sub-THz fre-
quencies based on plastic microwave
fibres.

Demonstrate and validate the pro-
posed concept, to identify perfor-
mance bottlenecks, and to guide the
future research directions in- and
beyond the project lifetime.

Stream B - Research for radical technology advancement
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ADROIT6G’s overall project goal is to provide revolutionary research
foundations for low TRL, technological advancements in preparation for
upcoming 6G network architectures.

GOALS OF THE
PROJECT

As the world moves from the 5G to
the 6G era, the mobile communica-
tions fabric needs to be architected to
accommodate the emerging stringent
requirements of innovative, extreme,
future-looking applications that can-
not be served by existing 5G mobile
networks. ADROIT6G's overall project
goal is to provide revolutionary re-
search foundations for low TRL, tech-
nological advancements in preparation
for upcoming 6G network architec-
tures. The proposed architectures will
make fundamental changes to the way
networks are designed, implemented,
operated, and maintained. As illustrat-

edinthe figure below, the ADROIT6G
architecture consists of three coop-
erative, inter—-domain frameworks
that operate over a programmable,
inter-computing and inter-network
infrastructure. The distributed com-
puting nodes at the far edge, edge,
and cloud domains — each with their
own characteristics and capabilities
—are used to deploy virtual functions
of software-defined, disaggregated
RAN and core networks, virtual ap-
plications as well as Al agents, which
are orchestrated dynamically as part
of the overall network control and
management strategies.

ADROITEG conceptual architecture
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Al-enabled
multi-domain
multi-technology
inter-computing
infrastruclue

domains
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OBJECTIVES

ADROIT6G focuses on the following
key objectives:

1.Design and implement a novel 6G
system architecture thatintegrates
adistributed Al framework for com-
bined communication, computation
and control, and empowers the con-
vergence of networks and IT systems
to enable new future digital services.

2.Create an Al-driven Management
and Orchestration (M&O) and con-
trol framework for 6G Networks.

w

.Architect a distributed and secure
Crowdsourcing Al.

4.Develop energy-aware models for
multimodal Representation Learn-
ing.

5.Evolve the cellularinfrastructure to
allow the true integration of deep-
edge devices in communication and
computation functions.

6.Enable Non-Terrestrial Networks
connectivity for highly reliable In-
dustrial Internet of Things Services.

7. Extend and demonstrate the use of
decentralised Al for Device-to-De-
vice (D2D) communications.

8.Support data plane acceleration.

9.Integrate and demonstrate the po-
tential and user value of ADROIT6G
through relevant experimentation,
testing, and validation of its inno-
vations in PoCs in lab settings.

10.High-value exploitation and busi-
ness.

11.Contribute to standardisation, open
source, and communities.

12.Dissemination, outreach, and ca-
pacity building.

13.Make significant contributions to
the establishment of a set of globally
accepted KVls.

PROOFS OF
CONCEPTS

PoC 1 Extreme eMBB for
immersive Extended Reality

ADROIT6G aims to define, validate
and affirm reference, network-level,
6G KPIs and KVls in extreme 6G UCs,
thus establishing the frontiers of 6G
technology and bringing them one
step closer to future exploitation. The
applicability, performance, and viabil-
ity of the ADROIT6G technological
solution will be validated across the
following PoCs:

PoC 1: Extreme enhanced mobile
broadband (eMBB) forimmersive
Extended Reality

One of the greatest promises of the
next decade is thatimmersive commu-
nication, holographic telepresence
and XR will become our default
way of communication.
PoC 1 will emulate a sce-
nario where the teach-
er delivers their lecture
from their home/univer-
sity office/etc., while the
students attending the class
physically can watch the teacher’s
holographic entity giving the lesson.

PoC 2: Extreme URLLC for col-
laborative robots

PoC 2a will emulate a scenario in

g. v
» 2"

E PoC2a Extreme
URLLC for collabo-
rative robots

which multiple robots are operating
and collaborating with each other in
an automotive manufacturing process
production line, requiring real-time
supply chain optimisation via large-
scale Industrial Internet of Things
(I1oT) sensing and predictive analytics,
involving a massive number of sensors
and actuators.

SNS Journal 2023
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ADROITGG

Distributed Artificial
Intelligence-driven
open and programmable
architecture for

6G networks

%DDOIT@)@:.

Coordinated by
Christos Verikoukis (SIS ATH)

January 2023-December 2025
Website: https://adroit6g.eu/
Twitter: twitter.com/adroit6g

Linked/n: www.linkedin.com/
company/adroitég/

PoC 2b will validate ADROIT6G in
exploiting satellite-based communi-
cation for augmenting terrestrial 6G
networks in areas where infrastructure
is weak or non-existent.

PoC2b Extreme URLLC
for collaborative robots

SNS Journal 2023

PoC 3: Extreme massive Ma-
chine-Type Communication
(mMTC) for Industrial IoT, also
demonstrating the capabilities of
NTN interworking with terrestrial
6G networks.

PoC 3 emulates a robotic construc-
tion scenario with multiple robots
and drones as described above. The
scenario covers robots and drones
that need to coordinate with one an-
other on a construction site, in which
different types of autonomous robots
and drones need to sync/coordinate
their movements — with and without
human involvement —to perform joint
tasks, lifting and unloading/loading
construction material between robot
cranes, mobile robots, drones, etc.

PoC 3 Extreme (mMTC) for Industrial loT,
also demonstrating the capabilities of NTN
interworking with terrestrial 6G networks
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LENTRIC

CENTRIC proposes leveraging Al techniques through a top-down, modular
approach to wireless connectivity that puts users’ communication needs
and environmental constraints at the centre of network stack design.

PROJECT VISION

The CENTRIC process for enabling
an Al-native air interface

Current networks are built around the
concept of universal service offering,
where the network's resources are con-
figured to carry information bits of a
specific traffic type according to their
specific performance requirements.
This has enabled wireless networks to
address the exponential traffic growth
of the previous decade through careful
quality of service management. How-
ever, this approach has also reduced
traffic categories to a small set of KPI
profiles that reflect the network lim-
itations rather than users’ real needs.
Today's wireless networks are thus ser-
vice-centric, built bottom-up, starting
from the protocol stack with applica-
tions deployed over the stack. But this
one-size-fits-all design philosophy
runs counter to the growing diversity of
users, applications, and environments
of the future wireless ecosystem.

Asillustratedin the figure below, based
on users’ communication needs and
application-specific requirements, the
tailor-made waveforms, transceivers,
signalling, protocols, and hardware
implementations are optimised adap-
tively and on-demand. CENTRIC will
make this possible by advancing theory,
algorithms, hardware co-design, and

[Application QoS requirements

Societal KVI requirements
Deployment scenario

Hardware limitations
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waveform &
transceiver

training and monitoring environments
for future 6G use-cases. The project
will focus on providing the desired
quality of experience to a given user,
or type of users, while minimising the
required spectrum usage and energy
consumption.

CENTRIC advocates for an approach
to 6G communications whereby the
application’s requirements define the
starting point for the design of the
underlying protocol stack. An Al-na-
tive air interface (Al-Al), proposed
by CENTRIC, will bring a degree of
physical layer and protocol stack cus-
tomisation thatis unprecedentedin the
history of communication engineering.
Leveraging the Al-Al, each user will
benefit from the type and amount of
connectivity it needs, whenever and
wherever they need it. By delegat-
ing the design and implementation
of communication systems to the Al-
Al, application-layer vendors will be
freed from having to maintain complex
stacks and will be able to focus on their
application products. The communi-
cation solutions that will emerge with
the Al-Al will be application-specific
and adaptable to the target scenarios.

CENTRIC A
Training environments Pp-

CENTRIC User-

centric
stack

CENTRIC
protocols

learning learning

CENTRIC
computing platform

(1)
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OBJECTIVES AND
INNOVATIONS

e Open Baseband

| ]

CENTRIC's cycle from
simulation to hardware
proof of concepts

Towards an Al-native,
user-centric air interface
for 6G networks

CENTRIC

Coordinated by
Halid HRASNICA (Eurescom)

January 2023-June 2025
Website: https://centric-sns.eu/
Twitter: twitter.com/project_centric

Linked/n: www.linkedin.com/
company/centric-project/

1.To develop Al methods for the
discovery of novel and efficient
waveforms —enabling the discov-
ery and optimisation of tailor-made
waveforms.

2.To develop Al methods for the
discovery of novel and efficient
transceivers — for large-scale ex-
treme MIMO deployments and beam-
based communications in mmWave
spectrum.

Modeling

* MATLAB (built-in engine) ==« Ngise, Loss, Latency
* Doppler shift, position

o C++
* VHDL/Verilog Verification o Interferers
* Python « Ray tracing

Environmental
modeling

To attain these objectives, CENTRIC
will develop novel Al-based concepts
for physical layer, medium-access
protocols, and radio-resource man-
agement of 6G networks, including:
methods for data-driven learning of
novel waveforms using deep neural
networks, Al techniques forjoint sens-
ing and communications, multi-agent
reinforcement learning frameworks
for emerging novel communication
protocols, or radio-resource man-

Accurate RF

Modeling

e * Native models, DPD
 RF Chain Simulator
* X-parameters

* Link to Circuit/EM Simulation

Wideband T&M

integration

Reference
Libraries
« Cellular & Wireless (1
5G & 6G T
* Interferers

o
-

* Download waveforms
« Connect to T&M software

Rapid research

proto.

* Sionna
* Matlab
* Home brew tools

3.To develop Al methods for the
discovery of customised light-
weight communication pro-
tocols — targeting the design of
layer-2 and RRM (Radio Resource
Management) protocols tailored to
the users’ and service needs, as well
as network topology and commu-
nication scenario.

4 To introduce novel end-to-end
hardware co-design solutions
for energy-efficient Al-native
transceivers

5.To develop training and moni-
toring environments as enablers
for Al-Al deployments — de-
velopment of Digital Twin based
methods that enable initial training,
deployment, adaptation, monitoring,
modularisation, and retraining.

6.To validate user-centric Al-Al
solutions in lab setting

7. To demonstrate and dissemi-
nate Al-Al concepts

* Multi-channel

agement methods that are aware of
energy efficiency and electromag-
netic field emissions. Additionally, the
project will explore the suitability of
novel computational paradigms, such as
neuromorphic computing, to overcome
the computational burden of large Al
models. Last but not least, the project's
research scope will include fundamen-
tal statistical methods to monitor and
orchestrate the different modules that
make up CENTRIC's Al-Al vision.

The study of the 6G Al-Al conceptsin
CENTRIC will focus first on simulation
then, based on the results obtained, a
selection of the algorithms developed
by the project will be implemented in
a proof-of-concept tabletop demon-
strator. This tabletop demonstrator will
serve to validate the Al-Al concepts
over the air in realistic conditions. The
combination of the overall CENTRIC
development chain, from a rapid proto-
typing simulation environment, through
detailed modelling in a joint co-simu-
lation environment for benchmarking
and endingin a tabletop demonstrator
is summarised in the figure above.

(m)
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CONFIDENTIALGG

CONFIDENTIAL6G will develop cryptographic quantum-resistant
protocols and security proofs, tools, libraries, mechanism and
architectural blueprints for confidentiality in 6G.

PROJECT
OVERVIEW

The main ambition of the CONFIDEN-
TIAL6G project is to enable secure
and privacy-preserving computa-
tion via novel, modern cryptographic
techniques and operations across the
cloud-edge continuum that will be nec-
essary in 6G. Prerequisite for imple-
mentation of privacy preservation and
security of datain these heterogeneous

environments and different contexts
is robust modern cryptographic tech-
niques, tools and libraries. This is why
itis essential to focus the research on
these security enablers as well, espe-
cially with the awareness of danger that
can be posed by near-future quantum
computers and their capabilities to
break the contemporary encryptions.

PROJECTS
PILLARS

The project is conceptualised around
three main pillars:

Pillar A= Cryptography

Cryptographic enablers for con-
fidential computing (Fully Homo-
morphic Encryption (FHE), Secure
Multi-Party Computation (SMPC),
Trusted Execution Environment (TEE)
and post-quantum networking. Dis-
tributed Ledger Technology (DLT)
privacy enablers (Zero-Knowledge
Proofs (ZPK). Support for embedded
edge devices and HW.

Pillar B— Confidential computing

Confidential computing via FHE,
SMPC and HW TEEs. Collabora-
tive AI/ML. Confidential containers.
Remote attestations. Secure enclave
abstractions. Secure key distribution.

+ Pillar C—Confidential Networking

Post-quantum secure network
protocols. Secure data sharing and
access control. Private blockchain
Smart Contracts, Decentralised
Identifiers (DIDs) and Verifiable
Credentials (VCs). Federated Al/
ML orchestration.

SNS Journal 2023

CONFIDENTIAL6G will research
post-quantum cryptography (PQC)
in order to create tools, libraries,
Software Development Kits (SDKs)
and other artifacts needed for fu-
ture 6G technologies:

Domain #1: Confidential Computing
enablers: Lattice-based cryptog-
raphy for Fully Homomorphic En-
cryption, Secure Multi-party Com-
putation, TEE attestation handling,
collaborative AI/ML

Domain #2: Confidential Communi-
cation enablers: PQC Transport Layer
Security (TLS) and other protocols10,
Blockchain-based data exchange,
Zero-Knowledge Proofs (ZKPs),
confidential Smart Contracts, DIDs
and VCs, and a new concept of Anon-
ymous Credentials (AC)

Domain #3: Confidential Edge and loT
enablers: embedded FHE, PQC for
constrained devices, large-scale net-
works of connected devices involved
in federated learning and cryptogra-
phy necessary to support this.

((4s)
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USE CASES

Confidential Computing
and Privacy-preserving
Technologies for 6G

Coordinated by
Vera Stavroulaki (WINGS -ICT)

January 2023-December 2025

Website: https://confidential6g.eu/
Twitter: https://twitter.com/C6G_eu

Linked/n: www.linkedin.com/
company/c6g-project/

Use Case 1: Predictive mainte-
nance for airline consortium using
blockchain-based data sharing
platform and federated AlI/ML
orchestration

The key validation: (i) confidential
Smart Contracts and transactions in
DLTin order to hide information about
asset metadata in the data marketplace
for aviation consortiums; (ii) block-
chain-enhanced access control layer
that would enable immutable logs and
traces of consent, coupled with block-
chain-configured proxy mechanisms;
(iii) secure and encrypted metadata
transfer to the orchestration layer
based on Kubernetes, distributed be-
tween aviation companies; (iv) federat-
ed Al/MLorchestration that will ensure
that computation is brought to the data
sets in the edge data centres near the
airportsin a secure manner; (v) remote
attestation and result handling for
the applied algorithm for predictive
maintenance.

Use Case 2: Privacy-preserving
confidential computing platform
that enables mitigation of internal
threats for telecom cloud pro-
viders

The key validation: (i) automated han-
dling of confidential VMs, including
their creation and initialisation in a

programmable manner and using cloud
APIs; (ii) TEE abstractions to help cloud
providers enable TEEs in the cloud;
(i) software framework for handling
remote attestations; (iv) Software
Management Agent (SMA) for man-
agement of secure VMs and enable-
ment of secure TLS connections within
enclaves; (v) confidential container
framework and Kubernetes support.

Use Case 3: Intelligent connected
vehicle, mission-critical services,
Over-The-Air (OTA) updates, FL/
ML and vehicle to infrastructure
communication

The key validation: (i) OTA updates to
help manufacturers securely transfer
software updates as part of “Con-
nected Car” systems; (ii) adaptive
asynchronous distributed learning
(ADL)-based scheme will be used for
model uploading and downloading car
data; (iii) use blockchain to guarantee
the security of and tamper-proof the
shared ADL models that areimportant
for safety and driving applications;
(iv) blockchain to protect sensitive data
from manipulation and to guarantee
immutability of software (SW) updates
(the hash is on the ledger and the car
can verify that it is getting the right
one; (v) Vehicle digital identity creates
the ability to verify which car needs
updates and those already updated
(i.e. a credential certifying the per-
formed update); (vi) evaluate secured
and privacy-preserving communication
and aggregation of the models in the
Federated Learning (FL) server, and
how to protect these from FL attacks
such as membership inference, at-
tribute inference, data reconstruction
attacks, or data poisoning attacks,
and potentially side-channel attacks.

(1)
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Promoting the 6 G vision, the DESIRE6G project will design and develop a
novel zero-touch control, management, and orchestration platform, with
native integration of Al, to support verticals with extreme requirements.

DESIRE6G supports verticals with
extreme requirements (e.g., eXtreme
URLLC services) over a performant,
measurable and programmable data
plane. From zero power to extreme low
latency or ultra-high reliability: the 6G
system should not limit our future use
cases, yet it should be simpler and more
autonomous than the previous genera-
tion. The two key components that will
allow us to achieve these goals are the
following: 1. Alightweight centralised
Service Management and Orchestra-
tion (SMO) layer, with distributed and
coordinated intelligent control em-
ploying Multi-Agent Systems (MAS).
This functional split promotes service
assurance by enabling faster control

loops, ensuring the scalability of the
system as its self- operation* relies
mainly on the autonomous coordi-
nated operation of the agents. 2. An
end-to-end programmable user plane
supporting multitenancy, using a hard-
ware abstraction layer to interact with
the heterogenous devices e.g., GPUs,
Tensor Processing Units (TPUs), Field
Programmable Gate Arrays (FPGAs),
System-on-a-Chip (SoCs). This will
facilitate increased flexibility in func-
tion placement and offloading while
using simple and abstract control plane
APIs. It will also enable simpler cus-
tomisation of end-to-end network
behaviour without sacrificing perfor-
mance and power efficiency.

SYSTEM
ARCHITECTURE

As illustrated in the figure next page,
the E2E SMO Layer oversees all
orchestration and lifecycle manage-
ment aspects, generating the needed
guidelines for the agents, allowing the
desired degree of freedom for their au-
tonomous operation. The Intent-Based
Networking (IBN) approach starts with
the Service Design Tools defining
the service and the Intent in terms
of policy rules that guide the service
behaviour e.qg., goals related to quality
of service, performance etc. By natively
accommodating distributed network
intelligence closer to the user plane
through MAS-based Network Con-
trol, we expect fast and coordinated
decision-making across the Far Edge,
Edge, Transport, and Core domains.

Because of the envisaged distribu-
tion of intelligence, DESIRE6G lev-
erages DLT as a basis for securing
agentinteractions (Secure Distributed
Intelligence). Specifically, an infra-

structure-agnostic software security
DLT-powered framework is introduced
that combines automatic security en-
forcement by binary rewriting and the
needed trustworthiness and tracea-
bility brought by the DLT structure.
To support the seamless execution
of services across multiple, hetero-
geneous administrative domains (e.g.,
Public Network Integrated Non-Public
Network deployment), DESIRE6G will
employ Lightweight blockchain-based
federation at the SMO level.

At the data plane, the DESIRE6G
cloud-native mobile network pro-
motes RAN-core convergence for
6G. Furthermore, by investigating the
Serverless approach for network and
application-specific function deploy-
ment, we aim to take advantage of their
programming simplicity and automatic
scaling and operation migration ca-
pabilities across the Edge-to-Cloud
continuum.
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*DESIREGG ¢

Coordinated by

Chrysa Papagianni
(University of Amsterdam)

January 2023-December 2025
Website: http://desire6g.eu
Twitter: twitter.com/desire6g_eu

Linked/n: linkedin.com/in/
desire6g-project

Application
E2E Service Management & Orchestration | %

DESIRE6G will further provide the ar-
chitectural elements and APIs to sup-
port the seamless offloading of network
functions and application computations
to the network. To unify application/
network function (e.g., AI/ML process-
ing, RAN network functions, real-time
computations) development and de-
ployment on heterogeneous systems a
Hardware Abstraction Layerwill be
defined. In this context, we introduce
“in-network computing as a service”,
where application developers, Over-
The-Top (OTT) service providers etc.,
will be able to benefit from in-network
acceleration and optimisation without
the need of domain specific knowledge.
Furthermore, by promoting multi-ten-
ancy in the E2E programmable data
plane, DESIRE6G promotes deep slicing,
allowing slice-specific protocol stacks
utilising multi—-HW accelerators over the
shared infrastructure. Ona per-service
basis, this can be the market differentia-
tor, enabling novel application-network
interactions and enhanced performance.

The system architecture will be com-
plemented by a Pervasive Monitoring

Edge Intelligence

Intent-based

Sl orchestration

design

Lightweight blockchain-}
tools.

based federation

xURLLC services

Serverless architecture

System to support the DESIRE6G
architecture. The data plane will be
observable and measurable from the
user terminals to the cloud, leveraging
on E2E in-band network telemetry
solutions, providing high accuracy and
sub-ms granularity. Telemetry data will
feed AI/ML algorithms for training,
inference and detection or forecasting
of anomalies and performance degra-
dations, which will make the data plane
highly predictable and reliable. Finally,
DESIRE6G will employ distributed,
privacy preserving Al/ML approaches,
while considering application-level
requirements, communication, and
compute resource constraints to fur-
ther support Edge Intelligence. For this
purpose, a spectrum of Al/ML tech-
niques ranging from federated and col-
laborative learning will be investigated
covering both theoretical and practical
aspects. Moreover, data scrambling and
normalisation techniques, stemming
from privacy preserving image pro-
cessing, will be exploited to provide
third-party intelligent algorithms with
required data while preserving confi-
dentiality and privacy.

USE CASES

The developed solutions will be
demonstrated and tested through ex-
periments in laboratory environments,
and larger field evaluations utilising
diverse trialling facilities, namely the
5TONIC laboratory (https://www.5tonic.
org) in Spain and the ARNO testbed
(http://arnotestbhed.santannapisa.it) in
Italy. DESIRE6G focuses on two rep-
resentative 6G use cases: augmented/
virtual reality and digital twin industrial
applications, targeting extreme key
performance indicators. In the context
of a factory maintenance application,

SNS Journal 2023

multiple video streams rendered by
UAVs will be merged/processed and
delivered to the AR/VR headset, which
will allow for tilt and pan of the virtual
landscape to be controlled by the main-
tenance operator’s head movements.
In the context of industrial robotics
applications, the operational facto-
ry floor digital twin involving (i) the
remote control of a robotic arm and
(ii) autonomous navigation and control
of a robot dog using Simultaneous
Localisation and Mapping (SLAM)
algorithms.

()
A
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DETERMINISTIC6G aims to develop an end-to-end deterministic
communication architecture enabling innovative 6 G use cases.

OBJECTIVES

The concept of deterministic commu-
nication to guarantee communication
latency and reliability is central to the
project. Ensuring sufficient end-to-
end communication reliability remains
a challenge for cellular networks in
an industrial context. The new pro-
ject will develop the technology en-
ablers that are essential to building
the “time-sensitive” communication
needed for 6G. A primary focus of the
project will be on the interplay be-
tween future 6G networks and highly
time-synchronised networks called
Time Sensitive Networking (TSN).

The challenge in these settings is that
wireless systems like 6G can be subject
to strong random variations, which are
incompatible with technologies like
TSN. DETERMINISTIC6G will tackle
this problem through a combination of
new wireless transmission design and
advanced machine learning algorithms,
leading to 6G wireless transmission
with deterministic latency behaviour.
In addition, the project will consider
consequences and novel approaches
for time synchronisation, network
security as well as the integration of
computational nodes into 6G systems.

PROJECT
DESCRIPTION

DETERMINITIC6G results will play
a vital role in defining future 6G de-
terministic technology standards and
solutions. The current deterministic
communication standards are driven
by Standards Development Organi-
sations (SDOs) for wired communica-
tion systems. IEEE 802.1 TSN plays a
central role, as it makes it possible to
provide guaranteed high performance
connectivity services for certain traffic
flows on a common Layer-2 bridged
Ethernet infrastructure. Similarly,
Deterministic Networking (DetNet)
as a deterministic transport solution
that ensures bounded latency and low
data loss over a Layer-3 routed net-
work is being specified by the Internet
Engineering Task Force (IETF). 5G
support for TSN and DetNet builds on
the 5G capabilities for uRLLC which
is included in the 5G Releases 15
to 17 specifications. TSN, DetNet,
and 5G technologies are currently
viewed as complementary technolo-

gies in deterministic communication
networks, paving the way for future
advanced manufacturing systems. An
interworking and integration of these
technologies is key to supporting the
deterministic communication services
over the heterogeneous infrastructure
and multiple application domains re-
quired for network convergence. By the
same token, the Open Platform Com-
munications (OPC) Foundation'’s Field
Level Communications (FLC) initiative
develops one common multi-vendor
middleware framework for a converged
network infrastructure based on TSN,
as well as DetNet and 5G/6G down
theroad. It standardises interoperable
data models and common procedures
across avariety of industrial use cases
with multi-vendor components. This
includes the specification and usage
of deterministic communication from
applications, by activating and con-
figuring the underlying deterministic
communication infrastructure.
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DETERMINISTIC6G Overview

8 DETERMINISTIC6G

Coordinated by
Dhruvin Patel (Ericsson)

January 2023-June 2025
Website: www.deterministic6g.eu
Twitter: twitter.com/DETERMIN-

ISTIC6G

LinkedIn: https://www.linkedin.
com/company/deterministic6g/

DETERMINISTIC6G builds on the
wired deterministic communication
standards to support end-to-end
deterministic communication over
heterogeneous networks. The expec-
ted outcomes of the project include:

6G architecture for deterministic
communication and interfaces al-
lowing dynamicinteractions ininte-
grated heterogenous infrastructure

Integration and interworking with
deterministic standards over wired
(TSN and DetNet) and wireless
communication infrastructure

Design of an open controllability
framework for time-critical services
operating dynamically over multiple
heterogeneous domains including
edge computing as well as wired
and wireless domains

An architecture forinnovative 6G use
cases based on security-by-design
principles that provide capabilities
to support deterministic wireless
6G transmission

SNS Journal 2023
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New data-driven ML methods for
6G system providing probabilistic
latency guarantees at run-time

E2E time awareness for supporting
the deterministic operations

Unified service provisioning through
integration with an advanced indus-
trial application framework (Open
Platform Communications Unified
Architecture Field eXchange (OPC
UA FX) to provide service to several
industry verticals.

Algorithms that leverage the in-
formation base of 6G digital twins
and Cyber-Physical Systems (CPS)
digital twin in order to maintain E2E
guarantees butalso application-lay-
er features such as safety
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ETHER is going to provide a framework for the terrestrial/non-terrestrial
network ecosystem that involves efficient and zero-touch resource
management, provides solutions for key RAN challenges, and identifies
the business opportunities for potential stakeholders.

PROJECT
OVERVIEW

ETHER relies on the following in-
novations:

Unified RAN advancements that
enable broadband connectivity from
every corner of the world, even with
handheld devices.

Intelligent management of the 3D
network resources for meeting pre-

to self-adapt to rapidly evolving
traffic conditions and situations on
the ground without human inter-
vention.

- A distributed 3D computing and

caching medium enabling the re-
duction of response delays by alle-
viating congestions towards cloud
data centre.

defined KPIs, enabling the network

Al-enabled E2E
etwork performance
optimization

----------- Control link

Regenerative
payload
Transparent
payload
Access link
(NR-Uu)
Backhaul link
(N1/2/3)

Fronthaul link
Fy

[ xninterface

E2E Network & Service Management

Al-based predictive ..
analytics E

To realize this novel system concept,
ETHER relies on a multi-layered and
unified space-aerial-terrestrial ar-
chitecture, leveraging the benefits
of AI/ML for the optimisation of the
highly complex and heterogeneous
“network of networks” and optimised
by means of:

Collection and processing
of a massive amount of data
that spans terrestrial, aerial, and
space networks. These data will
be generated, e.g., by satellites,
High Altitude Platform Station
(HAPS), UAVs, airplanes, small cells,
and User Equipment (UE)/Inter-

PROJECT
ARCHITECTURE

(s)

SNS Journal 2023 Stream B - Research for radical technology advancement



net-of-Things (1oT) devices and can
reveal hidden trends, thus, proactive
network adaptation to foreseen re-
quirements can be achieved.

Al/ML advances for self-evolving
network capability leveraging a
multitude of learning concepts that
have proven to be highly effective in
solving complex problems, such as
reinforcement learning, federated
learning, meta learning, and deep
transfer learning.

Full-scale softwarisation
across the network layers by
separating the data and control
planes and enabling its remote
programmability, e.g., by means of
a software-defined payload, paving

the way for full-scale intelligent
decisions.

Directhandheld device accessin
the Ka band and unified wave-
form design together with
seamless horizontal/vertical
handovers for smooth user con-
nectivity to a multitude of terrestrial
and aerial/space base stations.

Edge computing and caching
capabilities for optimally allocating
the processing of data produced by
various loT devices, sensors, UEs
close to where the data is pro-
duced, and for running distributed
ML algorithms in conjunction with
centralised approaches.

network services including service
instantiation/termination/migration,
service update, and service recovery.

TEFIEI ETHER is going to experimentally

showcase the following 3 use cases
thatintegrate its technical innovations:

Use case 1-ETHER flexible
payload-enabled service provi-
sioning to semantics aware and
delay-tolerant loT applications:
The provision of the Narrowband
Internet of things (NB-10T) service
as deployed in a satellite system will
be achieved by means of a flexible
payload. This payload will play a
crucial role in the execution of the
demonstration. Specifically, the
payload will enable management
of the NB-1oT service over a target
region across the different satellites.
This management will be orches-
trated by a ground Management and
Orchestration (MANO) system that
willinstruct the satellites to activate
and deactivate services in a coordi-
nated manner, exchanging status and
context with satellites to come. To
this end, capabilities will be demon-
strated in the following three areas:
a) management of infrastructure re-
sources from different domains such
as registration of cloud/edge and
RAN resources, b) slice management
capability through which reserved
resources per slice are registered
and configured, where each slice is
composed of cloud/edge compute
chunks, RAN chunks, and 5G Core
Network (5GCN)/Cloud/edge net-
work chunks, and ¢) management of

Additionally, two other loT services
will be deployed alongside NB-loT in
the flexible payload, to demonstrate
the possibility of executing them
simultaneously. With this execution,
itis expected to verify that the de-
sign and development of the flexible
payload is capable of autonomously
managing internal software-based
payloads and propagating their sta-
tus amongst the satellites to ensure
service continuity.

Use case 2-ETHER unified RAN
for direct handheld device ac-
cess in the Ka band: We assume
that a mobile handheld device is
initially connected to a terrestrial
site. As the device is moving, the
received signal from the terrestrial
site starts deteriorating due to an
obstacle in its vicinity. Based on
reported measurements from the
handheld device regarding signal
strength from other terrestrial sites
and from non-terrestrial platforms,
such as LEO satellites, a handover
process will be triggered through
intelligent algorithms that target
maximised energy efficiency — ac-
cording to availability constraints,
flow conservation constraints, pow-
er and capacity constraints. In the
case of connecting to anon-terres-
trial platform, the ability to use Al
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company/etherprojecteu/

to choose whether to deploy OFDM
or OTFS, according to the resulting
Doppler spread and its impact on
performance, is also leveraged.

Usecase 3-ETHER architecture
demonstration for air-space
safety critical operations: The
handover and multilink features
are key enablers for safety-criti-
cal Urban Air Mobility (UAM) and
U-SPACE operations. Safety-crit-
ical operation is important because
it avoids human injury and death,
damage to property and the en-
vironment, and financial loss. To
meet the safety goal, the commu-
nication system needs to be reliable,
resilient, and ubiquitous. It must
also satisfy emerging standards
for command-and-control links
and metrics pertaining to packet
latency, availability, integrity, and
redundancy. In this use case, one
or more UAVs move across multiple
ground-based network cells covered
by LEO satellites. This includes the
horizontal handover between ter-
restrial network cells and vertical
handover from ground network to

SNS Journal 2023

satellite using a unified waveform
and access technology. In network
layer, smart multilink capability that
manages the dissimilar data links and
guarantees the safety-critical ser-
vice performance through network
redundancy will be demonstrated.
They ensure continuous ~ andre-
silient data links for the aircraft while
meeting the service requirement.
In these evaluations, the network
environment and wireless channel
must be emulated realistically. For
the edge computing demo, UAM
and U-SPACE applications requiring
short-latency and resilient servic-
es will be demonstrated. This MEC
component will support evaluation of
hosting data distribution for decon-
fliction and other airspace manage-
ment services within each network
layer, particularly to support eval-
uation of latency and backhaul per-
formance requirements. Other key
criteria to be demonstrated include
dynamic synchronisation and migra-
tion of data at the network edge to
follow aircraft users as they move
across the network, guaranteeing
service continuity.
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Future 6 G networks will rely on large-scale deployments of smart
MIMO antennas in both small-cells and cell-free RAN architectures.

fale) \ar>ad Eachwill operate at higher frequencies

to deliver greater bandwidth to mobile
end-users (humans and machines),
while the overall network will utilise
the latest technologies that are still
attheresearch and exploration stage.
No matter which technologies will be
chosen to build the RAN portion of 6G
networks, one thing is certain: each
antenna site will eventually connect to
the optical communication networks
at the aggregation and core levels. To
put things into perspective, a future
beyond-5G mobile network deploy-
ment scenario utilising 200-MHz car-
rier-aggregated signals and 64x64
massive-MIMO requires 240x10 Gb/s
Common Public Radio Interface (CPRI)

(splitting option 7) front-haul inter-
faces to connect the remote radio units
(RRUs) at the antenna sites with the
centralised baseband units (BBUs) in
cloud radio-access networks (C-RAN).
This brings the data capacity require-
ment to a staggering 2.4 Tb/s per mas-
sive-MIMO antenna sector. As a single
BBU can support multiple RRUs, the
access network needs to handle such
demanding operating scenarios. Wave-
length Division Multiplexing (WDM)/
SDM schemes per spectral channels/
spatial lanes, building upon higher rate
interfaces per channel/lane (beyond
current 1 Tb/s single-lane Input/Out-
put (I/0) interfaces) need to be utilised.

FLEX-SCALE

TRANSPORT
NETWORK

As shown in the figure below, the end-
to-end 6G network spans many seg-
ments from the RAN to the core net-
work. The traffic from the RAN sites is
directed via the fronthaul to Aggrega-
tion Routers that are connected to the
Optical Transport network via Optical
Nodes (labelled as FLEX-SCALE inthe
figure). Optical Nodes (ONs) located
at the edge part of the 6G network
have relatively lower capacity than the
ONs that are deeperinto the backbone
network connecting to Metro and Core
Routers. The purpose of all ONs across
the network, is to route and add/drop
traffic to the corresponding routers,
serving the needs of each particular
network segment. By introducing the
ONs, we can expect the requirements
for router capacities, as well as their
number of ports, to decrease, saving
energy and cost (routers cost more
and consume far more power per bit
processed). As we move deeper into
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the core network, the capacity of the
ONs increases and, as discussed below,
can exceed 10 Pb/s. The corresponding
optoelectronic interfaces for each of
the connections between the 6G cell
sites and the ONs, as well as between
the ONs, need to support rates ranging
from a few hundred Gb/sto=1 Tb/sin
asingle lane (either spectral or spatial).
To scale the capacity of the optical
links between the ONs, it is foreseen
that multiplexing approaches utilising
a combination of spectral multiplexing
(i.e., Ultra-Wide-Band WDM - UWB)
and spatial multiplexing (i.e., Space
Division Multiplexing — SDM) will be
employed, thus scaling link capacities
to 1 Pb/s and beyond. Since multiple
such UWB/SDM multiplexed optical
links will be networked to neighbouring
ONs, the ONs' throughput should scale
to “tens Pb/s. The 6G transport net-
work, formed by the ONs and UWB/
SDM links, is arranged in intercon-
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nected rings and mesh architectures to
support network resilience and higher
reliability/availability for the 6G ser-
vices. Depending on the 6G segment
where the ONs are deployed, their
switching speeds is also animportant
parameter to be engineered according
to the corresponding requirements.
Switches deep in the Backbone net-
work support the largest throughputs
but their switching speeds may be less
demanding. ONs that are closer to the
network edge need to switch faster to
support the low latency requirements,
but their capacities will be smaller.
Future ONs will rely increasingly on
faster and higher capacity reconfig-
urable optical add-drop multiplexers
(ROADMEs) and optical cross-connects
(OXCs), but anew breed of transmis—
sion and switching technologies needs
to be developed to satisfy the diverging
requirements across the network.

The FLEX-SCALE network will effi-
ciently support IP traffic provision-
ing through intelligent bandwidth
assignments per segment from the
edge/access to the core, using the
reconfiguration capabilities of the
optical switches that should afford
Pb/s throughput and fine switching
granularities depending on their lo-
cation across the network. For such

ademanding scenario, a new breed of
optical switching nodes needs to be
developed with the ability to dynam-
ically reconfigure its operation, scale
its throughput on demand, at faster
speeds than current technologies dic-
tate and at smaller physical volume and
lower cost. Today's ROADMs operate
at spectral super-channel level and
OXCs at fibre-level. In the future,
as the capacities of optical commu-
nication systems will further scale
with the use of UWB/SDM schemes,
the ONs should route and add/drop
at the spectral and spatial domains.
The emergence of UWB demands the
development of new optical nodes that
will be capable of performing switching
at wave-band level — flexibly defined
(i.e., the size of the band can be varia-
ble)—besides spectral super-channel
and fibre level switching. Such optical
network nodes, that presently do not
exist, should have common features
with today’s Wavelength Selective
Switches (WSSs) supporting route-
and-select topologies, but additionally
be capable of operating efficiently at
the Waveband level. The Wavebands'
size should be flexibly configurable to
cover the range from a super-chan-
nel to the entire C+L+S-bands and
everythingin between, enabling WDM

SNS Journal 2023
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Efficient Networking
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Coordinated by
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Website: 6g-flexscale.eu/

LinkedIn: www.linkedin.com/
company/flex-scale/

provisioning or full fibre routing.
FLEX-SCALE, among other innova-
tions, will develop a highly performing
WaveBand Selective Switch (WBSS)
which will be a key elementin the ONs.
It will be implemented on a PIC plat-
form that scales down its overall foot-
print and cost. The WBSS will operate
alongside enhanced WSSs and OXCs
arranged in a novel SDN-controlled
Multi-Granular (MG) Optical Switching
Nodethat the consortium will develop
and demonstrate its operation exper-
imentally. Its operation is described in
the Ambition section and its imple-
mentation in the Methodology section.
This FLEX-SCALE reconfigurable Mul-
ti-Pb/s UWB/SDM Multi-Granularity
Optical Network (MG-ON) will pro-
vision capacities on demand, serving
the needs of Aggregation/Metro/Core
Routers across the front-, mid- and
back-haul 6G network segments, in a
way that optimises the cost and power
consumption of the entire network,
while serving the needs of the band-
width-hungry and latency-sensitive
6G applications. These FLEX-SCALE
MG-ONs will be equipped with a new
generation of high-rate and low-pow-
er optoelectronic interfaces, patented
by consortium partners, that rely on
novel transceiver designs and new
photonic technologies for their fab-
rication. The innovative FLEX-SCALE
transceiver designs avoid the use of
bandwidth-limited, power-hungry
and costly electronics circuitry, like
electronic Digital to Analogue Con-
verters (DACs), replacing them with
plasmonic-based optical ones, and
optical Digital-to-Analogue Con-
verters (0DACs) that perform direct

Digital-to-Optical (D/O) conversion.
Such novelty will result in much high-
er bit-rate scalability of the optical
transmitters and much lower power
consumption per transmitted bit.

It is worth pointing out that, aside
from network capacity scaling, our
society is struggling to find ways to
reduce its overall energy footprint, and
particularly ICT’s footprint, since many
studies predict that electricity used by
ICT could exceed 20% of the worldwide
total by 2030. To this end, energy
and cost-efficient optical networks
with greater throughput and versatility
are vital for the sustained growth of
converged fixed-wireless infrastruc-
tures in the context of emerging 6G
networks. As a result, transforma-
tional optical communications technol-
ogies and devices (e.g., novel optical
switches and transceivers) with new
capabilities and high performance are
required and will be developed within
the FLEX-SCALE project.

In conclusion, the FLEX-SCALE con-
sortium has devised a plan to devel-
op solutions that will enable: (i) the
optoelectronic interfaces to scale to
=10 Tb/s, (i) network link capacity to
scale =1 Pb/s by UWB/SDM (iii) the
ONs capacities to scale to “tens Pb/s
while enabling flexibility to reduce the
costs and energy consumption, and
(iv) manage the network using SDN
while introducing efficient and dynamic
allocation of network resources across
the 6G network. These envisioned
advancements are in sync with industry
trends towards full-band transceivers,
multi-band transmission, and upcom-
ing SDM solutions.
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The Hexa-X-II project is a continuation of the Horizon 2020 ICT-

52 6G flagship Hexa-X project, and endeavours to continue the research
on 6G components as well design an end-to-end 6 G system capable

of delivering the future 6 G digital services.

o :Pldaaplid The main goal of the Hexa-X-Il pro-

Efficient network realization,

implemantation, and

management - ;'_"_ mmmammms

Network sensing,
cormpade, and Al for

[
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rovel digital serdces .

Enhanced o
connectivily for 6G
senices

jectis to develop and describe the 6G
platform on a system level and design a
blueprint and system validation aiming
at a sustainable, inclusive, and trust-
worthy 6G platform in time for the
expected technical standardisation of
6Gine.qg., 3GPP.

Impact creation towards a
'_'_ _____ global and holistic 66 era
Blueprint and system validation ‘\

of the sustainable, Inclusive, b
and trustworthy 6G platform

" A Reguirements for he
sustainable, inciusive, and
trustworthy 6G platiorm

To achieve this, the Hexa-X-1l project
will evaluate and develop the values,
requirements, and use cases for 6G,

with a keen focus on the economic, so-
cietal, and environmental sustainability
of 6G and dedicated efforts to anchor
the 6G vision in society to foster the
acceptability of the next generation of
mobile networks.

Furthermore, to design the 6G system,
Hexa-X-1I will develop and evaluate
the technological components that
will constitute the 6G platform and
explore techniques to enhance the
connectivity, incorporate capabilities
beyond communication (e.g., sens-
ing, computational offloading, or Al
services), and develop the network
architecture to improve the efficiency
and sustainability of the networks.

Finally, Hexa-X-1l aims to continue
Hexa-X's role as the focal point of 6G
research in Europe and foster region-
al and global collaborations striving
for a harmonised 6G view going into
standardisation in the coming years.

T T TN ade)da  As a holistic 6G flagship project, the

technical scope of Hexa-X-1l runs
the gamut from 6G devices to radio
interface, to network architecture, to
network orchestration, to transport,
all the way to the application layer.
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Based on this, the 6G platform will
deliver a wide range of digital services,
ranging from extreme connectivity
with minimal latencies, to extremely
efficient energy-neutral devices, as
well as incorporating novel capabili-
ties such as sensing or compute while
ensuring that the technologies and
development are sustainable, inclusive,
and trustworthy.
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The Hexa-X-1I project will develop a
series of system-level proof of con-
cepts (PoCs) in three iterations, that
will gradually incorporate features and
components from eight smaller PoCs.
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Gradual addition

The second iteration of the PoC will in-
corporate flexible topologies ensuring
connectivity and latency requirements
of the cobots, as well as introducing
computational offloading capabilities
and using distributed machine learning
models to optimise the system.

In the third and final iterations, novel
6G devices will be introduced to em-
ulate a full end-to-end system, using

In the first iteration, the PoCs will
showcase a smart network and orches—
tration in a device-cloud continuum,
managing collaborative robots (cobots)
solving simple tasks.

Diagnoaics

Al models to optimise the air-inter-
face, as well as using the air inter-
face to conduct accurate localisation
and sensing of the human operators
and cobots. The human operator will
employ end-to-end extended reality
capabilities to monitor, control, and
interact with the cobots.

((s3))
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HORSE proposes a novel human-centric, open-source, green, sustainable,
coordinated provisioning and protection evolutionary platform.

CONTEXT AND
OBJECTIVES

Key Technologies

and System Architecture

Manager

Intent Learning &

Reasoning

6G technologies, benefitting from
softwarisation, Gb/s speed and sub-

Hz communications paradigms, open
up opportunities for developing new
and innovative network management
strategies, while navigating the evolu-
tion toward disaggregation, new soft-
ware-based paradigms in architect-
ing and operating future connectivity
platforms, and embracing features of
computing, automation and smartness,
trust, privacy and security. Supported by
this technology evolution, as the vision
of new, smart and innovative capabilities
is becoming a reality, superb user expe-
rience is expected evenin the presence
of mobility and resource volatility.

However, the fundamentally new and
unknown features of advanced, disag-
gregated, virtualised and multi-vendor
6G-based infrastructures take the se-
curity and resilience design challenge to
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the next level, by managing unknown,
complex and highly versatile infra-
structures as they evolve. Indeed, the
future deployment of 6G networks is
inextricably connected to the integra-
tion of diverse hardware elements and
infrastructures, thus leading not only to
a highly heterogeneous environment,
but also to functions and features that
cannot be anticipated at the time of
design. In this complex scenario, the
HORSE vision is to navigate as yet
unforeseen technology solutions, and
system evaluation, towards an omni-
present, smart and secure network
service provisioning in the future net-
work-of-networks landscape.

To this end, HORSE proposes a nov-
el human-centric, open-source,
Green, sustainable, coordinated
provisioning and protection evolu-
tionary platform, which caninclu-
sively yet seamlessly combine ad-
vancementsin several domains, as
they are added to the system (e.qg.,
predictive threats detection, pro-
active business-wise threats and
breaches mitigation actions, pro-
grammable networking, semantic
communications, Network Function
Virtualisation (NFV), intent-based
networking, Al-based techniques,
cross-layer management of phys-
ical layer features, etc.).

HORSE is funded under the SNS
Phase 1 (2022) Stream B of projects
and began in January 2023. These
projects will perform research on rev-
olutionary technology advancements,
in preparation for 6G and revolution-
ary advancements of |oT, devices and
software. These projects will attempt
to address 6G system fundamental
principles, which form the basis of
technology standardisation. Their find-
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ings are likely to significantly affect
initial 6G discussions (use case/system
requirements, KPIs, interfaces, etc.) in
various standardisation bodies, which

is why concrete plans are needed for
close synchronisation with the relevant
standardisation activities.

USE CASES

Secure, smart LRT

system scenario

Remote Rendering to Power XR
Industrial scenario

Holistic, Omnipresent,
Resilient, Services for
future 5G Wireless and
Computing Ecosystems

.
THORSE

Coordinated by
Fabrizio Granelli
(University of Trento)

January 2023-December 2025
Website: www.horse-6g.eu/

Twitter: twitter.com/HORSEPro-
jectEU

LinkedIn: horse-project-eu/

Use Case 1

Secure Smart LRT Systems
(SS-LRT)

Background: LRT (light Rail Tran-
sit) or Metro Operation involves the
management and orchestration, with
high availability, of several systems,
applications and end-to-end services,
supported by equipment that typical-
ly are deployed on tram stops, trams
and in the Command Centre. Usually,
these Command Centres are deployed
in private networks, for security rea-
sons, and are located on the Operator
premises, for latency reasons. The 6G
capabilities, particularly the ones that
are addressed in the HORSE project,
will leverage the introduction of new
paradigms related to communications,
disaster recovery, security, resilience,
with geographically and distributed
operation (even supported by cloud
solutions) with several impacts on
overall availability and decision support.

Main scenarios: Based on Dublin and
Bergen LRT/Metro scenarios, deployed
by EFACEC, it is intended to compare
the system performance that is being
achieved now with the one achieved by
the HORSE solution, with respect to the
following main performance objectives:

Disaster recovery,

Remote operation, including cloud
solution,

Operation statistics,
Security vulnerabilities and threats,

Communication performance for
data exchange between trams, stops
and the Command Centre,

Applications and services perfor-
mance.

Use-Case 2

Remote Rendering to Power XR
Industrial (R22XR1)

Background: Multiuser XR (Extended
Reality) multi-sites collaboration pro-
vides Industry 4.0 professionals with
the means to solve complexissuesina

much easier and efficient way, giving
them the opportunity to meetinavir-
tual common space to collaborate and
share virtual 3D objects. Furthermore,
and most importantly, thanks to VR
and AR processes can be monitored
and experienced in 3D for future re-
search. Providing areliable and secure
communication system (as a backbone
for information exchange), especially
when collaboration is between dif-
ferent sites, is an emerging challenge
that needs to be tackled.

Added to which, industrial espionage is
agrowing threat, forcing manufactur-
ers to take a more proactive approach
to securing their intellectual property. A
proactive, resilient and secure systemiis
extremely important to protect valuable
data andintellectual property from un-
authorised access ensuring a free flow
of information throughout all actors
involved (engineers, specialists, and
supply chain). Virtual remote collabo-
ration, security, in the communication
improvement and process monitoring
are this key challenges that this pilot
use case aims to explore.

Main scenarios: The HORSE project
will develop and operate a multiuser
environment where different profes-
sional stakeholders can interact and
teleport to another context that is
either fully virtual or mixed. The ser-
vice will offer a resilient and secure
environment that professional users
located at different sites and leveraging
XR technology can benefit from. The
main characteristics will be:

Endless cloud and edge processing
power to stream big data,

Global availability on all XR devices,

High data sharing security with re-
garding to peer-to-peer communi-
cation, human-machine interaction
and 3D assets sharing,

Infrastructure flexibility,
Fast Adoption by simple integration,

Empowering teams with efficient
app development and time savings.
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PREDICT-6G will develop a novel Multi-technology Multi-domain Data-

Plane (MDP) overhauling the reliability and time

sensitiveness design

features existing in current wired and wireless standards.

6G is expected to accelerate the path
begun with 5G for catering to the needs
of awide variety of vertical use cases,
both current and emerging. This will
require major enhancements of current
5G capabilities, especially in terms of
bandwideth, latency, reliability, security,
and energy efficiency.

CONTEXT AND
VISION

PREDICT-6G's mission is therefore
geared towards the development of
an end-to-end 6G (E2E) solution in-
cluding architecture and protocols that
can guarantee seamless provisioning of

services for vertical use cases requiring
extremely tight timing and reliability
constraints. To succeed, the solution
will target determinism network in-
frastructures at large, including wired
and wireless segments and their in-
terconnections. PREDICT-6G will
develop a novel Multi-technology
Multi-domain Data-Plane (MDP)
overhauling the reliability and time
sensitiveness design features ex-
isting in current wired and wireless
standards.

PREDICT-6G aims to create a secure,
modular, interoperable, and extensible
deterministic network and manage-
ment framework that automates the
definition, provisioning, monitoring,
fulfilment, and life-cycle management

OBJECTIVES

Integrated data plane
through the use of IETF
DetNet and RAW

* Enhancements for
reliability and time
sensitiveness

P ~
e N
o T ~ -
@. h N (
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of end-to-end (E2E) deterministic ser-
vices over multiple network domains,
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balancing and re-configuring the con-
stituent domain specific enablers to
maintain a consistent E2E determinism.

Predictable
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through Al

~
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Providing determinism through
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As showninthe figure, PREDICT-6G
builds on three pillars:

Extend the reliability and time
sensitiveness features of |EEE
802.11 (targeting WiFi7/8) and
3GPP (targeting contributions to
R19/20) networks, including APIs
for the monitoring and control of such
capabilities, enabling predictability.
This pillar also considers the provision
of a certain level of determinism (for
specific applications) involving links or
networks without native support (at
layer 2) of deterministic features or
not capable of guaranteeing a certain
level of time sensitiveness, reliability,
or predictability.

Develop an MDP jointly with an
Al-driven multi-stakeholder
inter-domain Control-Plane
(AICP). This will enable the crea-
tion of E2E deterministic paths, by
leveraging on IETF Deterministic
Networking (DetNet) and Relia-

ble and Available Wireless (RAW)
mechanisms.

Enhance the predictability of the
network through intelligence, en-
abling the forecasting of the occu-
pancy of network resources and the
effect of accepting a new flow into
the network. This feature will be
enabled through Al and network
digital twining approaches.

There are several significant techni-
cal challengesthat must be overcome
to achieve a seamless end-to-end
deterministic service. These include
inconsistencies in the definition and
explanation of determinism across
different domains, as well as the lack
of standardised APIs to attain deter-
minism in the data plane. In addition,
the various link layer technologies
result in different inherent network
capabilities, and there are incompat-
ible control- and management-plane
interfaces that hinder the provision of
determinism.

PROOFS OF
CONCEPT

PRogrammable
Al-Enabled DeterminlstiC
neTworking for 6G

©

PREDICT 6G

Coordinated by
Antonio de la Oliva Delgado
(University Carlos |1l of Madrid)

January 2023-December 2025

Website: www.predict-6g.eu
Twitter: twitter.com/Predict6G

Linked/n: www.linkedin.com/
company/predict-6g-project/

To address these technical chal-
lenges, and trial and deploy PoCs,
PREDICT-6G intends to leverage
and expand the capabilities of two
Open-Labs:the 5TONIC Innovation
Lab in Madrid and the Nokia Open
Lab in Budapest (5G Innovation
Network). Both labs offer pre-com-
mercial hardware and the participation
of various industries in various sce-
narios (such as Vehicle-to-Everything
(V2X) and smart manufacturing) to
enable innovation in the control- and
data-planes in realistic network en-
vironments. The data, control and
management plane components devel-
opedin PREDICT-6G will be proven
through working prototypes imple-
menting the services, functionalities
and workflows specified in the system
architecture. The system integration
will be performed in iterative cycles,
taking as input the HW and SW mod-
ules continuously delivered from data
plane mechanism as well as control/
management-plane and providing back
the required feedbacks in terms of bug
fixing, missing features or potential
improvements. The testing environ-
ment will progressively move from the
initial labs where the single modules

have been developed to the target open
labs in Madrid and Budapest.

In summary, PREDICT-6G offers
several benefits by providing a sys-
tem architecture that spans data, con-
trol, and management frameworks for
deterministic networks. These benefits
include improving the reliability and
time sensitivity of wireless network
domains, extending the concept of
determinism to non-deterministic net-
work infrastructures, and providing a
control and management framework
that automates and autonomously
operates the network infrastructure
while simplifying provisioning, con-
trol, and monitoring workflows. Ad-
ditionally, PREDICT-6G incorporates
an Al-powered network Digital
twin (DT) infrastructure that en-
ables the implementation of advanced
provisioning, diagnosis, and prognosis
algorithms for the fulfilment of deter-
ministic network services. The overall
goal is to achieve a frictionless data
path with a deterministic behaviour at
the data-plane level and to automate
the full life cycle of service provisioning
over multiple administrative/techno-
logical network domains, while ensur-
ing interoperability and extensibility.

()
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PRIVATEER is to pave the way for 6G “privacy~first security” by
studying, designing and developing innovative security enablers for 6G
networks, following a privacy-by-design approach.

CONTEXT AND
OBJECTIVES

The emergence of 6G, which is cur-
rently being envisaged as a set of new
technology enablers, is expected to
widen the 5G threat landscape further,
by including aspects such as hetero-
geneous radio, RAN softwarisation,
multi-vendor deployments, Al-driven
network management. Itis thus evident
that the current vision for 6G calls for
even stricter and more sophisticated
security controls.

At the same time, privacy is considered
a key pillarin EU research and devel-
opment activities in the run-up to 6G,
as privacy enablement is considered
a top societal priority in the EU 6G
vision. 6G is anticipated to comprise
a decentralised, zero-trust, globally
connected continuum of heteroge-
neous environments involving several
actors across the service chain (core/
edge/RAN infrastructure providers,
service providers). In such a pluralistic
environment, privacy is crucial, not only
for the end users but for all stakehold-
ers, and it needs to be considered as a
critical requirement in all technologies
of the network stack, including security
mechanisms.

In other words, the challenge for se-
curity enablers in future networks is,
onthe one hand, to address the signif-
icantly widened 6G threat landscape
while, on the other hand, protecting
the privacy of all actors in the 6G chain.
Intrusive security can no longer be
considered acceptable.

In this context, the aim of PRIVATEER
will be to promote privacy as a prima-
ry requirement in the development
of 6G security enablers, facilitating

SNS Journal 2023

alignment with the privacy-oriented
EU 6G vision and compliance with the
General Data Protection Regulation
(GDPR) and the upcoming ePrivacy
requlation. To that end, the mission of
PRIVATEER is to pave the way for 6G
"privacy-first security” by studying,
designing and developing innovative
security enablers for 6G networks, fol-
lowing a privacy-by-design approach.

To achieve this mission, PRIVATEER
will:

decentralise the security analytics
process and engage anti-adversarial
Al techniques to create more robust
models. Decentralisation will lev-
erage edge/fog computing assets
as well as federated Al techniques
to distribute both the storage and
processing of data. Explainable Al
(XAIl) will also be employed, so the
human operator can directly align
operations with privacy constraints.

enable privacy-aware slicing and
security service orchestration, tak-
ing into account the user’s “priva-
cy intent” and constraints as input
for intent-based networking — for
example, by placing core and edge
VNFs only on trusted infrastruc-
ture domains and by verifying the
integrity of the traffic path (proof-
of-transit).

distribute the infrastructure/ser-
vice identification and authentica-
tion process and enable each 6G
stakeholder to prove the integrity
of its assets by means of verifiable
credentials, exploiting the Decen-
tralised IDentifier (DID) concept.

((s8))
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For this purpose, a permissioned
blockchain will be used as a decen-
tralised storage, where stakeholder
certificates and proofs of authenti-
cation will be recorded.

promote Cyber Threat Intelligence
(CTI) sharing (which is significantly

hindered due to privacy concerns) by
applying searchable encryption and
distributed indexing mechanisms,
enabling CTI sharing with fine-
grained control over information
exposure.

IN-T - TeYVa"] By addressing the above-mentioned
challenges, PRIVATEER takes the con-

cept of privacy preservation beyond
just end users, embracing all 6G eco-
system actors, including infrastructure
and service providers. The project

two verticals with solid security and
privacy requirements, namely Intel-
ligent Transportation Systems (ITS)
and Smart Cities.

It must be stressed that the security

Al-driven Security Analytics

0 -*
@j 360°

Security Service Orchestration
End users PRIVACY hosts
Infrastructure and Service
Attestation O
Service
providers

CTI sharing

The PRIVATEER approach
for “privacy-first” security
in 6G

thus achieves “360-degree privacy”
as depicted in Figure below.

The PRIVATEER framework will be
deployed and evaluated in a cam-
pus-wide ever-evolving B5G test
network, initially developed as part
of the H2020 5GENESIS project. The
demonstration will involve specific
use case scenarios associated with

R
Edge/Infra
providers - Neutral

.PRIVATEER

Coordinated by
Georgios Gardikis (SPACE)

January 2023-December 2025
Website: www.privateer-project.eu/
Twitter: twitter.com/Priva-

teer_6GSNS

LinkedIn: www.linkedin.com/
company/privateer-6gsns/

XAl-driven Decentralised
Robust Security Analytics

Privacy-aware Security
Service Orchestration

Distributed attestation w/
Verifiable Credentials

CTI sharing with searchable
encryption

enablers developed in PRIVATEER
will complement (and be compatible
with) "native” 5G/6G security controls
as standardised by 3GPP for basic
functionalities (network attachment,
authentication, authorisation etc.)
in order to achieve a holistic, priva-
cy-friendly security solution for future
networks.
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The RIGOUROUS project aspires to identify and address the major
cybersecurity, trust and privacy risks threatening the network, devices,
computing infrastructure, and next generation of services.

OVERVIEW AND
OBJECTIVES

RIGOUROUS targets:

Holistic Smart Service framework
for securing the loT-Edge-Cloud
continuum lifecycle management.

Human-Centric DevSecOps.

Model-based and Al-driven Auto-
mated Security Orchestration, Trust
Management and deployment.

- Advanced Al-driven Anomaly De-

tection, decision and Mitigation
Strategies.

Demonstration of a Set of Indus-
trially Relevant Use Cases in Op-
erational Environments.

INNOVATIONS

AND

ADVANCEMENT

RIGOUROUS will allow several in-
novations:

Intent-based Security and Privacy
Formal Modelling and Onboarding
Specification

- Al-based Security Orchestration

across Network Segments

Privacy-preserving Al for Anomaly
Detectionin B5G

End-to-End Multidomain 6G Slicing
over Zero-touch Security Network
Management

+ 6G Zero Trust Security Adaptations

Continuum SOAR Loop Reaction
and Mitigation

loT Device Bootstrapping and Trust-
ed Application Onboarding

Intelligent Detection and Mitigation
of Economical Denial of Sustain-
ability (EDoS) Attacks against 6G
Network Slicing

MTD-based Robust Mechanisms
for Enabling Trustable Autonomic
Security

End-to-End Threat Risk Assessment

Dynamic and Automated Software
Composition

- Al-driven Decision-Making Miti-

gation Framework

EXPECTED
OUTCOMES

RIGOUROUS expects:

Identification/characterisation of
the threat landscape applied to the
envisioned end-to-end 6G con-
nectivity and service systems and
the technologies and architecture
to mitigate them.

- Availability of technologies support-

ing the necessary levels of trust-

SNS Journal 2023

worthiness, resilience, openness,
transparency, and dependability
expected under the EU regulations
(such as GDPR and Cyber Security
Act, including associated provi-
sions including new certification
processes, etc.) across a complete
continuum incorporating the hu-
man-cyber-physical system includ-
ing connectivity-service provision.

()
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RIGOUROUS
high-level vision

secuRe desIGn

and dep/Oyment of
trUsthwoRthy cOntinUum
computing 6G Services

O

RIGOUROUS

Coordinated by
Antonio Skarmeta Gomez
(University of Murcia)

January 2023-December 2025
Website: https://rigourous.eu

Twitter: twitter.com/RigourousEU

LinkedIn: www.linkedin.com/
company/6gsns-rigourous/

User GUIs

Onboarding

domain
domain
domain

loT Subnets Edge

6G-Infrastructure

Availability of technologies ensur-
ing secure, privacy-preserving, and
trustworthy services in the context
of a programmable platform ac-
cessed by multi-stakeholders and
tenants, including vertical industries
as users.

Availability of security technolo-
gies and processes addressing the
challenge of open-source solutions
developed in the context of mul-
ti-vendor interoperability.

Management

Core

OPERATION

Cloud

Secure the host-neutral infrastruc-
ture where multiple infrastructure
providers are involved in the network
service's deployment, hosting, and
orchestration.

Identify the life cycle of smart ser-
vices security and trust require-
ments, including development,
provision, operation, maintenance,
and their business impact on the
stakeholders’ ecosystem.

Al technology is applied to security
in two ways: i) correct application
of Al to enhance security in 6G; ii)
consideration of potential security
threats using Al.
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SUPERIOT aims at demonstrating, advocating and further promoting
the concept of truly sustainable loT systems.

PROJECT

OBJECTIVES

AND VISION

The key objectives of SUPERIOT are
to: a) demonstrate that dual-mode loT
(radio/light-based) is not only feasible
but also results in a highly flexible and
adaptable solution; b) demonstrate
dual-mode (radio/light) energy har-
vesting; c) demonstrate dual-mode
positioning as a part of the SUPERIOT
concept; d) demonstrate that printed
electronics is a key technology for
the implementation of sustainable loT
nodes; e) implement and demonstrate
areconfigurable loT node (RIoT) sup-
porting the radio-light dual modes and
using printed electronics technologies;
f) implement and demonstrate a re-
configurable loT network supporting
radio-light dual mode operation; g)
develop several technology demon-
strators (see below). These objectives
support a fundamental goal of SUPE-

RIOT: to demonstrate, advocate and
further promote the concept of truly
sustainable loT systems.

Project vision: We expect that the
project will pave the way for further
developments, particularly as printed
electronics technology progresses. In
the future and based onthe SUPERIOT
concept we anticipate: a) fully printed
reconfigurable optical-radio loT nodes;
b) extremely inexpensive nodes sup-
porting their massive use; c) use of
biodegradable electronics supporting
even more environmentally friendly
nodes; d) nodes and networks with
enhanced capabilities and e) operation
in novel scenarios such as inside the
human body, underwater, mining as
well as any scenario requiring massive
sensing and actuation.

CONCEPT

The project will create an loT system
that is sustainable from multiple per-
spectives, advocating three principles:
1) sustainable by design, 2) sustainable
by implementation and 3) sustainable
by usage. SUPERIOT will exploit multi-

Sustainability by design

Multi-mode communications:

Multi-mode energy harvesting: light-and radio based

Multi-mode positioning:

Reconfigurability:

Sustainable implementation:

Sustainable use:

light- and radio-based

node and network

smart energy harvesting and management

SNS Journal 2023

light-and radio-based wireless connectivity

modality in several domains, using light
and radio signals to provide wireless
connectivity, to harvest energy and to
provide positioning. Reconfigurability
will be a key characteristic of the con-
cept. Both nodes and the network can

light
—— radio

printed electronics technology (node)

Printed electronics-based energy
autonomous reconfigurable
ToT node (RloT)

(2)
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be dynamically reconfigured to create a
versatile system that is adaptable to the
dynamics of the environment as well as
to different operating scenarios. Since
loTin general involves the massive use
of nodes or devices, particular care will
be putin designing highly sustainable

loT nodes. The project will consider en-
ergy autonomous loT nodes (i.e., bat-
tery-less) that are implemented with
environmentally friendly technology
such as printed electronics. The figure
summarises the key characteristics of
the SUPERIOT concept.

SUPERIOT
DEMONSTRATORS
Demonstrators
of the SUPERIOT project

Demonstrator 1
optical/radio AP
Smart label/tag

« live text —
icons

-

Small reconfigurable loT node
hybrid printed/conventional electronics

Four demonstrators will be developed
at the final stage of the project, includ-
ing: a) reconfigurable optical-radio
loT node implemented with printed

Demonstrator 3 Demonstrator 4

optical AP

Small loT node
printed

Large-area loT node/repeater
hybrid printed/conventional electronics

Demonstrator 2

& &

Patient Patient
(remote) (local)

Users under treatment

[©) / o
° /
Q @o
Support  Medical
staff staff

228

o8

Hospital equipment

5o

Resource management
location of equipment,

B /
oo ) o ° /9
personal, patients, etc. o ;

Patients' needs &
requirements

 Healthcare personnels
availability & skills

Healthcare personnel

Objects

o Reconfigurable optical-radio loT node

loT network for advanced logistics in medical ICT scenarios

Towards a Truly
Sustainable loT System

=
SUPERIOT

Coordinated by
Marcos Katz (University of Oulu)

January 2023-December 2025
Website: superiot.eu

Linked/n: www.linkedin.com/
groups/12783261/

and conventional electronics tech-
nologies (application: smart tags and
labels); b) reconfigurable optical-radio
loT network (application: logistics in
medical ICT scenarios); c) limited ca-
pability 10T node implemented with
printed electronics technology only,
and d) large-area loT node/repeater.
The SUPERIOT demonstrators will
prove the project’s unique holistic ap-
proach to developing truly sustainable
loT systems based on three principles:
sustainable by design, sustainable by
implementation and sustainable by
usage. The figure illustrates the dem-
onstrators to be developed.

In summary, SUPERIOT aims to de-
velop a truly sustainable and highly
flexible 10T system based on the use
of optical and radio communications,
and the exploitation of printed elec-
tronics technology for the implemen-
tation of sustainable loT nodes. The
dual-mode optical-radio approach
confers unique characteristics to the
|oT system. The system can be dy-
namically reconfigured to use optical,
radio, or both connectivity approaches.
The hybrid optical-radio system al-
lows very efficient use of resources
while combining the advantages of
both wireless communication meth-
ods. Energy autonomous nodes will be
designed to harvest energy from both
light and radio sources, resultinginan
efficient and reliable energy system.
Moreover, positioning reliability and
accuracy will be improved by jointly
exploiting optical and radio signals.
The multimodal operation results in
a highly flexible and adaptable com-
munication system, that can operate
efficiently under changing conditions
and in different scenarios. The imple-
mentation of the loT nodes will use as
much printed electronics technology
as possible, resulting in a cost-effi-
cient, environmentally friendly solu-
tion. Nodes will have essential loT
functionalities such as sensing, actu-
ating and computational capabilities.
As important as the development of
a sustainable and flexible loT node
will be the development of its net-
working capabilities. The project will
also identify, develop, and demon-
strate applications for the proposed
concept. As a proof-of-concept, the
SUPERIOT project will develop four
demonstrators.

()
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The TERA6G is an enabler of the Fibre-over-the-air concept.

The objective is to develop new generation wireless links

with Terabit-per-second data throughput capacity using hybrid
photonic integration technology advances unlocking disruptive wireless
transceivers employing massive MIMO for beyond-5G networks.

KEY
CHARACTERISTICS

- Agility: Ultra-wide bandwidth (up

to 30 GHz per channel, handling any
modulation scheme) and continuous
frequency tuning of the carrier fre-
quency from 30 GHz to 450 GHz,
reaching into the Terahertz (THz)
range.

Scalability: Development of scala-
ble MIMO capable of handlinga large
number of beams with 2-dimension-
al antenna arrays with beamforming
and beam-steering

TeradiG

ramote nodo

Lo central node

Reconfigurability: TERA6G mod-
ules frequency agility and number
of available wireless pencil-beams
unlock implementing a variety of
functions, from wireless data trans-
mission to channel sounding and
radar ranging.

TERA6G wireless transceiver modules
create the ability to unlock various
potential deployment scenarios for
ultra-high throughput transport con-
nectivity to multiple remote ends as
radio sites.

TershG

[ITEm I —

© Backhgul/fronthaul
between central/macro/micra
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o)W deanlid A goal enabled by a key set of ob-

TERAhertz integrated
systems enabling 6G
Terabit-per-second ultra-
massive MIMO wireless

Coordinated by
Guillermo Carpintero
(University Carlos Il of Madrid)

January 2023-June 2026

Website: www.uc3m.es/research/
terabg

Twitter: twitter.com/TERA6G

LinkedIn: www.linkedin.com/in/
terabg-project/

jectives:

Scalable multi-MIMO Blass Ma-
trix Transmitter module handling
up to four beams transmitted from a
2D array with 16 antenna elements
ina 4x4 array.

Scalable multi-MIMO incoher-
ent multi-band Receiver mod-
ule handling four beams with four
different LO oscillators received at
a 4x4 antenna array.

Reconfigurable transceiver
modules, capable of implementing
differentindependent functionalities
on each beam.

- "Fibre over the air” and THz

smart management, integrating
THz wireless technologies and sys-
tems, and designing Network Func-
tions allowing their management as
part of network slicing functionality
aiming at dynamic automated man-
agement of multi-beam wireless
system resources, fully program-
mable end-to-end orchestrated
communication networks.

Dynamic networks based on
adaptive, energy-efficient,
multi-beam nodes, developing
methods and algorithms to maximise
system energy efficiency adapting
dynamically physical layer resources.
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TERRAMETA aims to examine revolutionary 6 G technologies and
demonstrate the feasibility of multi-functional THz reconfigurable
intelligent surfaces (RISs) to support very high data rates in wireless
communications networks.

GOALS AND
OBJECTIVES

Novel THz hardware develop-
ment and testing at 140 GHz and
300 GHz.

Development of THz-tailored net-
work architectures with realistic
models.

Development of signal processing
techniques for THz communications,
localisation, and sensing with vari-

ous forms of reconfigurable meta-
surfaces.

Demonstrate THz metasurfaces in
an “Industrial Edge” environment
and an outdoor Telecom scenario
with real-world equipment.

Actively influence 6G and THz com-
munications standardisation and
regulation.

PROJECT
DESCRIPTION

Figure 1: “Industrial
Edge” environment
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This project encompasses materials,
components, devices, algorithms, and
applications within its scope.

THZ RIS MIMO (4x10/25 Gbps)

Materials and electronics compo-
nents that can support the THz op-
eration frequency with appropriate
performance, cost-efficient fabri-
cation and low power consumption
will be investigated.

s - Sl _o
R :~ = O
( * (( )> object 2
s @Q©©
'l

@l@l@ -
1 ‘ ) ‘
:’ N T ‘\‘\ “ 'I ‘l
.

h S i / ) R P4 '
4 ), Simultaneous Localization v

' A O and Mapping (SLAM) , O " !

' THz RIS # ' Basestation+ & Digital Twin Base Station + \ THz RIS '

| , Al Control Server Y Al Control Server .« s )

1 )
[ \ — — 1
\ ‘ y. ! M v f '

A} ‘o ‘o
Y
Ay
N Y Assembl\_/ Line ex@x@ @x@le

A1
|, Scanning

. I \

¢

‘0 ‘D .
’
’
’
‘ OX@X@ @l@]@ Assembly Line Scanning ¢

N Mobile Packaging Mobile Packaging R4
N & Assembly Drones AN . &Assembly Drones P
R P4 N e
~ Id ~ -
~o P P
Factory Floor ~ Local Cell Phd Se -

SNS Journal 2023

Stream B - Research for radical technology advancement



]

Figure 2: Outdoor
telecom scenario

post

Two types of THz RIS, reflec-
tive-RIS (140 GHz) and trans-
missive-RIS (300 GHz), will be
developed by exploring multiple
THz capable reconfigurable mi-
cro-electronics technologies (e.qg.,
memristors, BICMOS and microflu-
idics).

Signal processing techniques for

Using the developed THz hardware,
advanced signal processing algo-
rithms, and cutting-edge network
analysis/optimisation methods, the
target use cases for TERRAMETA are:

+ “Industrial Edge” environment
(Figure 1)

Outdoor Telecom scenario (Fig-

THz RIS communications, localisa-
tion, and sensing, including channel
modelling, channel estimation, beam

ure 2)

Indoor and outdoor-to-indoor test
scenario (Figure 3)

management, baseband processing
and THz-tailored network archi-
tectures including Ultra-Massive
MIMO techniques will be developed.

()

Terahertz Reconfigurable
Metasurfaces for
Ultra-High-Rate

Wireless Communications

TERRAMETA

Figure 3: Indoor
and outdoor-to-indoor test
scenario

Coordinated by
Luis Pessoa (INESC TEC)

January 2023-December 2025
Website: terrameta-project.eu

Linked/n: www.linkedin.com/
groups/9302818/
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The vision of TIMES is a THz-based smart radio ecosystem working in
complex scenarios with a large number of heterogeneous devices, capable of
offering similar performance as wired networks in terms of data rate (Tbps),
ultra-low-latency, sensing, and reliability.

CONTEXT
AND VISION

Future wireless networks are envisioned
to provide unprecedented performance,
not only by targeting Tbps data rates,
but also by inherently supporting a large
range of novel applications that combine
Thps data rates with agility, reliability,
security and extremely low response time
and latency. Virtual avatar presence,
traffic control and autonomous driv-
ing, remote health monitoring services,
cyber physical systems for intelligent
transport, digital twins, and industrial
automation are just a few examples of
highly challenging anticipated use cases
imposing new KPIs for throughput, reli-
ability, E2E latency, and network robust-
ness. These KPls raise several new
challenges, which are all critical for
apracticalimplementation“beyond
5G". Direct human/robot interaction in
complex manufacturing processes set
very stringent requirements in terms
of reliability (up to the order of 10"~
9), real-time inter- and intra-machine
communication requires communica-
tion latencies below 150ps and jitter
below 2ps, high precision localisation
and imaging accuracy (1 mm in line-
of-sight (LoS) and < 10 cm in non-LoS
(NLoS), and could involve thousands
of nodes generating Gbps of aggregate
data (massive capacity). These KPlIs
by far exceed the performance of
current and near-future wireless

technologies, such asthe ones de-
finedinthe 5G standard. Moreover,
they become even more critical in com-
plex indoor environments, which will
interconnect thousands of machines,
wearable devices, and fixed terminals
exchanging information at extremely
high data rates, in a dynamic fashion. Al-
though large bandwidths are available at
higher frequencies (mmWave/THz), their
exploitation in industrial environments
adds animportant obstacle to the con-
nection (harsh propagation conditions
(e.g., metallic obstacles, unforeseeable
attenuation, multipath, and potential
interference) that must be continuously
compensated for at network level. In-
novative technological concepts, com-
ponents, and architectures are required
to lift these barriers. Inspired by this,
TIMES will theoretically analyse, design,
develop, and showcase in a Proof-of-
Concept (PoC) demonstrator, innovative
wireless communications concepts ad-
dressing networks beyond 5G.

The vision of TIMES is a THz-based
smart radio ecosystem workingin com-
plex scenarios with a large number of
heterogeneous devices, capable of
offering similar performance as wired
networks in terms of data rate (Tbps),
ultra-low-latency, sensing, and reli-
ability, thus beyond the capability of
current wireless networks.

INNOVATION
PILLARS

To achieve such a long-term vision,
TIMES will combine three (3) in-
novation pillars:

Pillar 1 Exploiting ultra-wide band-
width and sensing-friendly charac-
teristics of THz communications.

SNS Journal 2023

Pillar 2 Deploying intelligent mesh
networks in smart propagation en-
vironments.

Pillar 3 Enabling high-definition
integrated sensing and communi-
cations (ISAC).

(8))
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TIMES concept illustration
for industrial scenarios and key
technological enablers.

Inthe figure, the TIMES concept foran
industrial scenario is illustrated along
with its key technical components. The
long-term vision of TIMES will enable
wireless networks to replicate the
functionality of wired systems and
create the opportunity to make wireless
networks an integral part of industrial
automation. This in turn will dramatically

improve the range of applications sup-
ported by wireless networks, thus ena-
bling far more commercial opportunities
for operators and enterprises, driving the
growth of diverse and high-performance
use cases. The main application areas
and use cases of interest include pre-
dictive maintenance, digital twinning,
motion control, collaborative robots,
and control-to-control, to name but a
few. These applications require perfor-
mance levels that can be reached only
by using very large communications
bandwidths that are not available to
5G. Such bandwidths are available at
radio frequencies significantly higher
than the ones currently used by 5G (e.g.,
THz). However, such high frequencies
pose challengingissues when seeking to
ensure industrial-level reliability, due to
complex propagation environments and
the presence of heterogeneous devices
with different complexity requirements.

OBJECTIVES AND
APPROACH

THz Industrial MEsh
Networks in Small
Sensing and Propagation
environments

Coordinated by
Luca Sanguinetti
(University of Pisa)

January 2023-December 2025
Website: www.times6g.eu

Twitter: twitter.com/Times_6G

Linked|n: https://www.linkedin.com/
company/times-6g

Such challenges require the design of
novel wireless technologies to realise
smart radio environments with high
spatial-temporal sensing capabilities.
The solutions that will be developed
in the context of TIMES will repre-
sent technological enablers for future
wireless networks (6G) and will enable
the support of novel use cases. These
use cases are even beyond the spe-
cific scenarios considered in TIMES.
TIMES intends to pursue its targeted
breakthrough by focusing on eight (8)
constituent objectives:

1.Derivation of new THz channel
models based on measurements in
industrial scenarios

2.Design of novel solutions at the
physical (PHY) and medium access
control (MAC) layers

w

. Design and implementation of THz
front ends and antennas

4. Design of amulti-goal mesh-based
RAN composed of active nodes and
intelligent reflecting surfaces (IRSs)

5. Design and fabrication of IRSs op-
erating at THz frequencies

6. Integration of sensing and commu-
nications functionalities

7. Definition of use cases and re-
quirements for future industrial
applications

8.0Objective 8 Realisation and vali-
dation of a PoC in real industrial
environments.

TIMES will deliver a pre-commercial
prototype, which will be demonstrated
in a relevant Industry 4.0 test en-
vironment (TRL 4). The successful
demonstration at BIREX — one of the
Italian Industry 4.0 Competence Cen-
tres equipped with the latest network
technologies —and at AETNA—one of
more complete producer of packaging
machines for secondary and tertiary
packaging with over 10,000 machines
installed in several industrial sectors
involved in 14.0 Industrial applications
—will be the fundamental and key-en-
abling result of the TIMES impact
strategy. Upon successful comple-
tion, the TIMES concept will improve
sustainability and scalability through
the significant reduction of costly and
energy-hungry active communication
nodes in the radio access network. It
will have a disruptive impact on the
deployment of THz communication in
6G radio access networks in general,
and 6G reconfigurable industrial mesh
networks in particular. This is expected
to generate a sustainable impact far
beyond the TIMES project.

(79)

Stream B - Research for radical technology advancement



The three projects in stream C aim to develop EU-wide
experimentation platforms that can incorporate promising technical
6G enablers for their further validation. Key aspects for the
projects are the reusability and ability to evolve of the experimental
platforms over the lifetime of the SNS programme. Accessibility
and openness with well-defined and clearly documented
technological and business interfaces are also considered key
assets of the infrastructures to be developed.
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0b-BRICKY

Key participants from four 5G PPP projects (MonB5G, MARSAL,
REINDEER, HEXA-X) have joined forces to pursue the federation of their
efforts in the 6G-BRICKS experimentation facility, leveraging on a mature
set of experimentation tools from the 5GMediaHUB 5G PPP project.

GENERAL
DESCRIPTION

6G-BRICKS will be the first open 6G
experimentation platform that com-
bines cell-free, Open-Air Interface
(OAI) and Reconfigurable Intelligent
Surfaces (RIS), while adopting the
proven principles of softwarisation,
Open Interfaces (O-RAN), and Open-
Source software stacks, putting future
expansion and evolvability at its core.
However, experience from previous
5G PPP efforts has shown that the
enormous complexity of the standards
and software stacks makes evolvabil-
ity and scaling-out efforts extremely
challenging, requiring interdiscipli-
nary efforts and big investments in
integration.

This is where 6G-BRICKS steps in,
bringing together specialists in break-
through 6G technologies, such as cell-
free networking, distributed process-
ing and RIS, and adopting principles
of modularity and softwarisation to
deliver the first truly modular end-to-
end 6G experimentation platform in
Europe. 6G-BRICKS will structure the
various architecture tiers around the
concept of “LEGO Bricks"”, delivering
self-contained testbed nodes that can
be reused across testbed infrastruc-
tures. This significantly lowers the bar-
rier of entry to an end-to-end exper-
imentation platform for specialists to
bring their breakthrough technologies
for validation and experimentation.

6G-BRICKS will adopt the trend of
Software-Defined Infrastructures
(SDI) and Software Networks that
replace “black boxes” (i.e., physical
network functions, such as firewalls)
with their softwarised equivalents.
This trend will be extended to the
Radio Access Network (RAN) via the
Open Radio Access Network (O-RAN)
initiative, aiming to evolve O-RAN
elements in the 6G era via the inte-
gration of breakthrough technologies.
To this end, 6G-BRICKS will deliver
the first open and programma-
ble O-RAN Radio Unit (RU) for
6G networks, termed the OpenRU,
based onan NI USRP-based platform.
Moreover, 6G-BRICKS will integrate
the RIS conceptinto the OAI. In addi-
tion, 6G-BRICKS will deliver break-
through experimentation tools, going
well beyond the current Testing as a
Service (TaaS) capabilities of current
initiatives, and allowing experiments
also on devices via O-RAN compliant
XxAPPs. Thus, the 6G-BRICKS exper-
imentation facility aims to serve a dual
role, both as a playground for testing
advanced vertical applications and for
validation testing and showcasing of
the clear benefits and capabilities of
6G breakthrough technologies and
devices. Moreover, it will deliver and
test new architecture principles, with
multi-tenancy, disaggregated Oper-
ations Support Systems (OSS) and
Deep Edge integration at the forefront.

SNS Journal 2023
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OBJECTIVES

1: To deliver an evolvable 6G experi-
mentation facility that will integrate
breakthrough 6G technologies and
federate two testbeds undera com-
mon set of experimentation tools.

2: To validate and showcase advanced
use cases in holographic communi-
cation, metaverse and digital twin-
ning, showcasing the benefits of
6G breakthrough technologies and
architecture.

3: To support disaggregated and
programmable Software-Defined
Infrastructures (SDIs), adopting
virtualisation, softwarisation and
O-RAN compliant interfaces to
promote modularity and reusability.

4: To offer a fully decentralised
management plane, supporting
zero-touch orchestration of com-

puting and communication resources
based on Explainable Artificial
Intelligence.

5: To offer a Compute Continuum
abstraction framework supporting
a disaggregated wireless X-Haul.

6: To deliver breakthrough technolo-
gies towards a 6G RAN via Distrib-
uted Cell-free and RIS.

7: To provide a secure and trusted
Experimentation Facility for multiple
concurrent tenants and experimen-
tation platforms.

8: To maximise the impact created
by the project through wide means
of dissemination, communication,
standardisation and exploitation
activities.

USE CASES

=
o

BRECKS

Coordinated by
Christos Verikoukis (1SS ATH)

January 2023-December 2025
Website: https://6g-bricks.eu/
Twitter: twitter.com/6gBricks

Linked/n: www.linkedin.com/
company/6g-bricks-project/

Use case 1: The Metaverse as an
enable of a Modern Workplace

This Use Case (UC) will demonstrate
how network densification via distrib-
uted cell-free can make untethered
Metaverse UCs a reality, offering an
acceptable quality of experience, and
the ability of immersive social inter-
actions.

PoC 1: Holoconferencingin a Virtual
Meeting room

This PoC will demonstrate an evo-
lutionary “holoconference” sce-
nario, showcasing ultrahigh-speed
with low-latency communication
(uUHSLLC) thatis made possible with
distributed cell-free technologies.

PoC 2: Virtual Team Building ac-
tivities

This PoC will demonstrate a revolu-
tionary scenario, showcasing ultra-
high data density (uHDD) commu-
nications and Joint Communication
and Sensing enablers.

Use case 2: 6G applications for In-
dustry 4.0

This Use Case will focus on Industry
4.0 applications and demonstrate how
6G enablers can contribute to creating
more efficient operators, leveraging
autonomous robots, digital twinning
and XR.

PoC 1: Autonomous robots in In-
dustry 4.0

The PoC-1 of this use case will show
how 6G will support autonomous
robots forindustry 4.0. The auton-
omous robot will move around the
factory while having low-latency
communication. It will move objects
from positions A to B according to
the request received from a server.

PoC 2: AR inspection of Indus-
try 4.0 digital twin on site

PoC 2 will show how 6G support
remote Digital Twin visualisation
through an Augmented Reality (AR)
interface, by superposing SCADA
data on the real object. The Proof
of Concept (PoC) will exploit Arti-
ficial Intelligence (AR) to enable an
inspection feature for discovering
malfunctioning elements in indoor
Oil and Gas systems.

Stream C - SNS Enablers and Proof of Concept (PoCs)



06-SANDBOX

The 6G-SANDBOX project addresses the need for an experimentation
facility that guarantees Modularity, Openness, Reusability, Innovation,
and Sustainability (MORIS).

GOALS AND
OBJECTIVES

The potential of experimentation fa-
cilities has been demonstrated in the
context of 5G, by pan-European facil-
ities, such as 5GENESIS, 5G-VINNI,
or 5G-EVE. Inthe beyond-5G era, the
key objectives of the European Smart
Networks and Services (SNS) research
and innovation program are formulated
around the development of experimen-
tation infrastructures for validation of
6G technologies and use cases. In this
context, the 6G-SANDBOX project
will provide an open facility for the
validation of new technologies towards
6G as part of the emerging European
6G ecosystem.

The 6G-SANDBOX project addresses
the need for an experimentation facility
that guarantees Modularity, Openness,
Reusability, Innovation, and Sustaina-
bility (MORIS). The project introduces
the concept of Trial Networks and
adopts a standardised API framework
for internal and external interaction
with the facility. It retains existing
approaches for experimentation life-
cycle management and provides ex-
perimenters with capabilities for Trial
Network (TN) lifecycle management.
More specifically the project objectives
are the following:

Define and release the architecture
and the processes/methodology

of an experimentation facility to-
wards 6G.

Develop and integrate the
6G-SANDBOX end-to-end physical
connectivity infrastructure across
Europe, whichincorporates 6 G tech-
nologies.

Develop and integrate the
6G-SANDBOX resource manage-
ment framework to efficiently de-
ploy trial networks and to control
multi-domain virtualised resources
—"Infrastructure-as-a-Code".

Develop and integrate a frame-
work for performing automated
experimentation as a service on
6G-SANDBOX trial networks tai-
lored to the 6G KPIs and KVls.

Create an ecosystem under the
SNS JU umbrella, that will allow
the adoption of innovative com-
ponents from Stream B projects
and also enable the hosting of 6G
use cases (open calls and Stream D
projects).

Create a tangible socioeconomical
impact as well as maximise tech-
nological and business potential
through targeted communication,
dissemination, and standardisation.

PROJECT

ACTIVITIES AND
MAIN OUTPUTS

Considering the MORIS characteristics
in the project, modularityis supported
through the “infrastructure as a code”
approach for creating the experimen-
tation infrastructures that compose the
testbed, and through the adoption of

standardised APIs and APl managers.
The openness guarantee is introduced
at multiple levels, from opening the
experimentation results to releasing
innovative software developments
and integrations to an open reposi-

SNS Journal 2023
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tory, named the Open 6G Library. To
maximise reusability, common test-
ing methodologies and test templates
are adopted to produce self-defined
and easily comparable KPI/KVI re-
sults. Based on the concept of Trial
Networks, as explained later in this
section, the facility is innovative by
design; however, there are specific
innovative aspects at the connectivity,
management, and application/use case
levels that are presented as project
ambitions later in this section. Finally,
regarding the sustainability factor, the
evolution beyond the project lifetime
tailored with i) the evolution plans of
its build-in components (especial-
ly the experimentation toolbox form
Keysight and the developments that
will be open sourced) and ii) the close
commitment to SNS JU program level
objectives. The figure aboveiillustrates
the 6G-SANDBOX concept.

Trial Networks concept

6G-SANDBOX provides the means
for the generation of testbeds in the
form of Trial Networks. ATN is defined
as a fully configurable, manageable,
and controllable network that com-
bines virtual, physical and emulated
resources (i.e., digital twins) and en-
ables experiments for validating 6G
technologies and measure 6G KPls.
Instances of Trial Networks might be
offered targeting specific network

4 E2E platforms around Europe

ains and planes)

AP fra e work:

| !: RAN

= Enddevices |

domains and technologies, while within
the 6G-SANDBOX project, end-to-
end Trial Networks will be offered by
the project’s four experimentation
platforms. By definition, a Trial Net-
work is an abstraction of an actual
testbed, and is able to be reserved
through multi-tenancy solutions by
experimenters that have secure ac-
cess to the TN. The experimenters
are provided with both experiment
and network lifecycle management
tools. The 6G-SANDBOX project will
provide a description language and
APIs to define the TNs. Based on the
Infrastructure-as-a-code model the
project will implement a fully auto-
mated multi-tenant infrastructure to
expand 6G experimentation to multiple
experimenters with different needs in
terms of technologies, use cases, and
test duration.

In-project target technologies

6G-SANDBOX will research several
technologies that will subsequently
be subjected to experimentation and
the validation of uses cases and KPls/
KVls. The technologies include:

28 GHz Reflective Intelligent Sur-
faces (RIS),

+ THz communication with measure-
ment facilities up to 170 GHz,

Innovative VRAN disaggregation
playground,

SNS Journal 2023
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Radio Access

Edge-cloud continuum-oriented
lllustrations deployments,

f the platf . .
orthepationms Integration of Non-Terrestrial Net-

works (NTN),

Network programmability (realised
through P4 language on switches)
towards deterministic networks,

- Al/ML and Security as a Service,

- Advance experimentation toolbox,
including the availability of the
Keysight portfolio that supports
Network Twining, and Monitoring
capabilities,

Extended Reality enablers (XR),
Haptic communications enablers.
E2E Experimentation platforms

The 6G-SANDBOX testbed includes
four end-to-end platforms that are
composed of: i) components from ma-
ture experimentation testbeds around
Europe; ii) components from commer-
cial public networks; iii) emulation/
twinning components; and iv) any
additional components that will be
provided by external sources.

- The Malaga Platform covers areas
in the University of Malaga Cam-
pus (UMA), the cities of Malaga and
Torremolinos, Malaga Tech Park,
Malaga Port and the La Mayora
research farm. The spectrum used
combines experimental licenses
(26-28GHz) along with commer-
cial spectrum shared by Telefonica
(2.8GHz and 3.5GHz). During trials,
the 6G-SANDBOX platform will be
enhanced with the Keysight's port-
folio for testing and measurement,
disaggregated RAN, mmwave RIS,
access to Satellite, deterministic
networking using P4 language, and

((s0))
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Illustration of the expected
large-scale showcasing event

Theater side

Coordinated by
Michael Dieudonne
(Keysight Technologies)

January 2023-December 2025
Website: https://6g-sandbox.eu/
Twitter: twitter.com/6GSANDBOX

LinkedIn: www.linkedin.com/
in/6g-sandbox-project/

support for extended reality and
haptic communications.

- The Athens platform is a large-

scale experimental facility created
by two 5G Standalone (SA) systems
in Attika region in Greece. The first
5G SA System is spread across the
COSMOTE and NCSR Demokritos
campus, supplemented by two edge
nodes for performance optimisation,
while the latter 5G SA system is
located only in the National Cen-
tre for Scientific Research (NCSR)
Demokritos campus, providing
an open 5G core implementation
with exposure capabilities and na-
tive-Al enablers. The scope of the
6G-SANDBOX platform includes
support for experiments related to
inter- Public Land Mobile Network
(PLMN) connectivity, as well as du-
al-connectivity between terrestrial
and satellite access link, experi-
ments related to V2X experiments,

Remote Audience side

and the realisation of Common API
Framework CAPIF/Network Ex-
posure Function (NEF) APls, and
native-Al driven use-cases.

- The Berlin platform is an evolution

of the FOKUS 5G-Playground as
enhanced within the 5GENESIS
project. The platform features a
multi-vendor 5G campus network
test environment as a key driver for
5&6G innovations. Using the 3700
—3800 MHz spectrum. It provides
indoor and outdoor coverage at
the FOKUS laboratories and park-
ing deck, as well as at a remotely
integrated factory shopfloor. For
6G-SANDBOX, the Berlin plat-

form will be enhanced with Open
RAN disaggregated radio access
technologies, an evolution of the
FOKUS Open5GCoretowardsa 6G,
and the Keysight software-based
testing portfolio.

- The Oulu platform is part of the
5G Test Network Finland (5GTNF)
program. Itincludes thirty LTE small
cells operating at different frequen-
cies (700 MHz, 2.1, 2.3, 2.6, and
3.5 GHz), two macro cells operating
at 2.3 GHz, and two 5G New Ra-
dio (NR) base stations operating at
3.5 GHz. The network is current-
ly being enhanced by 1) mmWave
5G NR base stations (24-28 GHz)
with Remote Radio Head (RRH)
based cloud RAN 5G NR devices
and 2) a wireless sensor network
with an estimated 2,000 differ-
ent types of sensors with wireless
connectivity via NB-1oT, Long Term
Evolution for Machines (LTE-M),
and Long-Range Radio (LoRa)

Large-scale showcasing event

For an extensive and full-range uti-
lisation of the 6G-SANDBOX test-
bed, when services and enablers spe-
cific to use cases are involved, the
6G-SANDBOX project will host a large
showcasing event for a use case that
combines telepresence technology
from Nokia XR Lab with haptics in a
theatre where the experience provided
from the stage to the live audience
is also offered to a remote audience
connected through XR devices. The
event will be a live demonstration of the
capabilities of XR technology, including
remote presence and haptics, through
a live entertainment show. This is an
innovative and yet unstudied approach
to entertainment, since the aim is not
only to provide the audience (local and
remote) with multimedia content from
the theatre (passive receivers of the
show), but also to provide them with
a real-time sense of touch (Figure).

Cascade funding with open calls

The 6G-SANDBOX facility will provide
both experimental and TN management
services to externals using open calls.
Additional open calls will also serve to
integrate new technologies and sites
into the facility as a whole.
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6 G eXperimental Research’s ambition is to strengthen European
leadership in 6 G technologies by enabling next-generation XR services
and infrastructures that will provide beyond-state-of-the-art
capabilities in the run-up to the 6G era.

PROJECT
OVERVIEW

The project will develop an experimen-
tal multisite Research Infrastructure
(RI) to provide a validation platform for
various 6G-use cases by developing
enablers for networking and comput-

ing, radio access technologies beyond
5G, enablers for XR services with in-
build federation, trial management,
abstraction tools as well as energy
measurement frameworks.

OBJECTIVES
AND APPROACH

The Approach and objectives
of 6G-XR project

* Network and Computing

i

L’

o

E..

i

i
ii

6G-XR is building its objectives, am-
bition, and methodology on top of four
state-of-the-artresearch (SoTA) Rls,
namely 5GTN UOULU, 5GTN VTT,
S5TONIC, and 5GBarcelona. These
well-developed Rls represent the
most evolved open environments for
communications research in Europe.
The 6G-XR project will enhance the
capabilities of these research infra-
structures to provide beyond-state-
of-the-art (BSoTA) capabilities to-
wards 6G.

Architecture and Use Case Guidance

SNS Journal 2023

Build a multisite Research In-
frastructure (RI) that can provide
avalidation platform for multitude of
foreseen (extreme) 6G use cases by
developing enablers for networking
and computing, radio access tech-
nologies beyond 5G, enablers for XR
services with in—-build federation, trial
management, abstraction tools as well
as energy measurement framework.

- Validate multi-access edge
computing scenarios and their
integration into a complete cloud
continuum, support innovative use
cases with vertical actors, beyond
5G capabilities, and support show-
casing events.

Stream C - SNS Enablers and Proof of Concept (PoCs)



Envisioned evolution of HoloMIT

in 6G-XR (newly envisioned
components and components to be
significantly evolved represented as
boxes with red dashed lines)

6G eXperimental
Research to enable next-
generation XR services

Coordinated by
Jussi Haapola (University of Oulu)

January 2023-December 2025

Website: www.6g-xr.eu/
Twitter: twitter.com/6GXR_eu

LinkedIn: www.linkedin.com/
company/6g-xr/
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Demonstrate and validate per-
formance of innovative 6G appli-
cations with a focus on demanding
immersive applications such as ho-
lographics, digital twins and XR/VR.

Initial Use Case 1: Real-time holo-
graphic communications — Key chal-
lenges are addressed to successfully
deliver real-time multi-party holo-
graphic communication services at scale
and over heterogeneous environments.
6G-XR will go beyond the state-of-
the-art in this field with the goal of
increasing the visual resolution of hol-
ograms, as well as the performance,
scalability, interoperability and effi-
ciency of such services. The envisioned
next-generation holographic services
will adopt many new features fully
compliant with 6G architectural and
communication paradigms, and it will
be expected to contribute to the matu-
rity, robustness, and wide adoption of
high-quality, scalable, and affordable
holographic communication services.

Fabrication

y
b

- Digital twinization
Create physical objects Create wirtual 3D objects
by digital fabrication {CAD, BIM) by on topof
Z_JI a game engine S—

5G
Synchronization

Telepresence service by
real-time synchranized digital twin

Initial Use Case 2: Collaborative 3D
Digital Twin Environments —The scale
of blending digital and physical in VR
is still narrow, restricted to simple
application areas, and the full potential
of XR has not yet been achieved. There
are, however, some state-of-the-art
systems that aim to extend the virtual
across the XR spectrum, in addition
to increasing the intermeshing of the
digital and physical. Interestingly,
collaborative 3D digital twin envi-
ronments take advantage of existing
3D material for building a mirror world
like VR and enhance this environment
with remote operation capabilities
for robotics and computer mediated
collaboration e.g., using private 5G
advanced and emerging 6G devices
and networks.

Digital Twin like environment,

a cyber-physical system that leverages
5G combining teleoperation of robots
via virtual environments and loT

Digital 3D design asset

€ unity

>
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Four projects are implementing large-scale SNS trials and pilots
with specific verticals of high economic and societal importance.
The aim is to explore and demonstrate 5G/6G technologies,
advanced applications and services in vertical sectors

such as energy, construction, automotive, manufacturing,
eHealth, culture, and media.

Additionally, these large-scale trials aim to serve as catalysts

for the creation of viable business ecosystems. Stream D projects
incorporate technologies that are currently key enablers for 6G networks,
including Al/ML, cybersecurity, cloud/edge and advanced loT solutions etc.
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FOAL

FIDAL is targeting the augmentation of human capabilities, allowing
vertical industry players to perform advanced technological and business
validation in large-scale field trials.

CONTEXT AND
OBJECTIVES

Itis the convergence of the cyber and
physical worlds that could be achieved
with the very low latency and high
data capacity of beyond 5G and 6G
networks, thus enabling the creation
of services such as digital twins and
internet of senses/hapticapplica-
tions. This is where FIDAL comes
in, targeting the augmentation
of human capabilities, allowing
vertical industry players to perform
advanced technological and busi-
ness validation in large-scale
field trials of highly innovative and
advanced applications that exploit
beyond 5G technologies. This, in turn,
will provide extensive and valuable
feedback to the broader industry,
academia, innovators and stakeholder
community before the broad com-
mercial deployments of Beyond 5G
networks throughout Europe.

The overall objective of FIDAL is to
validate Beyond 5G technologiesina
user context to maximise downstream
take up, thus laying the groundwork
for 6G. Key FIDAL objectives are:

- To extend and deliver (i) an ad-
vanced future-proof Evolved 5G
facility, anticipating evolution into
next SNS phase, (ii) open and ac-
cessible to support 3rd party ver-
tical experiments, (iii) a test envi-
ronment for rapid prototyping and
large-scale validation of advanced,
forward-looking applications.

SNS Journal 2023

- To leverage, develop and extend

innovative, next-generation and
business-relevant services, and
applications (including digital twins
and internet of senses) in the Media
and Public Protection and Disaster
Relief (PPDR) domains, showcasing
the clear benefit of 5G evolution
and preparing the ground for the
introduction of 6G.

- Toimplement a unified framework

for automatically driving end-to-
end network (device, edge, core,
cloud continuum, etc.) and ser-
vice management decisions via
a zero-touch engine, leveraging
Distributed Deep Reinforcement
learning-based control algorithms.

- To contribute a repository of Net-

work Applications, Al-driven tools,
open-source applications, open
training sets, and data models, to
be leveraged by FIDAL vertical ap-
plications, 3™ party projects from
Open Calls and future SNS projects

- Toimplement an end-to-end Secu-

rity Framework for the operations
including Artificial Intelligence as
a Service (AlaaS).

Exploitation, contribution to stand-
ards, outreach and clustering ac-
tivities, dissemination, communi-
cation, and Open Calls.

Stream D - Large Scale Trials and Pilots with Verticals



APPROACH

The FIDAL project will be executed
over three contiguous and sequen-
tially aligned phases of development.
This will allow the project to address
the requirement analysis and meth-
odologies and prepare in detail the
vertical use case scenarios and asso-
ciated target KPIs and KVIs towards
the large-scale trials. Our approach
will: i) design the detailed FIDAL ar-
chitecture, develop processes and
interfaces to interwork and obtain
data from the facilities at orchestra-
tion, management and infrastructure
levels, ii) design, and develop the
innovation streams and tech-
nological enablers, i.e. the FIDAL
experimentation framework, such
asthe Al as a Service, the Zero-Touch
Automaton and related APIs, and
i) integrating these enablers to the
testbeds and validating the use cases
of the vertical industries in a series
of “preparatory” lab trials and large-
scaletrials. Cascaded calls—aka Open
Calls — processes, contracting and
assistance are scheduled while re-
spective onboarding to the test facil-
ities is performed. Business analysis,
Intellectual Property (IP) manage-
ment and international networking,
standardisation, KVI and societal
impact, and dissemination, commu-
nication, and community-building
activities are performed. With the
above well-defined and pragmatic
approach FIDAL will cover the tech-
nological, societal, and business
perspectives in each use case.

Moreover, FIDAL has the ambition to
demonstrate beyond 5G connectiv-
ity and associated management and
zero-touch management within the
set of KPI requirements that arise
from specific vertical domains. In
particular, from one hand the Media
and Entertainment use cases repre-
sent the Enhanced Media and on
the other hand the PPDR use cases
represent the envisaged Advanced
Safety. This will be achieved through
the three defined phases.

Phase 1: the requirements, specifi-
cation, and adaptation of the ex-
perimentation framework with the
participation of the vendors, vertical
owners and key stakeholders.

Phase 2: the setup of the labs and
large-scaleinfrastructuresin close
collaboration with key vendors. Fur-
thermore, a corresponding parallel
evaluation and/or re-design/upgrade
improvements to ensure a smooth
and aligned evolution of the lab vali-
dations through the defined realistic
FIDAL use cases and initial Open
Calls use cases.

Phase 3: 2 cycles of iterative large-
scale trials and third-party SME
trials through open calls aiming at
validating extreme beyond 5G verti-
cal KPIsand KVIs, while contributing
to FIDAL repositories of Network
Apps, creating open-source appli-
cations, deriving new requirements
from the verticals and presenting
lessons learnt.
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Coordinated by
loannis Markopoulos (NOVA)

January 2023-December 2025
Website: fidal-he.eu

Twitter: https

ject_FIDAL/

:/[twitter.com/pro-

LinkedIn: https://www.linkedin.
com/in/fidal-project-b21227262/

FIDAL will deploy three testbeds
and three large scale infrastructures
in Greece, Norway and Spain. All
facilities will be upgraded to meet
5G Evolved requirements.

The testing and validation method-
ologyin FIDAL follows the effective
well-established DevOps continuous
Testing methodology that combines
software development (Dev) with
automated information technology
operations (Ops) participating to-
getherin the entire service lifecycle,
from design through the development
process to production and monitoring.
FIDAL will rely on the Experimenta-
tion Tools layer, that delivers a fully
managed DevOps driven Testing as a
Service (TaaS) pipeline for the defi-
nition and implementation of test
cases. Test cases define a test (or
experimentation pipeline) targeting
a specific KPl measurement via in-
dustry-standard DevOps processes
and tooling (e.g., Jenkins Continuous
Integration (Cl)/Continuous Delivery
(CD) server and Robot framework).
During the project, each use case will
deploy a layered testing practice to
drive development, involving signif-
icant industry representative tests,
verifications, and validations. The
FIDAL experimentation framework
will be deployed in all trial sites ena-
bling consistent update and validation
across all infrastructures.

Three types of trial will be con-
ducted:

a) Lab validation tests: Lab valida-
tion of all UCs will be performed in
three testbeds. Advanced 5G func-
tionalities, such as 5G New Radio
(5G NR) and extreme coveragein the
testbeds will be performed. FIDAL
will introduce a logical separation
between experimentation facility
development taking place within the
testbeds themselves for the addition
of new or updated Network Apps
and their associated VNFs.

b) Large-scale trials: FIDAL will
validate 5G evolution enabling tech-
nologies’ features and capabilities
in significant portions of stadia,
city centres, etc. Please refer to
the UCs section for the detailed
description. Such large-scale trials
will be supported by 5G evolution
infrastructure as well as the FIDAL
framework that will be deployed in
collaboration with the technology
vendors thus being able to validate
the technology in near commercial
conditions.

c) Open call trials: A consistent
methodology will be deployed to
onboard and perform trials with
the selected open calls contractors.
FIDAL experimentation framework
supports openinterfaces and mod-
ules to accommodate both in project
and open calls UCs.

VERTICALS
ADDRESSED

-
a8 9
® ©-0©’
Media and
Entertainment
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INMAGINE-Bat

Imagine-B5G aims to provide an advanced and accessible end-to-end (E2E)
5G platform for large-scale trials and pilots in Europe.

PROJECT

OVERVIEW
AND GOALS

The project has already shortlisted
seven verticals and corresponding
stakeholders related to PPDR, media,
education, smartagriculture and
forestry, eHealth, transportation
and logistics, and Industry 4.0,
which will experience and test their use
cases on the IMAGINE-B5G platform.

IMAGINE-B5G brings together four
advanced 5G experimental facilities,
located in Norway, Spain, Portugal and
France. These facilities will capitalise
on the previous 5G PPP infrastructure
and vertical trial projects by drawing
analogies and reusing the platform
components as much as possible.

The goal is to have these facilities
support a set of Beyond 5G appli-
cations enabled by the integration of
advanced 5G technologies, including
5G positioning, zero-touch solutions,
network capability exposure, edge
computing, advanced loT solutions,
network data analytics, mmWave fre-
quencies, advanced combinations of
private and public networks, and open
architectures.

The functionalities built into the B5G
platform will enable IMAGINE-B5G
vertical applications to be demon-
strated at scale. Those include
immersive holographic, haptic and
telepresence communications for en-
hanced human interaction enabled
by the integration of advanced 5G
technologies, such as zero-touch
solutions, network capability expo-
sure, edge computing, advanced loT
solutions, network data analytics, mil-
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limetre wave frequencies, advanced
combinations of private and public
networks, and open architectures.
They will allow the project to identify
and validate new 5G KPIs (Key
Performance Indicators) and KVlIs
(Key Value Indicators) across three
fundamental domains —societal, ap-
plication, and management.

The IMAGINE-B5G E2E facility will
fuel testing and experimentation of
core technologies and architectures,
facilitating innovative services and
businesses, and become a key enabler
for future B5G vertical services and
applications.

The IMAGINE-B5G project expects to
have a huge impact worldwide among
vertical industries by:

equipping European verticals with
facilities that will increase their ca-
pacity for innovation, digitalisation,
and driving European economies;

deploying concurrent trials which
will serve to prove that operators are
ableto deliver on the stringent tech-
nical requirements of new B5G/6G
applications;

using its pilots with verticals and
cross-vertical industries to demon-
strate Europe’s B5G evolution and
leadership in advanced 5G technol-
ogies and architectures;

preparing and maximising wide-
spread acceptance and adoption
by end-users of B5G solutions in
European economies.

((s0))
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1 Open-Calls
Round Launched

Oct.
2023

Jun.
2023

Jan.
2023

2~ Open-Calls
Round Launched

Oct.
2024

Jun.
2024

3 Open-Calls
Round Launchad

Dec.
2024

Mar. Apr.

2025 2025 2025

Project timeline

Platform
Extension

3T Platform
Extensio

OPEN CALLS

Advanced 5G Open
Platform for Large Scale
Trials and Pilots across

Additionally, through three open calls
over its lifetime, IMAGINE-B5G will
on-board third parties (e.g., SMEs, in-
dustry, and researchers) to collaborate
in vertical experiments and platform
extensions through pilots and trials in
the IMAGINE-B5G platform facilities.
Collectively, the facilities will support
a set of B5G applications (including
immersive holographic, haptic and
telepresence communications for en-
hanced human interaction) enabled by
the integration of advanced 5G tech-
nologies, including 5G positioning, ze-
ro-touch solutions, network capability
exposure, edge computing, advanced
loT solutions, network data analyt-
ics, mmWave frequencies, advanced
combinations of private and public

networks, and open architectures.
The infrastructure of the facilities
in Norway, Spain and Portugal will
be based on industry equipment and
components. The French facility will
bring a completely open-source E2E
5G implementation. The different
facilities of IMAGINE-B5G will have
a diverse set of advanced 5G tech-
nologies.

IMAGINE-B5G allocated a budget
of 4.4 MEUR for its open calls, and
the participation of SMEs, scaleups
and start-ups in the open calls will
be strongly supported by targeting
a minimum budget of 2.2 MEUR al-
located for them (50% of the total
open-call budget).

Europe

Coordinated by
David Gomez-Barquero

January 2023-December 2025
Website: https://imagineb5g.eu/
Twitter: twitter.com/B5gImagine

Linked|n: https://www.linkedin.
com/showcase/imagine-b5g

VERTICALS
ADDRESSED

Agriculture
and Forestry

o)

Media and
Entertainment

3 R
Education eHealth Industry 4.0
PPDR Tran;port

and logistics
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[ARGET-X

The TARGET-X project was launched to accelerate the digital transformation
of four key verticals: energy, construction, automotive, and manufacturing.

CONTEXT AND
OVERVIEW

Overall concept
of TARGET-X

FTSP projects: 1 [
innovation driver

‘-

The fifth generation of wireless tech-
nology, also known as 5G, has been a
significant development and currently
beingrolled out globally. With its po-
tential for ubiquitous connectivity, 5G's
capabilities have been tested in various
industrial sectors, such as manufac-
turing, showcasing its impressive po-
tential. Moving beyond 5G towards 6G
will bring even more advanced features,
improved performance, and functional
benefits to several industrial sectors.

The TARGET-X project was launched
to accelerate the digital transformation
of four key verticals: energy, construc-
tion, automotive, and manufacturing.
This will be achieved through large-
scale trials in multiple testbeds, which
will demonstrate, validate, and evaluate
the potential of 5G/6G in real envi-
ronments. This approach will enable
testing and evaluating the most ad-
vanced 5G/6G technologies, such as

real-time communication, localisation,
self-description, digital twinning, and
sensor-network data fusion.

To assess the effectiveness of the
developed technologies, the pro-
ject’s evaluation will focus on Key
Performance Indicators (KPIs) and
Key Value Indicators (KVIs), such as
sustainability, safety, security, and
privacy. This will open the way to es-
tablishing new business models and a
methodological assessment framework
for economic and societal evaluation.
The development of these solutions
will be supported and guided by the
TARGET-X consortium, which includes
SMEs, Information Technology (IT),
and Operational Technology (OT) part-
ners, and up to 100 Financial Support
to Third Parties (FSTP) entities. This
strong consortium brings together
SMEs and innovation drivers to create
a collaborative environment.

KPls, KVIs and business models

56 for mobile
rebotics

5G for energy
manitoring

JI

| 56 for cloud
native production

| 56G for I
construction

56 for automative
driving

1 5G-ICE, Aachen [DE)

5G integration in new verticals

ACS testbed at the
S5G-ICE, Aachen (DE)

o o ._.L._.

WL testbed at the | IPT testbed at the 5G-

ICE, Aachen (DE)

Construction site at the
5G-ICE, Aachen (DE]

IDIADA test track,
Tarragona (ES)
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USE CASES

TARGET-X will establish a selection
of use cases for all verticals in the
existing 5G testbeds at the 5G-In-
dustry Campus Europe and IDIADA to
achieve its goals. New 5G/6G features
will be developed, integrated into the
testbeds, and validated in evolved use
cases. The FSTP projects will deliver
new use cases and technical contri-
butions, which will strengthen the
5G/6G ecosystem by involving a large
number of participants. The project
results will be discussed with 6G-SNS
projects and used for standardisation
in different verticals.

In conclusion, the TARGET-X project
is an ambitious initiative to bring about
significant advancements in wireless
communication technology. Through
large-scale trials and evaluations,
this project aims to demonstrate the
potential of 5G/6G in rea-world en-
vironments and develop new business
models that can benefit various indus-
trial sectors. With its focus on KPIs
and KVIs, this project is expected to
bring innovative solutions to improve
sustainability, safety, security, and
privacy while strengthening the 5G/6G
ecosystem.

VERTICALS
ADDRESSED

Trial PIAtform foR

5G EvoluTion — Cross-
Industry On Large Scale
Identity card

TARGET®

Coordinated by
Niels Konig (Fraunhofer IPT)

January 2023-June 2025
Website: https://target-x.eu

LinkedIn: www.linkedin.com/
showcase/target-x/

=
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Automotive

Energy

Construction

Industry 4.0
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[RIALSNET

The TrialsNet project will deploy full large-scale trials to implement a
heterogenous and comprehensive set of innovative 6 G applications based
on various technologies such as cobots, metaverse, massive twinning,

Internet of Senses.

PROJECT
OVERVIEW

The project will cover three key areas of
European urban ecosystems, namely:

i) Infrastructure, Transportation,
Security and Safety,

ii) eHealth and Emergency,

iii) Culture, Tourism and Entertainment.

USE CASES

In the three abovementioned areas,
TrialsNet will design and implement
13 use cases according to the fol-
lowing mapping.

The use cases will be developed over
wide coverage areas with the involve-
ment of extended sets of real users
in four geographical clusters, in

Italy, Spain, Greece and Romania. The
use cases will be cross-cutting, each
single use case will be potentially im-
plementable over different clusters,
thus allowing for a holistic evaluation
of the network KPIs and KVIs of the
6G applications in different contexts
and scenarios, including different net-
work deployments and solutions.

Infrastructure, Transportation,

Security & Safety

UC1: Smart Crowd Monitoring
UC2: Proactive Public Infrastr
Assets Management

UC3: Autonomous APRON
UC4: Smart Traffic Management
UCB: Control Room in Metaverse

eHealth & Emergency

ucture

SNS Journal 2023

Culture, Tourism & Entertainment

UC10: Immersive Fan Engagement
UC11: Service Robots for
Enhanced Passengers' Experience

UC12: City Parks in Metaverse
UC13: Extended XR Museums
Experience
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Use Cases

definition

{with users involyment)

Deployment

p 4

TrialsNet 1
Mew network functions,

updated infrastructures,

new radio bands,

update of software

components of the

applications, etc.

user experience to find product/market fit,
identify what demand is still not covered,
and what it is critical to consider for future
network evolution in terms of requirements
for the products and services

IN-T-TeYNa®]  To achieve this, TrialsNet will design
and deploy platforms and network

solutions with advanced func-
tionalities based on dynamic slic-
ing management (E2E orchestration,
NFV, MEC and AlI/ML methods) to
be trialled on different network
architectures (3GPP and O-RAN).
Design objectives of sustainability and
affordability of the deployed systems
will be also treated with the highest
priority.

Finally, TrialsNet will also develop ap-
propriate technical and socio-eco-
nomical assessment frameworks
mapping quantitative and qualitative
measures and visualising the dynamics
of the use cases for societal accept-
ance. Proper KVIs will be monitored,
tested and refined to provide a so-
cio-technical vision for early adoption
of 6G solutions.

Based on the above activities and with a
view to making the urban environment
more liveable, through improvements
in the different areas, TrialsNet will
then pursue the objectives of:

Trials Supported By Smart
Networks Beyond 5G

i) understanding where current net-
works fall short of ensuring the
performance needed by the use
cases, and

ii) establishing the new require-
ments for next generation mobile
networks.

Coordinated by
Silvia Provvedi (Ericsson)

January 2023-December 2025
Website: www.trialsnet.eu
Twitter: twitter.com/trialsnet

&

=]

To this end, TrialsNet has defined the
methodology depicted below, creating
value from the trialling of the specific
UCs, evaluating where the supporting
network infrastructure can be im-
proved, optimising thanks to specific
innovations developed in the project,
and defining new requirements when
needed.

During the project’s lifetime, TrialsNet

will launch an Open Call that will
bring new key stakeholders onboard
to implement additional, diversified
and heterogeneous vertical use cases,
supporting the deployment of new
trials over the project platforms and
network solutions, and to extend its in—
frastructures dimension in other parts
of Europe. The Open Call will then
maximise the impact of the TrialsNet's
activities and accelerate the adoption
of its solutions by demonstrating their
flexibility, user acceptance and tech-
nology transfer.

The launch of the Open Callis planned
for November 2023. New partners are
expected to be onboarded into Tri-
alsNet's activities in early June 2024.

=l ((101))
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The project portfolio includes two Coordination and Support
Actions focused on internal operational aspects of the

SNS Partnership, on establishing a dialogue with EU initiatives
(e.g., related partnerships, national initiatives, etc.) and

on promoting SNS results and achievements at a global level
while working towards the definition of global standards.
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The SNS |ICE project will provide the collaboration environment
for dialogue amongst European and global stakeholders involved
in the preparation of 6G smart networks and services.

It will be the instrument to present,
leverage, and position SNS JU
activities and achievements in major
European and global fora. As such,
the project will become the de-facto
ambassador of the SNS JU programme
and its R&I projects by establishing
dialogues with:

- peer Horizon Europe Partnerships,
+ national initiatives,

- research and development clusters,
- key vertical industries,

- international associations;

KEY OBJECTIVES

The above vision of SNS ICE will be
achieved through the realisation of
three specific key objectives, namely:

Establish relationships and create a
framework for dialogues and coop-
eration,

Promote SNS activities and achieve-
ments, identify potential target areas
and provide feedback from global
initiatives to the SNS JU,

- Target consensus building and create
a roadmap for future steps.

This ambassadorial role of the SNS ICE
project will be a key to meeting the
abovementioned objectives and se-
curing European ICT stakeholders’
competitiveness on the global stage. It

SNS Journal 2023

is imperative that SNS JU projects be
constantly aware of global standardi-
sation priorities, trends, and activities.
SNS ICE objectives directly address the
creation of a collaboration ecosystem
(working closely with SNS OPS) and
the establishment of fruitful dialogue
amongst stakeholders (i.e., SNS re-
search and innovation projects) at the
European and international levels, as
well as supporting their cooperation
with vertical industries and entities
outside of the SNS JU. The SNS ICE
will also play a key role in supporting
the SNS presence in future Global
6G Events. The initial planned list of
relevant stakeholders for SNS ICE is
presented in the figure.

((1 04))
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= Vertical

= Sectors

= Automotive
= Transport
= eHealth

= Smart Factories |
= Public Safety
= Agriculture

= Energy

= Media

= 5G Americas
= 5G Brasil
= 5G Forum
= 5G ME —
= ENCOOR
= IMT-2020
= TSDSI

SNS-ICE initial list
and categorisation
of stakeholders

= European National Initiatives
EUREKA Cluster

= CE Corridors/Communities

= Digital Europe SCoDIHNet

—u

Vertical
Sectors

SNS-ICE

International
Cooperation

Standardization

= 3GPP
= ETSI
= IETF
= ITU

= KDT
= HPC
= Photonics
"= Al Data & Robotics
= CCAM
= Transcontinuum

EU
Partnerships

= 5GAA

= 5G-ACIA
= ECSO
= ERTICO
= ESA

= NEM

= NGMN
~ = PSCE

Peer
Associations

APPROACH

Smart Networks and
Services International and
European Cooperation
Ecosystem

Coordinated by
Kostas Trichias (6G-1A)

January 2023-March 2025

Website: smart-networks.europa.
eu/csa-s/#SNS-ICE

SNS
€=

SNS ICE plans to achieve the objectives
listed above by working towards a
diverse portfolio of outcomes, includ-
ing delivery of global 6G R&lI trend
reports and alignment analysis with
the SNS 6G roadmap, evaluation of
the acceptance and impact analysis
of SNS Phase 1 results, evaluation
of 6G collaboration in Europe and

worldwide, trend analysis in vertical
sectors, dissemination and promotion
of SNS exploitable results and more.
SNS ICE will also target the organisa-
tion of multiple physical and virtual 6G
oriented events targeting stakeholders
ona European and global level and even
dedicated vertical events SNS OPS.

((1 0 5))
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The SNS OPS project is devoted to supporting the operations
of the 6G Smart Networks and Services Joint Undertaking (SNS JU).

VISION AND
KEY OBJECTIVES

The planned work is to facilitate the
activities of the European SNS Initia-
tive, as outlined in the SNS contractual
partnership. This includes:

Support for the Smart Networks
Services (SNS) institutionalised Eu-
ropean partnership and the related
programmatic organisation through
cross SNS projects coordination.

- Organisation of the SNS as a co-
herent programme with clear links
tothe 6G Infrastructure Association

and the ECvia the partnership board
and the JU Office and their strategic
policies.

Maximised output and exploitation
of SNS project results in key do-
mains (e.g., standardisation, spec-
trum) through managed cooperation
between projects on horizontal is-
sues.

Inter JU coordination and joint ac-
tions.

APPROACH

Supporting the SNS JU
Operations

s SNS

OPS

Coordinated by
Uwe Herzog (Eurescom)

January 2023-March 2025

Website: https://smart-networks.
europa.eu/csa-s/#SNS-0PS

The SNS OPS project will also orches-
trate and organise strategic activities
to capture and promote the European
view on 6G, the achievements of the
6G SNS and will start the process of
monitoring the development and im-
pact of these results on the evolution
of 6G in Europe over the period of life
of the 6G SNS initiative.

At a strategic level, there is a close
relation between the planned activities
ofthe SNS OPS project, in terms of the
expected outcomes, and the ambitions
of the SNS JU.

The size and scale of the SNS JU will
mean that the programme involves
many participants, hence a need to
involve these players — through the
projects and the 6G-1A membership
—inthe ongoing SNS assessments of
the programme, its progress, future
directions and how to steadily improve

programme activities to create more
value and impact. To achieve this, the
SNS OPS project will consolidate and
present the value and relevance of
SNS activities to a wide community
of stakeholders on an ongoing basis
throughout the life of the project. The
SNS OPS project will facilitate the
following outcomes using the skills
and experience of the SNS OPS pro-
ject team.

SNS OPS will also look to the future
and consider what additional actions
are necessary to maintain European
momentum and leadership in 6G and
facilitate the 6G take-up in Europe’s
vertical sectors.

During the life of the SNS OPS pro-
ject, the SNS JU will be launching and
expanding its first phase activities
and preparing for subsequent phases.

Communication Support Actions (CSAs)






ACRONYMS AND

ABBREVIATIONS
5GCN 5G Core Network DID
5G NR 5G New Radio DaaS
5G PPP 5G Public Private Partnership DetNet
5G SA 5G Standalone Dev
5GTNF 5G Test Network Finland D2D
5GTNF 5G Test Network Finland DPD
5G 5th Generation Wireless DSP
Systems DAC
6G-1A 6G Smart Networks and Services oT
Industry Association
. . D/0
6G 6th Generation Wireless
Systems DDoS
AP Access Point DLT
ADAS Advanced Driver-Assisted DU
Systems EDoS
Al4Edge Al for Edge
AICP Al-driven Multi-stakeholder EAS
Inter-domain Control-Plane EdgedAl
AC Anonymous Credential E2E
ABS Anti-lock Braking System eMBB
API Application programming CORENect
interface
Al Artificial intelligence
Alaa$ Artificial Intelligence as a ETSI
Service
ADL Asynchronous Distributed EU
Learning XAl
AR Augmented Reality XR
BS Base Station L
BBU BaseBand Unit FPGA
B5G Beyond 5G ESTP
B-RAN Blockchain RAN
CapEx Capital Expenditure FLC
CPU Central Processing Unit
cu Centralised Unit FOKUS
C-RAN Cloud Radio-Access Network FHE
CAPIF Common API Framework GDPR
CPRI Common Public Radio Interface
CSA Communication and Support GEO
Action Ghyte/s
CSAs Communication Support Actions GHz
cD Continuous Delivery GPU
cl Continuous Integration GHG
CoMP Coordinated Multipoint HAPS
XApps Cross Applications HPC
cTI Cyber Threat Intelligence lloT
CPS Cyber-Physical System IcT
DPU Data Processing Unit
DSA Decarbonisation Service IT
Agreement 1/0
DID Decentralised IDentifier
SNS Journal 2023

Decentralised IDentifiers
Desktop as-a-Service
Deterministic Networking
Development
Device-to-Device

Digital Predistortion

Digital Signal Processing
Digital to Analog Converter
Digital Twin
Digital-to-Optical

Distributed Denial of Service
Distributed Ledger Technology
Distributed Unit

Economical Denial of Sustain-
ability

Edge Application Service
Edge for Al

End-To-end

enhanced Mobile Broadband

European Core Technologies for
future connectivity systems and
components

European Telecommunications
Standards Institute

European Union

Explainable Al

Extended Reality

Federated Learning

Field Programmable Gate Arrays

Financial Supportto Third
Parties

Foundation’s Field Level Com-
munication

Fraunhofer Institute for Open
Communication Systems

Fully Homomorphic Encryption

General Data Protection
Regulation

Geosynchronous Earth Orbit
Gigabyte Per second
Gigahertz

Graphics Processing Unit
Greenhouse Gas

High Altitude Platform Station
High Performance Computing
Industrial Internet of Things

Information and Communication
Technologies

Information Technology

Input/Output

ISAC

IRS
ITS

NIC
IETF
loT
JCAS

KPI
Kvi
KCL
LRT
LoS
LoRa
LTE-M

LEO
ML
M&0
MANO
mMTC

mMIMO
MAC
mmWave
ms
MORIS

MB
MBoSDM

MEC
MAS
MDP
MG-ON

MIMO
NB-loT
NCSR

NI
Al-Al
NEF
NEF
NOS
gNB
NGSO

Integrated Sensing and Com-
munication

Intellectual Property
Intelligent Reflecting Surfaces

Intelligent Transportation
Systems

Interface Card
Internet Engineering Task Force
Internet of Things

Joint Communications And
Sensing

Joules

Key Performance Indicator
Key Value-based indicator
King's College London
Light Rail Transit
Line-of-Sight

Long Range Radio

Long Term Evolution for
Machines

Low Geostationary Earth Orbit
Machine Learning
Management and Orchestration
Management and Orchestration

massive Machine-Type Com-
munication

Massive MIMO
Medium Access Control
millimetre Wave
Millisecond

Maobile Robot Operating System
for Industry 4.0 Scenarios

Multi Band

Multi Band and Space Division
Multiplexing

Multi-Access Edge Computing
Multi-Agent Systems
Multi-domain Data-Plane

Multi-Granularity Optical
Network

Multiple-Input Multiple-Output
Narrowband Internet of things

National Centre for Scientific
Research

National Instrument

Al native Air Interface
Network Exposure Function
Network Exposure Function
Network Operating System
next Generation Node B

Non-geostationary
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NTN

NBI

OPC
OPCUAFX

Open RAN
0AI

OpEx

oT

Ops

0XC
oDAC

ON
0/E/O0
OpenRU
0TA
oTT
PON
PHY
M2MP
P2MP
P2P
Pac
PoC
PLMN
PPDR

QoE
RAN
RF
RRM
RU
RSU
RTRIC

RIS

RIS

Non-Terrestrial Networks
Northbound Interface
Open Platform Communications

Open Platform Communications
Unified Architecture Field
eXchange

Open Radio Access Network
Open-Air Interface
Operating Expense
Operational Technology
Operations

Optical Cross-Connect

optical Digital-to-Analog
Converter

Optical Node

Optical to Electrical to Optical
0-RAN Radio Unit
Over-The-Air

Over-The-Top

Passive Optical Networks
Physical Layer
Multipoint-To-Multipoint
Point-to-MultiPoint
Point-To-Point
Post-Quantum Cryptography
Proof of Concept

Public Land Mobile Network

Public Protection and Disaster
Relief

Quality of Experience

Radio Access Network
Radio Frequency

Radio Resource Management
Radio Unit

Radio-Side Unit

Real-Time RAN Intelligent
Controller

Reconfigurable Intelligent
Surface

Reconfigurable Intelligent
Surfaces

RloT
RloT
ROADM

RIS
RIS
RAW
RRU
R&D
R&l

RI
rApps
SatCom
SMPC
SPT4AI

SMo

SBA
SLAM

S-BVT

SME

SNSJU

swW

SDK
SMA
SDI

SDM
SDM
SDO

SoTA
soc
TRL
TPU

SNS Journal 2023

Reconfigurable loT Node
Reconfigurable loT node

Reconfigurable Optical Add-
Drop Multiplexer

Reconfigurable Surfaces
Reflective Intelligent Surfaces
Reliable and Available Wireless
Remote Radio Unit

Research and Development
Research and Innovation
Research Infrastructure
Robotic Applications

Satellite communication

Secure Multi-Party Computation

Secure, Private and Trustworthy
Al

Service Management and
Orchestration

Service-Based Architecture

Simultaneous Localisation and
Mapping

Sliceable Bandwidth Variable
Transceiver

Small and Medium-sized
Enterprise

Smart Networks and Services
Joint Undertaking

Software

Software Defined Network
Software Development Kit
Software Management Agent

Software-Defined Infrastruc-
tures

Space Division Multiplexing
Space Division Multiplexing

Standards Development
Organisations

State-of-The-Artresearch
System-on-a-Chip
Technology Readiness Level

Tensor Processing Units

THz
TN
Taa$
3D
TSN
TN
TEE
URLLC

uHDD
uHSLLC

uws
UN
USRP

UMA
UAV
UAM
uc
UE

ul
up
UPF
v2x
vav
Ve
Vim
VNF
VR
vRAN
WBSS
WDM

ZPK
ZSM

XR
ZsM

Terahertz

Terrestrial Networks

Testing as a Service
Three-Dimensional

Time Sensitive Networking
Trial Network

Trusted Execution Environment

Ultra-Low-Latency Communi-
cations

Ultra-High Data Density

Ultra-High-speed with Low-la-
tency Communication

Ultra-Wide-Band
United Nations

Universal Software Radio
Peripheral

University of Malaga Campus
Unmanned Aerial Vehicle
Urban Air Mobility

Use Case

User Equipment

User Interface

User Plane

User Plane Function
Vehicle-to-Everything
Vehicle-To-Vehicle
Verifiable Credential

Virtual Infrastructure Manager
Virtual network function
Virtual Reality

Virtualised RAN

WaveBand Selective Switch

Wavelength Division Multi-
plexing

Zero-Knowledge Proofs

Zero-touch network and Service
Management

Extended Reality
Zero Service Management
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