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1 INTRODUCTION  

As the telecommunications industry advances beyond 5G, the transition to 6G is set 

to revolutionize the way networks are designed, deployed, and utilized. The 6G 

Architecture Working Group has prepared this white paper to define the fundamental 

architectural principles that will guide the development of next-generation mobile 

networks. The white paper provides an extensive analysis of the key technological 

enablers, system design choices, and research challenges that will shape the 6G 

ecosystem. 

Unlike previous generations, 6G networks will move beyond connectivity to become 

intelligent, context-aware, and adaptive systems, leveraging artificial intelligence (AI), 

deep-edge computing, non-terrestrial networks (NTN), and integrated sensing and 

communication (ISAC). This transition will require a fundamental rethinking of network 

architecture, ensuring that 6G can support ubiquitous, sustainable, and resilient 

communication across heterogeneous environments, from urban landscapes to remote 

and un(der)served areas. 

This white paper begins by analysing the state of current 5G and Beyond 5G (B5G) 

deployments, highlighting experimental testbeds and federated research platforms 

across Europe that integrate cutting-edge technologies like network slicing, AI-enabled 

orchestration, multi-access edge computing (MEC), real-time extended reality (XR) 

applications, and NTN connectivity. Despite these advancements, critical technology 

gaps persist in latency, energy efficiency, network scalability, and interoperability with 

respect to the demanding requirements of existing and future vertical use cases. Key 

challenges include latency constraints for time-sensitive applications, throughput 

limitations for future applications like holographic communication, energy efficiency 

concerns for sustainability of networks, and scalability and interoperability issues. This 

sets the stage for the 6G system blueprint, detailing how 6G will address these 

challenges. 

The 6G System Blueprint outlines the key architectural principles that define 6G’s 

end-to-end design. These principles include cloud-native, AI-driven networks for 

dynamic, intelligent network management; modular and scalable architectures to 

support diverse use cases; intent-based networking (IBN) for dynamic adaptation to 

user intent; and ISAC for real-time environment perception.  The 6G architecture will be 

built upon a multi-layered framework consisting of an infrastructure layer integrating 
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terrestrial, aerial, and space-based network components and resources; a network layer 

with a unified, software-defined design incorporating 6G radio access networks (RANs), 

core network functions (NFs), and beyond-communication services enablers; an 

application layer with an AI-driven service framework for customized network 

functionality; and a security and trust layer with a decentralized zero-trust security 

model. This blueprint redefines network flexibility, enabling adaptive, programmable, 

and AI-powered connectivity. 

Key enhancements will shape the evolution of 6G, including resource management 

in the deep-edge-edge-cloud continuum, leveraging distributed computing and AI-

driven workload orchestration; zero-trust security and interoperability through zero-

trust networking (ZTN) and standardized APIs; and sub-network integration in 6G 

networks, featuring dynamic, software-defined sub-networks. 6G will extend 

connectivity beyond terrestrial networks by NTNs for global coverage, enabling direct 

handheld access to satellites, and incorporating optical wireless communications 

(OWC) for seamless indoor and outdoor coverage.  AI will be native to 6G, embedding 

intelligence into network automation, intent-based communications, and digital twins 

for predictive analytics.  6G will merge wireless communication with environmental 

sensing, enabling smart cities, industrial IoT, vehicular communication, and healthcare 

innovations. 

Security, resilience, and trust in 6G will be ensured through a multi-layered security 

framework covering end-to-end encryption, post-quantum cryptography, AI-driven 

threat detection, and resilient network architectures. Sustainability is a core pillar of 6G, 

with energy-efficient architectures addressing green AI-powered network 

management, sustainable hardware design, and intelligent resource allocation. Network 

exposure capabilities, on the other hand, will foster innovation and create an API 

ecosystem for exposure services, leading to more flexible networks that can 

accommodate a wider range of use cases. Finally, the white summarizes the main 

findings on the architectural components, highlighting trends, solutions, and depicting 

a roadmap towards the 6G architectural design.  This white paper serves as a 

comprehensive guide to 6G architectural advancements, design principles, and 

emerging technologies, aiming to redefine global connectivity by addressing flexibility, 

intelligence, security, and sustainability. 
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• Advances in orchestration frameworks and adherence to standards like 3GPP 

and GSMA/Camara APIs will enable more effective traffic isolation and 

management for uplink-heavy use cases [TrialsNetD2.3]. 

Federated experimental platforms require further development to support advanced 

interoperation and vertical integration. Key gaps include: 

• Horizontal and Vertical Interoperation: Platforms must enhance cross-domain 

coordination to support scalable and dynamic experimentation. 

• Service Reliability and Energy Efficiency: Ensuring consistent service quality and 

power-efficient operations across diverse use case scenarios. 

• Network Upgrades: Broad adoption of 5G SA, improved edge computing, and 

enhanced spectrum usage are critical to addressing latency, throughput, and 

coverage challenges. 

While current platforms demonstrate promising results, gaps in performance, 

scalability, and resource efficiency must be addressed to fully realize their potential. 

Integrating emerging solutions such as the ones that we propose in this will play an 

important role for efficiently integrating this view. 

Advancing experimental platforms and leveraging collaborative research across 

Europe are essential for enabling next-generation communication services. These 

efforts will drive innovation while ensuring sustainability, adaptability, and 

interoperability in the evolving 5G and Beyond 5G ecosystem. 

1.2 REFERENCES 

[6G-IA-1] 6G-IA Trials WG https://6g-ia.eu/6g-ia-working-groups/#trials 

[FUDGED3.2] P. Chakraborty and M.-I. Corici, “FUDGE-5G D3.2 On-boarding and Deploying of 
the Vertical Use Cases”, 2024. 

[Fer+22] S. Fernández, M. et al., “Multiparty Holomeetings: Toward a New Era of Low-Cost 
Volumetric Holographic Meetings in Virtual Reality”, IEEE Access 2022. 

[SANDBOXD2.1] G. Makropoulos, “Deliverable D2.1 - Ecosystem analysis and 6G-SANDBOX 
facility design”, Zenodo, Jul. 2023. doi: 10.5281/zenodo.8366395. 

[SNS-1] SNS-JU Project Portfolio https://smart-networks.europa.eu/project-portfolio/  

[SNS-2] SNS-JU Trials & Pilots Brochure  

[Mon+22] M. Montagud, et al., “Towards SocialVR: Evaluating a Novel Technology for Watching 
Videos Together”, Virtual Reality (Springer), 2022. 

[TrialsNetD2.3] G. Scivoletto, “Deliverable D2.3 - Final design of Platforms and Networks 
solutions”, Zenodo, Dec. 2024. doi: 10.5281/zenodo.14512906. 
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https://smart-networks.europa.eu/wp-content/uploads/2025/06/sns_tps_brochure_may25_final.pdf
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2 SYSTEM BLUEPRINT 

There is a need for a more flexible and adaptable E2E system architecture for 6G 

compared to previous generations. 6G will need to support an efficient mobile 

communication service as well as the new 6G offerings such as beyond communication 

services, AI and compute offloading. Furthermore, 6G will also be able to process data, 

generate insights, and deliver value-added services such as spatial/temporal data 

services, computation services and intelligence services (e.g., such as AI functionality, 

analysis, and optimizations).  

Additionally, as compared to the previous generations, a wider ecosystem 

collaboration between mobile network operators, cloud providers, enterprises, vertical 

industries, integrators, application developers, application service providers, end users, 

etc., will be a prerequisite to creating value for all players. This demands the 6G network 

to be a versatile platform interfacing with a broad range of applications, which can be 

tailored to the specific requirements of the ecosystem players.  

The architecture should also support the ability to better scale networks than in 

today’s 5G deployments. This should be done dynamically, based on current needs, to 

improve efficiency. 

2.1 ARCHITECTURAL DESIGN PRINCIPLES 

The services provided by the 6G platform will be implemented through multiple 

interacting subsystems, which encompass device evolution, network infrastructure 

enhancements, advanced network capabilities, and pervasive functionalities including 

security and privacy, data handling, artificial intelligence frameworks, and end-to-end 

management and orchestration. In order to ensure flexibility and programmability, the 

6G platform will expose a diverse set of Application Programming Interfaces (APIs) to 

applications, users, and industry verticals using these services, with the capability to 

extend the APIs over time. The 6G E2E system will adhere to the ten architectural 

principles detailed in Table 2.1, thus offering an efficient framework to support emerging 

6G technologies. 
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framework for data analysis, AI integration, and the 
coordination of RAN functions, transport NFs, 5G/6G 
cloud native functions (CNFs). E.g., separation of 
control plane (CP) and user plane (UP), resilient 
mobility solutions, enhanced redundancy and 
recovery mechanisms. 

Persistent security 
and privacy 

The objective is to establish a comprehensive 
framework in the 6G E2E system that ensures 
security and privacy are integrated across all 
components with the goal of assuring a trustworthy 
environment. E.g., address current as well as future 
threats in a resilient manner and incorporate security 
fundamentals in its design, inherently support the 
preservation of privacy, allow different levels of 
anonymity for future services. 

Trustworthiness 

Cloud –optimized 
internal interfaces 

This effort centres on the deployment of cloud-native 
virtual NFs, emphasizing the development of 
exposure interfaces that facilitate seamless internal 
communication between different layers of the 6G 
E2E system. 

Economic 
sustainability, 
environmental 
sustainability, 
Trustworthiness 

Separation of 
concerns of NFs 

This refers to the optimized functionality in CN and 
RAN with bounded context and no duplication, 
avoiding complex interdependencies and cross-
functional signalling- Self-sustained NFs with minimal 
dependency on other NFs. 

Trustworthiness 

Network 
simplification in 
comparison to 
previous 
generations 

This initiative aims to avoid many standardized 
deployment options and protocol splits. It also 
involves the evolution of the 5GC to accommodate 
the requirements of 6G RAN. The focus is on 
simplifying protocols and minimizing User Equipment 
Network (UENW) signalling. 

Economic 
sustainability, 
environmental 
sustainability, 
Inclusiveness 

Minimization of 
environmental first 
order effect and 
enabling 
sustainable use 
cases 

This principle aims for E2E orchestration, 
emphasizing energy-efficient and cost-conscious 
operations. It involves the implementation of a 
pervasive data and analysis framework alongside the 
modularization of NFs. The infrastructure layer in the 
6G E2E system should optimize both energy 
consumption and costs for enhanced sustainability 
and operational efficiency of the use cases. 

Economic 
sustainability, 
environmental 
sustainability, 

2.2 SYSTEM BLUEPRINT 

Starting from the use cases, the underlying architecture design principles and the 

ecosystem environment, the needed capabilities and requirements can be extracted to 

develop and assess the system performance as well as showing that the majority of the 

6G use cases have a significant positive impact on social, economic and environmental 

sustainability in light of the offered key values. This is an iterative design process 
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wherein enablers tackling various aspects of the 6G system are analysed for their 

seamless integration into the 6G E2E system blueprint. This approach aims to create a 

system that aligns closely with the real-world needs and expectations of users and 

stakeholders, fostering a more adaptive and responsive design.  

A mature form of 6G E2E system blueprint thus obtained, which is discussed and 

further detailed in [HEX225-D25], is depicted in Figure 2.1, wherein several novel 

aspects are encompassed. 

 

Figure 2.1: E2E System Architecture 

The infrastructure layer encompasses all the E2E infrastructure and resources, 

physical or virtualized, spanning across different technological domains and 

administrative domains. It introduces the device-edge-cloud continuum, shortened as 

cloud continuum principle, which will be essential for the 6G E2E system. 

The network layer comprises beyond communications functions as well as the 6G 

RAN and Core NFs blocks. Considering the simplicity of evolution from earlier 

generations to 6G, the 6G radio access should support a single-RAT architecture only, 

i.e., a 6G UE that connects via the 6G radio interface establishes a connection to the CN 

for 6G without any complex inter-RAT multi-connectivity, as compared to the 5G 

paradigm. The 6G Core NF will be an extension of 5G Core network instead of a subset. 

The 6G Beyond Communications Functions depicts the functionalities to realize new 

services expanding beyond the communication capabilities. 
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the N2 interface from the User Equipment (UE) to the Access and Mobility Management 

Function (AMF) may be kept. The main reason for this is a smoother migration from 5G 

using the same anchor point [HEX225-D35]. However, the N2 interface may need to be 

evolved compared to 5G in order to handle the demand for a more cloud-friendly 

environment.  

Another aspect to consider is that 6G aims to support new services and use cases. 

Although AI and ISAC are the most visible examples of new 6G services that will put 

new requirements on the E2E network, there may be others not yet anticipated. Building 

upon the Service-Based Architecture (SBA) of 5G, 6G can target streamlined NF design 

by collocating or refactoring 5G NFs as well as developing new 6G NFs. This 

streamlined design can target different aspects of the network, e.g. reduced signalling, 

increased flexibility or communication overhead, etc. Modular networks also bring out 

challenges in the interactions between different modules and orchestration of the 

modules and entities. 

2.4 MODULAR ARCHITECTURE DESIGN 

From the network performance perspective, 6G is envisioned to exceed 5G 

performance which puts additional requirements to the CN design. In addition to the 

well-known KPIs, such as lower latency or high throughput, the 6G network needs to 

ensure streamlined operations with decreased number of standardized APIs, NFs and 

signalling. Therefore, 6G should further enhance the deployment and operational 

flexibility by revisiting the 5G CN NF design where needed. It is crucial to find a balance 

between the granularity of NFs and the number of interactions between system 

elements. This balance enables flexible and modular addition, update, and replacement 

of NFs. While a high level of granularity in the control plane has its advantages and 

disadvantages, understanding the various granularity options and their impact on end-

to-end performance is essential to fully grasp the potential of network modularization. 

The evaluation and analysis of these designs that compass different levels of modular 

granularity is in line with the pros and cons analysis presented in Table 2.2. 

Table 2.2: Advantages and disadvantages of high granularity modules 

Advantages Disadvantages 

Efficient resource scaling through scalability 
management 

Need for defined interfaces for cross-vendor 
deployments 



https://hexa-x-ii.eu/wp-content/uploads/2024/01/Hexa-X-II_D2.2_FINAL.pdf
https://hexa-x-ii.eu/wp-content/uploads/2024/01/Hexa-X-II_D2.2_FINAL.pdf


https://hexa-x-ii.eu/wp-content/uploads/2024/04/Hexa-X-II_D4_3_v1.0_final.pdf
https://hexa-x-ii.eu/wp-content/uploads/2025/03/Hexa-X-II_D3.5_v1.0.pdf
https://hexa-x-ii.eu/wp-content/uploads/2025/02/Hexa-X-II_D6-5_final.pdf
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3 EXTENSIONS 

This section focuses on additional innovations and key enhancements needed to 

enhance the foundational concepts of 6G architecture [NGMN]. These extensions 

address the integration of emerging technologies, the scalability of existing 

frameworks, and the adaptation of network functionalities to evolving user demands 

and environmental constraints. By building on core elements such as resource 

optimization, security, and interoperability, these extensions aim to future-proof the 6G 

ecosystem. Key focus areas include expanding the role of AI-driven network 

intelligence, enhancing the modularity of NFs, and enabling seamless integration with 

non-terrestrial networks and quantum computing paradigms. Together, these 

advancements position the 6G architecture to not only meet but exceed the complex 

demands of next-generation applications and services 

3.1 INTEGRATION OF OVERARCHING CONCEPTS INTO 

THE 6G ARCHITECTURE  

This section explores the integration of foundational concepts that guide the 6G 

architecture, emphasizing the seamless connectivity and interoperability across 

heterogeneous networks. Key aspects include the unification of distributed sub-

networks into a cohesive "network of networks," the adoption of advanced virtualization 

techniques, and the enhancement of resource management through AI-driven 

frameworks. These concepts aim to address the growing demands of ultra-reliable, 

low-latency communication, and energy efficiency while supporting dynamic and 

adaptive network functionalities. By incorporating overarching goals, the 6G 

architecture aspires to provide a robust, scalable, and future-ready framework capable 

of meeting the diverse requirements of next-generation applications. 

3.1.1 RESOURCE MANAGEMENT IN THE DEEP-EDGE-EDGE-CLOUD 

CONTINUUM 

The softwarization of entities at the deep edge (such as vehicles or robots), 

combined with their increasing levels of automation and the virtualization of 

components, is placing growing flexibility and reliability demands on networks that must 

support a rising number of compute-intensive applications, functions and control 

processes (e.g. for autonomous driving), which cannot be efficiently accomplished by 
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NIF complements NWDAF by exploiting the CCREF (also NEF from application to 

NF layers) and deriving AI-driven proactive network management solutions in 

CCRMF, e.g., through the prediction of the availability of computing and 

connectivity resources in the deep-edge – edge – cloud continuum.  

 

Figure 3.2: Example of realization of the 6G architecture enablers identified in 

Figure 3.1 for offloading with dynamic and coordinated resource management in the 

6G continuum.  

Figure 3.2 shows an example of the realization of the system architecture depicted 

in Figure 3.1 using the sub-network integration with 6G parent network Figure 3.1. For 

guaranteeing the survivability of sub-networks when the integration with the 6G parent 

network cannot be established, NFs can flexibly be deployed/instantiated in the sub-

network nodes depending on their capabilities. For the isolated operation of sub-

networks, Higher Capabilities (HC) devices with SNM/OFF/GW roles are entitled to 

jointly manage the communication and computing resources exposed by other elements 

of the sub-network (e.g., LC) to the CCREF, following the policies and procedures of 

the CCRMF and satisfying the service requirements of the SNEs exposed through the 

NEF. The flexible deployment of the network layer functions also allows for the 

centralized and partially decentralized (via functional splitting between the sub-network 

and the 6G-parent network) management of computing and connectivity resources of 

the deep-edge – edge – cloud continuum.    
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modular NFs, decentralized identity models, and efficient signalling management. 

These improvements are essential for unlocking the full potential of 6G networks. 

Simplifying the deployment of sophisticated user-plane VNFs is crucial for unlocking 

new applications and markets. 

The Zero-Trust Layer (ZTL) [ORIG24-D21] aligns service providers' internal 

operations with network operators' continuous optimization efforts, thereby unlocking 

advanced functionalities like remote sensing and digital twinning. By fostering a 

cooperative control loop, the ZTL enables service providers to have a more direct 

influence on network operations, while ensuring privacy and security—like how 

hyperscale cloud services operate today. 

The ZTL offers both vertical and horizontal exposure. Vertically, it enhances network 

analytics by integrating feedback from service providers into the Network Data 

Analytics Function (NWDAF), enabling more precise customization without 

compromising confidential information. This approach allows service providers to 

optimize their own metrics in line with network quality of experience (QoE), which may 

differ from standard network metrics due to business-specific factors. 

Horizontally, the ZTL supports global operations, particularly for IoT devices, by 

facilitating efficient international roaming and enabling new business models. The 

architecture envisions a decentralized identity system, decoupling user authentication 

from the connectivity services provided by home operators. This allows visited 

operators to directly charge global end-users while giving home operators full visibility 

into these transactions. The ZTL also incorporates distributed ledger technology for 

secure, immutable record-keeping and network intelligence modules for real-time 

anomaly detection, enhancing the security, privacy, and operational efficiency of global 

networks. This forward-thinking architecture aims to transform traditional network 

interactions and meet the high demands of next generation 6G networks, ensuring 

seamless, global connectivity for a diverse range of devices and services. 
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functions for the interplay between sub-networks and the respective 6G parent network 

must be defined, for example, in areas such as Radio Resource Management (RRM), 

security, network management, and interference management, or to support the 

dynamic and opportunistic offloading of certain functionalities from local 

processors/computing nodes in the sub-network (e.g., in a vehicle or robot) to remote 

computing units accessed through the 6G parent network (e.g., edge server/MEC or the 

cloud). 

The integration of sub-networks in the 6G NoN requires specific architectural 

components, sub-network control functions and interfaces that allow dynamic 

discovery of the sub-network nodes and their capabilities such as communication, 

computation, AI and power [6GSHINE24-D22]. Sub-network nodes could be 

categorized as High Capability (HC), Low Capability (LC) and Sub-Network Elements 

(SNE) depending on their capabilities and reflecting the degree to which they can 

(autonomously or in coordination with the 6G parent network) take on certain (sub-) 

network control and management roles. These roles could be represented as clusters 

of high-level functionalities such as communication, management and computation. 

Without loss of generality, these roles could include:  

• Sub-Network Management (SNM): A sub-network node with SNM functionality 

manages the operational activities of nodes within a sub-network. This might 

include authentication, handover procedures, master clock roles, and monitoring 

of network performance. SNM nodes can also share the required configuration 

and management functions with the 6G parent network to control the sub-

network.  

• Gateway (GW): A sub-network node with the GW role can manage the data traffic 

routing within and/or across sub-networks. It can act as intra-sub-network or 

cross-sub-network relay as well as a gateway towards the 6G parent network. 

• Radio Resource Management (RRM): A sub-network node with the RRM role uses 

its capabilities to manage the radio resources of one or multiple other nodes 

within a sub-network. Distributed and centralized (with the assistance of the 6G 

parent network) RRM functions aim at maintaining the QoS requirements within 

the sub-network.   

• Compute OFFloading (OFF): A sub-network node with the OFF role uses its 

capabilities to orchestrate application and/or NF offloading from source 
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elements to target elements. Target elements can be within the sub-network or 

can be accessed through the 6G parent network. OFF node is also a provider or 

donor of computation resources to another element within the same or another 

sub-network. 

6G architectural components and their corresponding sub-network control functions 

are also necessary for assigning these roles to sub-network nodes (i.e., HC, LC and 

SNE) and ensuring their discoverability within the sub-network. To enhance 

survivability, 6G sub-network control functions must also ensure a degree of autonomy 

from the 6G parent network. Additionally, they should support mechanisms that enable 

dynamic role changes among sub-network nodes, allowing the sub-network topology 

and the distribution of application and NFs to be continuously adapted within the sub-

network and/or in coordination with the 6G parent network. 6G sub-network control 

functions should also account for challenging scenarios that arise from the potential 

mobility of sub-network nodes, both when they join or leave the subnetwork and when 

the entire sub-network moves across the coverage areas of different 6G parent 

networks. 6G sub-network control functions should also account for the potential 

temporal nature of sub-networks such as when they are established for time-bound 

tasks. 

3.2 INTEGRATION OF 6G NETWORK PARADIGMS 

This section discusses the seamless blending of network slicing, multi-access edge 

computing (MEC), and cloud-edge continuum strategies, which will ensure enhanced 

performance, resource efficiency, and service customization to meet the 

heterogeneous demands of advanced applications. By aligning these paradigms under 

a unified framework, 6G networks can provide dynamic, scalable, and intelligent 

services, supporting challenging use cases such as real-time extended reality, 

autonomous systems, and smart infrastructure. This integration is critical to unlocking 

the full potential of 6G networks and achieving global connectivity goals. 

3.2.1 NETWORK SLICING AND MULTI-ACCESS EDGE COMPUTING 

(MEC) 

Network slicing is a key feature of 5G and beyond systems, designed to 

simultaneously support multiple services with heterogeneous requirements (e.g., data 

rates, latency, reliability, availability). It allows creation of multiple end-to-end logical 
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networks, denoted as network slices, over a common physical infrastructure. Each 

network slice is optimized in accordance with the requirements of a set of services to 

be given within the slice. 

While the network slice concept is already quite consolidated, a new dimension of 

slicing that encompasses the edge computing domain has been recently introduced by 

the ETSI MEC standardization group with the so-called MEC Application slices [ETSI22-

MEC038], [ZLL+22]. This new dimension arises from a customer-driven perspective, 

where the customer uses a virtualized application (e.g., XR application, AI application), 

referred to as a MEC application (MEC App), that needs to run on the MEC system to 

perform computations. In this case, the MEC App cannot be considered as a part of the 

network slice only, since its requirements go beyond those of the network (i.e., data 

rate, latency, reliability) to include others such as computing resources, isolation at 

application level, virtualization approach (e.g., deployment as virtual machines, 

containers), etc. This motivates the introduction of a new MEC application slice as an 

independent entity from the network slices, which relies on similar concepts in terms of 

isolation and QoS guarantees but adapted to the MEC system [ZLL+22]. 

The 3GPP has defined a general architectural framework for management and 

orchestration [3GPP24-28.533] [3GPP23-28.530], while the concept of network slice 

management is introduced in [3GPP23-28.530]. Although the 3GPP architecture for 

network slice management in [3GPP24-28.533] is general and provides room for 

different implementations, a commonly considered approach is given in [BTB22] and is 

taken as a reference for the proposed slice manager in Figure 3.5. Specifically, the 

management of network slices is based on three functions: 

• Communication Service Management Function (CSMF): This function is the user 

interface for slice management and converts the Service Level Agreements 

(SLAs) (i.e. the business contract between the service provider and the client 

that specifies the service levels to be ensured) into the Service Level 

Specification (SLS), which includes the set of technical attributes that have to be 

satisfied by the network slice. 

• Network Slice Management Function (NSMF): This function is responsible for the 

management and orchestration of the network slice instance (NSI) to fulfil the 

SLS specified by the CSMF. This includes the different stages of the lifecycle 

management of an NSI, namely the commissioning (i.e. the slice creation, in 

which the necessary resources are allocated and configured based on the SLS 
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requirements), the operation (i.e. the activation, supervision, performance 

reporting, modification, and de-activation of the NSI) and the decommissioning 

(i.e. the termination of an NSI when it is no longer needed).  

• Network Slice Subnet Management Function (NSSMF): The NSMF splits an NSI 

into its subnet slice instances, i.e. RAN slice, TN slice and CN slice, indicating for 

each one the SLS to be fulfilled. Then, there is an NSSMF taking care of the 

lifecycle management of each subnet slice, namely the RAN NSSMF, the TN 

NSSMF and the CN NSSMF as depicted in Figure 3.5. 

Regarding the MEC App slice management, the following two functionalities defined 

by ETSI MEC in [ETSI24-MEC044] are to be considered: 

• MEC Application Slice Communication Service Management Function (MAS-

CSMF): This function is responsible for translating high level service-related QoS 

requirements into MEC App slice requirements. Moreover, it also facilitates the 

purchase and monitoring of MEC App slices for the customer, e.g. through the 

exposure of service performance and alarm information.  

• MEC Application Slice Management Function (MAS-MF): This function takes care 

of the design of the MEC Application Slice template (MAST) and of the lifecycle 

management of the MEC App slice instances according to the requirements 

specified by the MAS-CSMF. The MAST is a collection of parameters that define 

an information model including the MEC App slice identifier, the name, the 

designer, the version, the release time and the description. In turn, the lifecycle 

management consists of the creation, activation, operation and release of the 

MEC App slice instances across the MEC system. This can involve aspects such 

as the selection of the most appropriate MEC hosts at the edge sites of the edge-

to-cloud continuum to fulfil the QoS requirements established in the MAST. 

 

Figure 3.5: Network Slice Management at the Edge  
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This vision for joint management of MEC App slices and network slices is illustrated 

in Figure 3.6, which shows an example with two services, namely an XR service and a 

holographic communications service. Each one is supported by a different network 

slice, composed of RAN, TN and CN subnet slices, and a MEC App slice available at the 

MEC host of an edge-site, which in this specific case is co-located with the gNB. Each 

MEC App slice contains the required MEC Apps to support the computation task 

associated with the service. The gNB can forward tasks to the MEC host through the 

local breakout mechanism, which selects the IP-based traffic to be forwarded to the 

local User Plane Function (UPF) and from there to the MEC host. For instance, the 

rendering tasks of a user of the XR service are sent to the gNB through RAN slice #i, 

and then forwarded to the MEC host, which processes them in the rendering MEC App 

of MEC App slice #X.   

 

Figure 3.6: Vision for joint management of MEC App slices and network slices 

As seen in Figure 3.6, the slice manager needs to interact with other architectural 

components of the orchestration, management and control layer in order to support the 
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6. When considering latency variations of sub-components in an end-to-end 

system, the (TSN/DetNet) end-to-end traffic handling should be aware of the 

latency characteristics of sub-components in order to enable robust and 

optimized end-to-end deterministic network configurations [DET6G23-D31]. 

The proposed approach for end-to-end dependable time-critical communication 

advocates the following: (I) the acceptance and integration of stochastic elements, such 

as wireless links and computational elements, with a focus on characterizing their 

stochastic behaviour, and monitoring and predicting KPIs, such as latency or reliability, 

which can be leveraged to make individual elements plannable despite the presence of 

stochastic influences. Nevertheless, system enhancements to mitigate stochastic 

variances in communication and computational elements are required, by means of 

mechanisms such as packet delay corrections [DET6G23-D21]. (II) the management of 

the entire end-to-end interaction loop (e.g., the control loop from the sensor to the 

controller to the actuator), considering the underlying stochastic characteristics, 

especially with the integration of compute elements. (III) the adaptation between 

applications running on converged network infrastructures due to unavoidable 

stochastic degradations of individual elements. In other words, application requirements 

can be adjusted based on prevailing system conditions leading to more flexibility in the 

operations. 

The approach builds on the concept of time-awareness by ensuring accurate and 

reliable time synchronicity while also incorporating security-by-design for dependable 

time-critical communications. Generally, the notion of deterministic communication, 

where the behaviour of network, compute nodes, and applications is pre-determined, 

is extended towards dependable time-critical communication, where the focus is on 

managing communication (and compute) characteristics to provide the KPIs and 

reliability levels required by the application. Architectures and algorithms are facilitated 

for scalable and converged future network infrastructures that enable dependable time-

critical communication end-to-end, across domains, including 6G. 

3.3 TOWARDS A GLOBAL SBA 

This section outlines the vision for a Global Service-Based Architecture (GSBA) that 

unifies service declaration and management across diverse domains, including network 

operators, infrastructure providers, and application ecosystems. The GSBA aims to 

overcome trust and interoperability challenges by leveraging modular, API-driven 
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Figure 4.5: Representative case of the proposed MANO architecture that includes 

mobility and geo-localization management functions 

The infrastructure management framework of the proposed MANO follows an 

approach similar to the 3GPP Management Plane stack. Specifically, thanks to its 

hierarchical structure, it can directly and natively be interfaced with the stack as 

depicted in Figure 4.6. In particular, the 3GPP Management Plane functions have 

interfaces to the corresponding Global, Domain and Local Mobility Management 

Functions instances to receive the supplementary information used to associate 

functional instances of the 3GPP framework with their location in the 3D space. 

Consequently, it is possible to feed the 5G network control and management algorithms 

with data potentially important for handling dynamic network topology mechanisms, UE 

handovers, etc. 

 

Figure 4.6: 3GPP 5G System Management Plane in the proposed framework and its 

interconnection with the proposed Infrastructure Mobility Management stack 
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the Doppler shift). Such measurements can be performed under the assumption that 

the UEs are equipped with a GNSS receiver, so that they know their position, and the 

satellites transmit their ephemeris data, which contain their position and velocity. In 

cases, though, where the GNSS signals are weak and the position of the UE cannot be 

estimated with accuracy, there might be significant residual Doppler effects in the 

compensation process for OFDM-based waveforms. That is why operating in the delay-

Doppler domain, used in OTFS, is advantageous because the channel becomes sparser 

and varies on a much larger time scale than in the time-frequency domain, but it should 

be noted that there are several open areas for investigation regarding the introduction 

of a new waveform, such as OTFS. These include the design of synchronisation 

algorithms, random access protocols, and reference symbols for the Doppler shift 

estimation. 

Another important feature studied for achieving direct handheld access, namely 

distributed simultaneous transmission from multiple satellites, is a concept like the 

standardised coordinated multipoint (CoMP) aspect of LTE-Advanced, which allows 

joint transmission to a UE from several distributed antennas. Here, the different satellites 

take the role of distributed flying antenna arrays for which synchronisation in time, 

frequency, and phase needs to be done. 

 

Figure 4.7: Store and Forward mechanism in the distributed 5G CN architecture 
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between two concurrent UL connections. The new CA/DC evolution aims to decouple 

Downlink (DL) and Uplink (UL) (e.g., two DL connections and one UL connection, see 

Figure 4.9) and employ inherent use of in-active connections. For the in-active 

connections, the UE only needs to sparsely monitor the control signalling from the 

network. In addition, the in-active connections should be able to be activated on a short 

notice. To increase the robustness of the system, there is a need for a more flexible use 

of the UL so that the SCell may take over the role of control signalling in the UL. 

 

Figure 4.9: Proposed 6G multi-connectivity solutions overview [HEX223-D33] 

As part of the CA/DC evolution, faster addition of cells compared to 5G would be 

beneficial. Furthermore, an enhanced mechanism for PSCell/SCell addition when 

transitioning from Idle mode to Connected mode could be introduced. With this 

mechanism, the UE may perform measurements during Idle mode of specific, pre-

configured PSCells and not on all frequency layers to avoid higher battery consumption. 

Subnetworks 

Traditional networks may not be able to efficiently handle the increasing number as 

well as diversity of devices and applications. Additionally, 6G will introduce 

requirements for increased coverage, lower power consumption, higher data rates, 

increased resilience, and increased trustworthiness / user privacy compared to 5G. 

Subnetworks are formed voluntarily by a set of mutually trusting UEs to aid in achieving 

these KPIs/KVIs, which are capable of offloading functionalities from one node to 

another based on the information shared by the nodes to manage the radio resources 

more efficiently  and/or to provide connectivity to devices that are not in network 

coverage. 
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Subnetworks architecture and solution  

Forming inherently trustworthy subnetworks will also both extend coverage and 

create a seamless communication system. To achieve the latter, a device may smoothly 

transition from being served directly by a Base Station (BS) to being served by a 

Management Node (MgtN) and vice versa. The MgtN is a UE which acts as the 

subnetwork’s primary node, being able to communicate with the BS and other UEs. As 

an architectural option, the Control Plane (CP) entities of local devices can be flexibly 

deployed on the MgtN, allowing the subnetwork to use a new lightweight subnetwork 

CP (snCP) between the MgtN and the UE. In addition to relaying the UEs’ UP data to and 

from the overlay network, the subnetwork and especially the MgtN may assist a UE with 

multiple CP procedures, such as RRC configuration, mobility, and Idle mode procedures. 

Such an architecture is illustrated in Figure 4.10, where the snCP is used between the 

MgtN and the UE. Note that the snCP is transparent to the NW, since it includes 

configuration and procedures that take place within the subnetwork. The content of the 

configuration, however, is still managed by the BS. 

 

Figure 4.10: UE1 CP deployment at the MgtN and use of snCP within the 

subnetwork 

4.2.2 NTN INTEGRATION FOR 6G MULTI-CONNECTIVITY 

The unification of mobile terrestrial network and NTN segments in 6G opens the door 

to a more effective exploitation of the complete range of network resources available 
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Confluent transmission makes use of a combination of radio frequency wave (RFW, 

at THz and sub-THz frequencies), free space optical (FSO), switched flex grid 

wavelength division multiplexed (Flex-WDM) and OSaaS fibre transmission capabilities 

to form mesh networks offering a flexible management of high-capacity traffic with low 

latency and high energy-efficiency. In particular, RFW and FSO links enable the 

formation of mesh networks at the edge, where deployment costs and complexity 

prohibit wired mesh networks. These wireless links offer the efficiency and latency 

benefits of mesh data transport, while they can also be used to transmit control plane 

signals to manage both the wireless and wireline networks. This provides a new degree 

of freedom in the network control that is exploited to facilitate wireline switching and 

low latency. Analog radio-over-fibre (aRoF) transmitted over the wired network will 

efficiently be converted to RFW signals using novel plasmonic devices. Analog signals 

will be multiplexed with digital signals throughout the confluent xhaul network using a 

combination of optical and electronic switching to enable highly dynamic power and 

spectrum management. The efficiency of using such confluent xhaul network with high-

density cell-free radio access networks using coordinated multipoint and distributed 

multiple input multiple output (d-MIMO) techniques needs to be investigated for 

delivering high data capacity over a wide range of spectral bands, including line-of-

sight (LoS) communications subject to severe blocking and fading challenges. 

The potential of technologies such as RFW (at THz and sub-THz frequencies), FSO, 

and Flex-WDM fibre optics to deliver required performance by 6G need to be examined. 

Electronic RFW transceivers will be replaced by plasmonic-based ones to extend the 

reach of the RFW link and significantly reduce the energy consumption of the network. 

Moreover, creating a transparent fibre-FSO interface supporting multiple modulation 

formats would be desirable. This could be possible by novel, low-cost, adaptive 

photonic components and lantern technology. Optically switched and modulation 

format adaptive OSaaS can be used to efficiently multiplex and transport the signals 

from these diverse transmission links in mesh configurations and connect them with 

edge computing resources. OSaaS will also enable fibre and radio sensing signals to be 

carried alongside the communication signals.   
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5 ARTIFICIAL INTELLIGENCE AND 

COMMUNICATIONS 

The 6G architecture must inherently support AI as a Service (AIaaS) for both internal 

network operations and external applications, thereby enhancing automation and 

distributed intelligence. A critical application of AI in this context is network automation. 

The primary challenges to AI adoption for network automation involve the sustainability 

of the machine learning (ML) training process, particularly in terms of energy 

consumption and environmental impact, as well as the perceived trustworthiness of AI 

decisions. To address these challenges, ML training and inference should employ 

techniques and architectures that optimize computing resource utilization and power 

consumption. This includes selecting the optimal placement of AI/ML functions based 

on data location, utilizing computing nodes powered by renewable energy, adopting 

collaborative learning techniques to distribute the training process, and properly 

scheduling training and re-training activities. Regarding trustworthiness, explainable AI 

techniques should be employed to elucidate the rationale behind predictions and 

automation actions, mitigating potential biases and possibly retaining human oversight. 

Furthermore, ensuring robustness against security attacks and maintaining the privacy 

and confidentiality of training data in distributed AI systems are imperative. Federated 

learning could address these privacy concerns by sharing only the trained models rather 

than the raw data. Consequently, 6G architecture should emphasize ubiquitous 

intelligence, sustainability, and security/resilience in AI services. 

5.1 AI/ML FRAMEWORK / INTELLIGENCE PLANE 

This section discusses several options on how to introduce the AI/ML framework or 

the intelligence/data plane. 

Section 5.1.1 presents several options on how to introduce the AI/ML framework to 

the 6G architecture. It also outlines the necessary functions or enablers for this and a 

possible framework. In section 5.1.2 the intelligence plane is introduced, using O-RAN 

architecture as a basis.  Cloud nativeness is an important aspect of 6G, and how to 

improve the user plane to be more cloud-friendly is handled in section 5.1.3. Finally, 

section 5.1.4 deals with the RAN aspects for using AI to improve waveforms, 

transceivers and protocols. 
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5.1.1 AI/ML ENABLERS AND FRAMEWORK 

The AI enablers within the 6G data-driven architecture encompass architectural 

elements and protocols, Machine Learning Operations (MLOps), Data Operations 

(DataOps), AI as a Service (AIaaS), and intent-based management [HEX223-D33]. 

These AI enablers constitute a robust framework that seamlessly integrates AI into the 

compute continuum of 6G networks, facilitating advanced automation and distributed 

intelligence.  

MLOps is focused on operationalizing machine learning models by ensuring their 

smooth deployment, version control, and continuous monitoring within the overarching 

architecture. The architecture requirements for MLOps include access to high-quality 

data, scalable data storage solutions, computational resources for data processing and 

model training, and stringent security and trust measures. 

DataOps enables efficient data collection, integration, and management, providing 

MLOps with timely and high-quality data. Essential architectural requirements for 

DataOps include robust data quality management functionalities, end-to-end data 

pipelines that effectively serve MLOps, and version control mechanisms for the 

collected data (refer to Figure 5.1). 

Building upon elements such as MLOps, DataOps, the AIaaS framework delivers AI 

services across various network segments and to end-users. This framework 

necessitates the development of new APIs for both internal network exposure and 

external end-user access. Furthermore, AIaaS demands rigorous security measures and 

regulatory compliance, along with feedback loops for continuous improvement and 

resource optimization. 

In the context of 6G networks, the integration of AIaaS is pivotal for enhancing 

network performance, reliability, and intelligence. It supports a wide array of 

applications, from real-time analytics to predictive maintenance, thereby driving the 

evolution of next-generation network services. By leveraging advanced AI/ML 

technologies and methodologies, the 6G architecture aims to achieve unprecedented 

levels of automation, efficiency, and user experience, establishing a foundation for 

future innovations in telecommunications. 
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Figure 5.2: Intelligence Plane 

This design facilitates model reusability by different control rApps/xApps and allows 

the integration of AI/ML workflows through the AI Engine independent of the RICs 

implementation. A similar approach could be adapted for Edge and Core domains, using 

AIA3 and AIA4 interfaces to expose AI Engine AI/ML services to Edge applications or 

NWDAF analytics. In [BEG23-D41], this approach is followed to develop energy 

efficiency optimizations, including the dynamic management of Edge and O-Cloud 

compute resources, of relay nodes and of Reconfigurable Intelligent Surfaces (RIS) via 

extended O-RAN interfaces. 

5.1.3 AI AIR INTERFACE 

AI will be crucial in meeting the technical and societal needs of 6G communication 

systems, enabling energy-efficient, user-centric communications. By leveraging 

advanced AI techniques—such as reinforcement learning, transfer learning, and 

semantic communications— waveforms, transceivers and protocols can be customized 
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effective architectural interfaces to manage and synchronize both operations and 

communication.  

The cognitive coordination layer consists of three major components: a knowledge 

base, a reasoning engine, and an agent architecture. The knowledge base includes an 

ontology of trust intents as well as domain-specific knowledge such as the current state 

of the system. The domain-independent reasoning engine will use the knowledge graph 

as the primary coordinator function for locating actions, assessing their impact, and 

ordering their execution in order to provide the requested level of trust to the requested 

tenant/user and/or third-party application. Finally, the agent design allows for the use 

of an unlimited number of models and services. 

5.2.2 GOAL-ORIENTED AND SEMANTIC COMMUNICATION IN 6G AI-

NATIVE NETWORKS 

AI's rapid rise impacts communication infrastructure by demanding vast 

computational resources and data, primarily generated by edge wireless sensors, for 

training large models. This intensifies network pressure. Furthermore, advanced AI 

increases device intelligence, shifting communication to information exchange within 

the semantic context of AI. 

With the surge in connected autonomous vehicles, smart wearables, robots, and 

AR/VR equipment, machine-type communications will dominate networks over the 

current human-oriented traffic, requiring completely different service KPIs. For 

instance, video signals for machines focus on task-relevant information, unlike those 

for human consumption, which must meet latency and quality requirements. This shift 

redefines communication networks from reliable bit transmission infrastructures to 

networks of intelligence, blurring the lines between communication, computation, and 

intelligence, where a goal-oriented design approach should be pursued [Str+24].  

[Str+24] outlines contributions to the emergence of this new paradigm with a novel 

goal-oriented communication architecture, network components and algorithms that 

make communication converge with computation in a jointly data- and model-driven 

manner, such as the following:  

Semantic Engine will be positioned in the service management and orchestration unit 

of a network, which is responsible for the efficient and effective delivery of semantic-

oriented services, through the orchestration of semantic information resources 

processing, semantic model’s lifecycle and user experience management. 
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misbehaviour detection provides both a higher detection accuracy against unknown 

zero-day attacks as well as a reduced false detection rate. 

To be accurate, the AI/ML needs to collect a vast amount of data from the network 

to train models that can represent input/output pairs with minimum performance loss, 

mitigating security and privacy concerns via the extraction of abnormal data patterns 

and the enforcement of appropriate actions. 

Deployment of ML approaches for threat detection and mitigation in the 6G landscape 

is influenced by various key driving factors: i) computational efficiency of the deployed 

approaches, ii) identification of multiple and even correlated threats and attacks, iii) 

continuous refinement of the ML approaches and knowledge distillation, and iv) creation 

of multiple network intents per case for network recovery [GNT+224]. 

The proposed reference architecture is illustrated in Figure 5.8. Key elements 

encompass the ML/deep learning (DL) training components dedicated to threat 

detection, the intent-based networking (IBN) components as well as the digital twin (DT) 

module. 

ML/DL training (Distributed Threat Detection – DTD): This module is responsible for 

the distributed ML training. To this end, privacy preserving solutions are leveraged such 

as federated learning [LST+20]. Before the actual training, preprocessing and feature 

preparation takes place. Trained ML models are stored in a local database, where they 

can be retrieved on demand. All procedures are orchestrated by the machine learning 

function orchestrator (MLFO). 

Intent-based Threat Mitigation (IBTM): Mitigation and preventive actions will be 

applied to the network using an intent-based interface (IBI) to facilitate human 

awareness. An intent should clearly define the desired state of the network while 

keeping its specification human-readable. 

Sandbox – 6G Network DT: The network DT acts as a dynamic representation of the 

mobile network, constantly learning and evolving alongside the real network 

environment. ML algorithms, within this DT framework, can leverage historical data, 

network topologies, and user behaviour patterns to model normal network behaviour 

and promptly identify deviations that may indicate malicious activities. This integrated 

approach not only enhances the precision of threat detection but also empowers 

security systems to both anticipate and proactively mitigate potential risks as well as 

analyse the impact of any proactive action to be taken.  
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Figure 5.8: Proposed Architectural Approach for the DT integration 

Within the DTD module, the data collected either directly from the network or from 

the emulated context with the help of the digital twin representation is used to train the 

appropriate ML models for threat mitigation. In this context, the IBTM component 

interacts with the DTD, where the proposed intents, being outputs of the ML model 

training, are translated into decisions to be applied to the network as previously 

mentioned. Therefore, DTD provides a high-level description of the mitigation or 

preventive actions to be enforced in the different 6G components in the form of an 

intent. Upon receiving the intent, the intent-based threat mitigation module (IBTM) 

module matches the received intent with existing information in the knowledge base 

and selects the proper matching policies. After checking whether the results of policies 

are as expected and if the new policies are aligned with existing policies and the 

decision to be taken, the polices can be enforced in the 6G infrastructure. All actions 

and policies aim either at strategically relocating virtual NFs (VNFs) to alternative cloud-

native instances such as containers or other cloud hosts or completely isolating 
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malicious nodes. Access revocation to the 6G infrastructure is also supported to 

minimize potential risks and exposure to the threat. All proactive measures are designed 

to effectively mitigate identified threats and restore the optimal functionality of the 6G 

Core network. 

5.3 MANAGEMENT AND ORCHESTRATION 

6G network management needs to integrate several technical enablers, addressing 

the challenges of the multi-technology and distributed nature of future 6G 

infrastructures, the diversity of services to be delivered and the variety of stakeholders 

contributing to the whole ecosystem. Key features are the deep programmability and 

pervasive monitoring, which jointly enable synergetic, distributed orchestration 

combined with higher levels of network automation in scalable, multi-domain 

environments. Techniques like AI/ML algorithms, zero-touch closed loops and network 

digital twins are applied to bring increasing intelligence in the network, distributed 

through different layers and domains with functions deployed and configured on-

demand following cloud-native, Service-Based Architecture (SBA) and as-a-Service 

patterns. The usage of service intents mixed with controlled but powerful network 

exposure capabilities facilitates more effective interactions with verticals and digital 

service providers, which is a key aspect for the monetization of value-added network 

services beyond mobile connectivity. Sustainability and trustworthiness follow a 

pervasive and “by-design” integrated approach. This involves the adoption of unified 

architectural principles and the embedding of algorithms, protocols, and workflows for 

user-centric, energy-efficient and secure procedures. Energy efficiency and security 

are considered not only as primary objectives of provisioning and automation decisions, 

but also as principles for the design and deployment of Management and Orchestration 

(M&O) components, introducing elements for sustainable MLOps or Federated Learning 

for privacy-preserving and explainable AI techniques. 

5.3.1 EDGE CONTROL  

Supporting edge computing applications (e.g., AI applications) is one of the most 

exciting features of future mobile networks. These services involve collecting and 

processing voluminous data streams right at the network edge to offer real-time 

services to users. However, their widespread deployment is hampered by the energy 

cost they induce on the network.  
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RAN-compliant eNBs or gNBs. The edge control rApps interact with O-RAN's A1 

interface (specifically, the A1's Policy Management Service) to enforce the 

corresponding radio policies. An xApp handles the A1 service from O-RAN's Near-RT 

RIC side and uses an E2 interface to forward radio policies to the Base Station. The E2 

interface is also used to gather BS KPIs, which are forwarded to the non-RT RIC through 

the O1 interface. Then, a second xApp manages data KPIs received from the virtual BS 

and sends them to the Data Lake. Figure 5.9 summarizes the interfaces involved and 

the overall architecture of this use case for a video application at the edge. 

5.3.2 6G NETWORK MANAGEMENT AND AUTOMATION 

The overall M&O framework proposed in [HEX224-D63] integrates three main 

features, supported transversally by several technical enablers: intent-based service 

management, synergetic orchestration in the computing continuum and cognitive 

closed loops for network automation at runtime.  

 

Figure 5.10: Resource orchestration in the computing continuum [HEX224-D63]   

The synergetic orchestration enables the management of network services over 

programmable resources in the computing continuum, using techniques for distributed, 

de-centralized and/or federated management of the available resources. The scalable 

management of resources that span across the computing continuum (IoT devices, 

extreme edge devices, edge/cloud infrastructure shown in Figure 5.10) is crucial, 

leading to solutions based on hierarchical and multi-agent orchestration mechanisms, 

distributed mechanisms that build upon decentralized intelligence or federated 
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orchestration involving interactions between multiple orchestrators under different 

administrative domains.  

In the past years edge and internet of things (IoT) computing have arisen as a 

paradigm that aims to provide computing, storage and networking capabilities in near 

proximity to the end-users while providing the same pay-as-you-go model of cloud 

computing. While edge computing enables application developers and content 

providers to leverage cloud computing capabilities and an IT service environment at the 

edge of the network, IoT computing distributes resources and services across the 

cloud, the edge, and the devices on the field to create the so-called compute continuum. 

The management and orchestration concepts currently applied to networks must be 

expanded in 6G to meet the requirements of the compute continuum. 

Integration and orchestration of the extreme edge resources in the compute 

continuum demands M&O capabilities for computing resources beyond the radio access 

part of the network. The architectural components, interfaces, and mechanisms needed 

to orchestrate and manage the volatile and resource constrained extreme edge devices 

to be part of the computing continuum should be developed. For example, in the 

immersive experience, trusted environments and fully connected world use case 

families this enabler contributes to the improvement of privacy and security protection, 

since different applications from these use cases (e.g., eHealth) will be allowed to 

handle their sensitive information in the device, where it is generated. In addition, the 

collaborative robots and digital twins use case families require improved M&O and 

service continuity capabilities, which should provide mechanisms for flexible resource 

inclusion and allocation in the compute continuum. The compute continuum will have 

deep implications in the 6G architecture, where new interfaces and mechanisms need 

to be defined for: 1) exposing the capabilities of the extreme edge devices and 2) for 

interactions between the extreme edge, edge, and cloud resources. 

In the area of network automation, zero-touch closed loops (CL) implement the logic 

for self-configuration, self-adaptation, and self-optimization towards autonomous, 

scalable management of dynamic and multi-technology networks. CL functions are 

deployed on-demand and interact with other M&O functions (e.g., monitoring, data 

analytics, digital twin, AI/ML functions) to build the four stages of automation workflows: 

Monitoring, Analysis, Decision, and Execution. CLs can be specialized for several 

objectives, e.g., SLA or intent assurance, resource usage optimization, etc. They can 

work in reactive, proactive or predictive mode, operating with different time scales, and 
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they can be applied to different layers or domains. CL coordination performed by 

applying techniques for conflict detection and mitigation or arbitration strategies is 

fundamental to guarantee the consistency and efficiency of decisions coming from 

concurrent and interdependent CLs. 

5.3.3 NATIVE AI - PERVASIVE MONITORING SYSTEM 

An AI-native 6G system architecture is defined by intelligence everywhere, 

distributed data infrastructure, zero touch management and AI as a Service [6GIA24-

Vision]. This architecture enables AI/ML capabilities throughout the network, from 

central nodes to edge devices, supported by a robust data infrastructure for data 

availability, observability, pre-processing, and model lifecycle management across 

network layers. 

In the context of DESIRE6G, we focus on delivering an AI-native 6G system 

architecture, revisiting the orchestration management, control and data planes (see 

Figure 5.11). Following the definition and principles outlined in [ERICSSON23], to make 

the system perceptive, DESIRE6G introduces a pervasive monitoring system that 

extends to the user equipment, leveraging in-band network telemetry solutions enabled 

by data plane programmability for precise, end-to-end information collection. Data 

access is provided at multiple layers with varying granularity to support decision-

making across different levels and timescales, enabling operations at scale. We use an 

AI-driven Service Management and Orchestration layer (SMO) that supports non-RT 

decision-making, optimizations and MLOps. We further employ Multi-Agent Systems 

(MASs) to support intelligent near real-time control loops, pushing network decision 

making closer to the data plane [BRV24]. This functional split promotes service 

assurance through enabling faster control loops, ensuring the scalability of the system 

as its autonomous operation relies mainly on the autonomous coordinated operation of 

the agents.  

 At the SMO level, the Optimization Engine is the entity responsible for generic 

optimizations on medium to long timescales (> 1 sec), while the ML Function 

Orchestrator (MLFO) is responsible for deploying and, if needed, reconfiguring the MAS 

of a given service; it is in charge of creating AI/ML pipelines and relating them to the 

target service. AI/ML pipelines are associated to network entities and need to be 

deployed and reconfigured properly according to needs, e.g., flow rerouting of a service 

requires moving agents (with their performance data and models) among different 
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DESIRE6G sites.  Service assurance is achieved mainly by the service-specific MAS, 

which implements distributed network intelligence closer to the physical infrastructure. 

MAS is responsible for receiving service-specific monitoring information and fine-

tuning the network and compute resources to meet service-level KPIs (e.g. routing 

[BSM+24], elastic scaling of computing resources [HMP+23]). It configures and uses 

the pervasive telemetry system to receive service performance indicators, e.g., end-to-

end latency for latency-sensitive or latency-critical services. 

Additionally, we integrate edge AI capabilities to optimize network services (e.g., RIS 

configuration [CSB23]) and applications. This includes extending the architectural 

framework to support in-network machine learning (ML) through the Infrastructure 

Management Layer that acts as a combination of a Virtualized Infrastructure Manager 

(VIM) and a hardware abstraction (HAL) layer and the integration of frameworks like 

SOL and VACCEL, which facilitate rapid cross-framework and cross-hardware 

execution of AI tasks. Through these innovations, DESIRE6G promotes pervasive AI, 

fostering collaborative intelligence across the network infrastructure. The description 

of the DESIRE6G architecture and respective architectural components is provided in 

[DESIRE24-D22]. 

 

Figure 5.11: AI-native architecture [DESIRE24-D22] 

5.4 DIGITAL TWIN 

This section discusses several methods on how to introduce a digital twin of the 

network. Digital twins enable a virtual environment, where AI-driven NFs can be 
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developed, tested, and optimized without jeopardizing the actual network performance, 

and they can support automation, real-time decision-making, and dynamic resource 

allocation through the integration of Network Digital Twins. 

5.4.1 INTEGRATING NETWORK DIGITAL TWINS INTO 6G 

ARCHITECTURES 

The increasing complexity and dynamic nature of communication networks as we 

move towards 6G presents several challenges. Traditional network management 

methods are becoming insufficient in handling the scale and variety of modern 

networks, particularly when real-time, high-speed data processing is required.  

The challenge also stems from the limitations in current network simulation tools, 

which are typically designed for specific use cases or domains and often lack the 

scalability required for larger and more complex scenarios. Current approaches do not 

fully account for the integration of AI-based management or the seamless coupling 

between the physical and digital network elements. As a result, networks struggle to 

adapt to rapidly changing environments, making it essential to develop new 

architectures that can support automation, real-time decision-making, and dynamic 

resource allocation through the integration of Network Digital Twins (NDTs) [TCF24]. 

The concept of NDTs, when integrated into a 6G architecture, addresses these 

challenges by providing a virtual environment, where AI-driven NFs can be developed, 

tested, and optimized. This approach allows for real-time adaptation and automation, 

ensuring networks can evolve and scale to meet the demands of future applications 

[Fay+24]. 

To address the outlined challenges, the initial proposed architecture introduces 

several key components that extend existing standard development organization (SDO) 

architectures. One of the main architectural innovations is the integration of a Network 

Digital Twin (NDT), which operates across three distinct layers: the physical network, 

the digital network, and a federated simulation framework.  Figure 5.12 illustrates a high-

level architecture of the overall proposed solution, highlighting the interaction between 

various layers and the integration of NDTs for closed-loop management and control. 

The physical layer remains consistent with existing network elements, such as User 

Equipment (UE), RAN, and core network, while the digital layer introduces a network 

twin that allows for dynamic simulation and control. The digital layer is built upon the 
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ITU-T Y.3090 recommendation [ITUT22-Y3090], which outlines two core model types: 

basic and functional models. A as defined in [ZST24]:  

• A basic model of a network element is the collection of data describing its 

properties, configurations, and operational status, along with any associated 

algorithms or protocols used to emulate its dynamics and evolution with time. A 

basic model of a network is the aggregation of basic models of network 

elements, including their physical and logical relationships and the interactions 

that occur between them. 

• A functional model of a network builds upon basic models, applying advanced 

processing techniques, often through AI/ML algorithms, under varying 

operational scenarios. These models are designed for specific objectives such 

as performance optimization, anomaly detection, or predictive maintenance. 

The third layer, the federated simulation framework, enables the coupling of multiple 

domain-specific simulators, forming a unified system that allows for large-scale 

scenario testing. This framework supports both online and offline NDTs, enabling 

networks to perform "what-if" analyses and refine AI-based functions before deploying 

them in real-world environments. This is critical for the orchestration of AI-driven 

services, providing a feedback loop for real-time performance optimization. 

 

Figure 5.12: A high-level architecture of the proposed network digital twin solution 

for closed-loop management and control 
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The design of the AI/ML framework solution is proposed as a unified AI/ML platform 

based on a service-oriented design that allows to design, train, serve and monitor 

different types of AI/ML algorithms (e.g. supervised, unsupervised, hybrid, distributed, 

etc.) in different network domains as part of the Management & Orchestration domain 

control loops. 

To offer these functionalities, AI/ML framework solution is composed of six main 

blocks (see Figure 5.13): Pipeline Development, Pipeline Orchestration Framework 

(POP), Model Storage, Model Serving, Inference System, and Model and Metrics 

Monitoring. The outputs of the framework can be served to any domain in the shape of 

models via the REST/gRPC interface available in Model Storage module, or in the shape 

of inferences via the REST interface available in the Inference System module 

[PREDICT23-D31], [PREDICT24-D32].  In the context of determinism, this solution is 

integrated with the NDT and monitoring frameworks, the NDT and the monitoring being 

in charge of feeding the models for obtaining Service KPI simulations or predictions and 

for validating the results obtained.  
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6 INTEGRATED SENSING AND 

COMMUNICATION 

6G services will be associated with a wide spectrum of vertical applications with 

greatly varying requirements and will offer advanced features beyond connectivity 

spanning from sensing to monitoring and positioning. To address these requirements, 

6G will feature Integrated Sensing and Communication (ISAC) capabilities, performing 

sensing through the mobile communication infrastructure. This can be achieved 

adopting either a Channel State Information (CSI) or a passive radar approach. The CSI 

sensing approach relies on the connectivity established between the base station (BS) 

and the user equipment (UE) to estimate channel conditions and extract information for 

the Angle of Arrival (AoA) and the Time Difference of Arrival (TDoA). This information 

can be then used to support a set of applications1 including human localization and 

tracking, presence detection, activity recognition, healthcare, etc. In the “radar” sensor 

approach, the network exploits its own radio signals to sense and comprehend the 

surrounding physical world. The echoes (reflections) and scattering of wireless signals 

predominately transmitted for communication purposes, provide information related to 

the characteristics of the environment and/or objects therein [3GPP24-22.837]. The 

sensing data collected and processed by the network can then be leveraged to enhance 

the operations of the network, augment existing services such as XR and digital 

twinning, and enable new services such as object detection and tracking, along with 

imaging and environment reconstruction. This potential has already attracted a lot of 

attention from 3GPP, which has initiated a preliminary study on use cases and ISAC 

requirements, making it a promising candidate to optimize both communications and 

sensing systems [3GPP24-22.837]. 

Depending on the level of integration of the sensing functionality into the 

communication network, different approaches can be adopted as follows:  

• Fully separated infrastructures performing sensing and communications 

functionalities. Based on this approach, information acquired from one 

infrastructure is used to assist the other.  

 
1 An Overview on IEEE 802.11bf: WLAN Sensing 
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• Common hardware supporting sensing and communication capabilities. This 

approach is implemented by sharing the available spectrum, with the constraint 

that sensing and communication signals are transmitted over different timeslots.  

• Fully integrated systems sharing both spectrum and time domains.  

Depending on the number and roles of the devices involved in sensing several 

options also exist including the following: 

• The monostatic case, where a single device is used for transmitting and receiving 

sensing signals. 

• The bi-static/multi-static sensing, where a single transmitter and physically 

separated single or multiple receivers are used to acquire the sensing signals.  

• The passive sensing approach, where signals transmitted primarily for 

communication purposes can be also used by other devices for sensing.  

6.1 INTEGRATION OF NON-3GPP AND 3GPP SENSING 

Although some early prototypes are available for validating sensing concepts, these 

are mostly designed for non-3GPP networks (i.e., Wi-Fi), whereas implementations of 

3GPP-compliant passive radar-based ISAC systems are still at a very early stage. The 

main reason is that these systems demand additional complexity in signal processing 

and require collection and aggregation of huge volumes of synchronized in-phase and 

quadrature (IQ) reflected (echo) streams that need to be processed to extract 

information on the sensed environment. This processing can only be performed at edge 

servers, introducing the need to transport the IQ streams over flexible high-capacity 

transport networks. 

 

Figure 6.1: Generic architecture of integration of 3GPP and non-3GPP sensing in 

the core network [6GSENSESD2.2] 
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Figure 6.1 proposes a 6G architecture that interconnects a multi-technology Radio 

Access Network (RAN) able to offer sensing functionalities (3GPP and non-3GPP) with 

core network domains to facilitate joint support of sensing and communication services. 

The RAN technologies of interest include non-3GPP (WiFi) and 3GPP based (5G NR) 

networks, which will coexist in an ISAC framework to obtain accurate representation of 

the surrounding environment.  

Non-3GPP based sensing is performed adopting Wi-Fi networks, which are extended 

to operate as monostatic and multi-static radars. The output of the sensing information 

from non-3GPP networks is transmitted to the RAN segment through suitable 

extensions of the E2 interface of the RAN Intelligent Controller (RIC). To achieve this, 

there is a need to enable Wi-Fi networks to expose their sensing related data in a secure 

way. Addressing this requirement, in [6GSENSESD2.2] the use of the non-3GPP Inter-

Working Function (N3IWF), which is responsible for interworking between untrusted 

non-3GPP networks and the 5G core, is considered. 6G-SENSES, therefore, proposes 

to adopt and appropriately extend N3IWF, in order to provide the necessary access and 

authentication protocols with new features that will allow Wi-Fi networks to securely 

expose sensing data to the RIC. 3GPP-based sensing is performed based on the 

principle of a distributed passive wireless radar. According to this, 6G BSs generate 

communication signals reflected on “objects” located in the surrounding area, creating 

IQ echo streams. These IQ echo streams are transmitted in the form of uplink fronthaul 

streams to the DUs, where they are compressed (down-sampled) and transmitted 

through the E2 interface to the RIC.  Purposely developed sensing xApps fuse the 

incoming sensing streams (IQ echo streams and Wi-Fi sending data), analyse their 

quality and cache data to a fast in-memory database. This data can be then exploited 

internally by the system to optimize the operational parameters of the various building 

blocks of the RAN segment (e.g. development of beamforming, beam steering, power 

control, etc.) or they can be exposed to the vertical applications through the Y1 

interface. 

The sensing output is also passed to the Service Management and Orchestration 

(SMO) that decides on the optimal network resource configuration to support both 

communication and sensing services. To perform this, the SMO provides mechanisms 

supporting automated lifecycle management (LCM) for ISAC services instantiating and 

automatically reconfiguring E2E slices considering both communication (i.e. fronthaul, 
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geometric information like location, orientation, and size of the targets. This entails not 

just fusion of data from multiple SRNs, but also a map of the environment. Given the 

high dimensionality of the sensing data on MIMO systems, the data transformation is 

performed at the local (LDP) level to ensure that the communication capacity of the 

system is not impacted. At the same time, the architecture is flexible enough to support 

low-capacity nodes, which have limited computing power, thus handling heterogeneous 

nodes and their associated hardware-related limitations.  

Devices that have different communication, sensing, computation, and storage 

capabilities as well as power consumption are considered in the design of resource 

allocation and orchestration schemes. This includes both energy-autonomous, energy-

supplied, or energy-neutral STNs, devices equipped with advanced or basic sensing 

capabilities (e.g., almost passive and reflective, simultaneously reflecting and sensing, 

amplifying reflective RISs, massive MIMO). In the latter case of basic sensing-capable 

devices, the FC performs the data processing for those nodes. Furthermore, interfaces 

and protocols enable this intelligence sharing mechanism and cooperation among the 

different network elements. Such an architecture facilitates sharing of appropriate 

information from sensing modules to enable substantially enhanced communications 

via joint optimization of both multi-antenna transmissions and receptions as well as the 

reflective beamforming of multi-functional RISs for both localisation, sensing, and 

sensing-aided communications.  

The semantic framework provides semantic processing to reduce these data 

volumes intelligently over time and space. In the context of multi-modal sensing using 

heterogeneous nodes, the framework provides semantic reasoning to efficiently 

integrate non-3GPP devices.  

Using AI based reasoning, the semantic framework enables extraction of semantic 

information that uses not only the sensor data but also previously obtained background 

knowledge (for instance as an inference ML model trained from previous data and 

subject to rules imposed to the observation environment). This will enable the 

adaptation of the ISAC sensing parameters (refresh rate, performance criteria) and 

resource allocation to varying KPI/KVI requirements as well as selective information 

sharing (semantic information, extracted and processed given accumulated 

background knowledge) and reasoning about multi-modal sensed information (i.e., 

generated by different sensor types). 
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strict latency requirements. In detail, the challenges include (a) the need for novel 

interfaces that support data collection, (b) data processing, (c) data distribution and 

scaling of interfaces, (d) trust differentiation when exposing to 3rd party applications, 

(e) network overload on the exposed Application Programming Interfaces (APIs), (f) 

privacy risks, and (g) latency/performance. 

The Beyond Communications Network (BCN) paradigm will enable new 6G services 

such as sensing and compute offloading, and how to expose resulting data and relevant 

service capabilities in a secure, privacy-preserving and efficient manner. The exposure 

and data management enabler aims to reduce the overhead from data exposure by 

aggregating and fusing data while ensuring data privacy and trust. This enabler 

supports the creation of novel services that contribute to societal benefits like safety 

and sustainability, supported by its capability to efficiently handle and expose data from 

various producers, including the RAN and sensing nodes.  

Any network entity with proper access rights should be able to access data or 

model(s) from another entity. A form of authorization and/or authentication should be 

performed when a network entity is trying to access/update/share data, analytics and 

model from/of/with another entity. Security should be enabled E2E for any operation of 

the data collection services, including access, exposure, storage, cleaning, processing 

and encoding. The network should be able to identify energy-aware data collection 

services and facilitate their operations. Data collection and exposure can be based on 

a local configuration, or a configuration received from the requester. Different data 

consumers exist in the network (defined as general network entity) such as UEs, RAN 

nodes, CN NFs, AFs, 3rd party applications, OAM, etc. Discovery, configuration and in 

some cases evaluations of such data sources are among the functionalities to cover in 

6G. 

There is a need to develop novel APIs, enabling both internal NFs as well as third-

party applications to request, receive and manage data securely and efficiently, thereby 

reducing data traffic and overhead significantly. In the ISAC use case, exact information 

on the position of base stations and UEs can be used to enable some kind of QoS-based 

sensing. However, when the positioning accuracy of measurements nodes is provided 

with low confidence score, e.g., a UE position with some uncertainty, sensing services 

may have to be provided solely by the network on a best-effort basis.  

One way to improve sensing quality is obviously to carry out more radio 

measurements prior to exposure of the measurement report to the requesting 
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delay, it can suffer from scarcity of compute resources, which induces high processing 

delay. The trade-off between network metrics and compute metrics would call for a 

new approach that enables the Integration of Network and Compute (INC) domains to 

perform coordinated optimization.  

The introduction of compute offloading in the next generation networks should not 

increase the complexity of the communication protocol. This can be achieved by tight 

integration and true convergence of communication and computing and introducing 

novel architectural components for distributed computing. To satisfy the strict 

requirements on the computation and communication latency, trustworthiness, power 

consumption and data accuracy, it is important to introduce a common classification of 

computing and communication resources of each novel component as well as a 

common characterization of offloaded compute workload based on predetermined 

requirements. 

 

Figure 6.5: Integration of Network and Compute server, collecting network and 

compute metrics to decide optimised placement of sensing/other BC service 

consumer placement 

When a device, acting as an offloading node, decides to offload a computation, it will 

have to discover and select the candidate computation nodes, capable of performing 

the requested computation while satisfying specific KPIs. Each computational node 

should estimate the task(s) execution complexity and resources demand (i.e., 

computation and storage) based on a common characterization of the offloaded 
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enhanced safety for vehicles, Vulnerable Road Users (VRUs), and emergency services 

across interconnected city areas. 

Specifically, the focus on the support the next generation of (fully) autonomous 

driving aims at the significant improvement of the road safety (and connectivity) for all 

road participants, especially at busy city intersections. To achieve this, real-time, ultra-

high speed and low latency with ultra-high reliability communication and data exchange 

between the FAVs, the VRUs and the road/network infrastructure is mandatory. On top 

of the above, the system shall allow for seamless coordination in critical scenarios like 

emergency vehicle prioritization and large-scale vehicular traffic flow optimization 

across urban areas. 

The proposed high-level network architecture, depicted in Figure 6.6, ensures that 

all road participants (FAVs L0-L5, VRUs, etc.) can communicate between each other 

and with the road/mobile network infrastructure via either/both LTE/NR-V2X 

technologies (via Uu and/or PC5) and/or via OWC/VLC while the stringent QoS 

requirements posed by the safety related applications -based on the collective 

perception concept- can be fulfilled by: 

• The deployment of the OWC/VLC APs - to satisfy throughput and latency-related 

requirements.  

• High-speed fronthaul/backhaul, photonic-based network which will ensure the 

resilient, high-capacity, low-latency communication across the system - meeting 

throughput, latency and reliability-related demands.  

• The co-deployment of LTE-V2X 5G/NR-V2X base stations/RUs and OWC/VLC 

APs and the capability of the FAVs’ OBUs to transmit data concurrently via both 

radio technologies - throughput, latency and reliability-related QoS requirements 

are to be addressed.  

• Deployment of AI-based data processing infrastructure / data centres (incl. 

compute nodes, application servers) capable of processing huge volumes of 

sensor data in real-time, close to the road participants (see extreme/far-edge 

DCs)- ultra-low latency required for critical tasks such as those related to JCAS 

and SLAM, accurate, real-time 3D maps of the surrounding environment, 

decision-making for FAVs, real-time updates for VRUs will be achieved.  

On top of the above, regional DCs and Central Cloud(s) are deployed at higher-levels 

for data aggregation and data processing and supporting less critical applications such 
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as traffic flow optimization at wider-city areas, but these are also utilized for traffic 

management, large-scale data analytics, long-term storage, etc. The central cloud, in 

addition to the 4G/5G/6G core NFs, hosts the TMS, which, by gathering and processing 

data from various sources, can adjust the traffic lights and signals, aiming at congestion 

minimization and vehicular traffic flow improvement, along with emergency vehicle 

prioritization related functionalities. Finally, the AI-based network management and 

orchestration functions will ensure the optimal allocation of the optical network 

resources in real-time (and/or proactively) based on the current and predicted traffic 

demands to guarantee the applications’ QoS end-to-end, but also to improve the overall 

network efficiency. 

 

 

Figure 6.6: ISAC-based V2X network architecture 

In such a deployment plan, fibre is essential as a high-bandwidth, low-latency 

medium connecting Roadside Units (RSUs) to cloud processing platforms, enabling 

robust V2X communication. The system relies on flexible optical networks, which 

support long-distance, low-latency data transmission through optical amplifiers across 

a wide spectral band. However, fibre access is limited near RSUs, so Free-Space Optics 

(FSO) is used to extend fibre-like connectivity to the last metre. The architecture thus 

benefits from FSO’s ability to provide high-speed, fibre-equivalent wireless 

communication for challenging network segments and enhances V2X services. 

To bridge network gaps, a Fi-Wi-Fi bridge is used, allowing single-mode transmission 

through transparent FSO channels, maintaining low latency, energy efficiency, and 

compatibility with wideband optical transmission schemes. This connectivity, digitizing 
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efficiency and resource usage across the entire RAN system is a big question, but also 

a huge opportunity. 

To address the outlined challenges, a redesign of the 3GPP RAN system is required 

that can aggregate a set of diverse design concepts in a seamless way (defining the so-

called MultiX concept) to create an integrated multi-sensor, multi-band, multi-static, and 

multi-technology paradigm to enable multi-sensorial perception for future 6G sensing 

applications. Based on a system architecture built on the upcoming 3GPP Release 20 

(R20) and O-RAN specifications, architectural design enhancements are required to 

support aggregation of perception data from multi-technologies and multi-sensors, 

their processing and exposure to third parties in a secure, privacy-preserving and 

trustworthy way. Furthermore, support for vertical and horizontal handovers and 

network selection procedures considering perception requirements are envisaged while 

exploring the use of AI/ML for novel connectivity options to enhance the perception 

capabilities of the network.  

 

Figure 6.7: High-level architecture of 6G system to enable multi-perception 

sensing 

Supporting the above functionalities, data fabric and pipeline solutions are to be 

developed to integrate mechanisms and artifacts to enable advanced data collection via 

novel paradigms (e.g., ProSE and Integrated Access and Backhaul (IAB)), processing, 

distribution, management (e.g., data curation and enrichment), and exposure for third-

party access applications, ensuring privacy, security, and trustworthiness. A Multi-

Perception System (MPS) is envisaged for providing perception to the network across 

different access technologies. The architectural components of such an MPS is 

illustrated in Figure 6.7 (MPS components are given in orange). Current sensing 

approaches will be improved in the MPS-enhanced 6G system with multi-band, OTFS-
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The 5G security approach follows a centralized network architecture, and trusted 

connections between network parts are created at the protocol level, rather than 

depending on device and network behaviour. In the envisioned 6G ecosystem, trusted 

connections are critical for all parties involved, extending security and privacy to a more 

inclusive framework such as trustworthiness, which should be assured as a native 

feature.   

 

Figure 7.1: Anchors of trusts & services built upon them extend trust chain 

The most significant paradigm adjustments in the envisioned 6G system are the shift 

from a security-only focus to a broader scope of native trustworthiness, clarifying that 

the term "trustworthiness" refers to a holistic approach, building safety, security, 

privacy, resilience and reliability upon the anchors of trust. Trustworthiness then refers 

to the solutions coming from the trusted foundation, platforms and hardware, extending 

the chain of trust from the basis towards the user-centric perspective.  

Trustworthiness challenge must come with a realistic solution, recognizing all 

security measures (i.e. safety, security, privacy, resilience and reliability) come at a cost 

in terms of usability, agility, or swiftness. As a result, the envisioned trustworthiness 

framework should provide a balance between the various security measures by dealing 

with a security-by-design approach as well as a wide range of themes such as the trust 

model and the application of new cognitive coordination technologies (e.g., Intent-

based trustworthiness based on AI and ML techniques). 

7.2.1 TRUSTWORTHINESS AND LEVEL OF TRUST RELATION 

IMT 2030 promotes trustworthiness as a new attribute for the 6G vision, and thus 

numerous standard groups [ISO16], including 3GPP, ETSI, and IEEE, are working on 

trustworthiness issues. Meanwhile, the world's main communications suppliers 

explicitly underline the importance of 6G trustworthiness in their 6G projects, proposals, 

and white papers. In addition, several scholars produced technical papers on the 

definition, generation, protection, and optimization of trustworthiness. All of these 
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In order to achieve user-centric adaptability, intent-based driven trustworthiness is 

required for dynamic configuration of 6G systems. Both paradigms are necessary for 

the introduction of the trustworthy 6G concept to be driven by AI/ML-assisted 

coordination component, which will act as an intent-handling function that 

comprehends sophisticated and abstract trust intent semantics and calculates the ideal 

goal state to organize activities for transitioning the 6G system into this trustworthy 

state. 

 

Figure 7.3: User-centric and AI-assisted coordination of 6G trustworthiness 

The AI-assisted coordinator should perform the process of mapping the trust-intent 

semantics received from the tenant/user into transition actions of the 6G system via 

configurations into the trustworthy dimensions of the 6G system, (i.e., into the safety, 

security, privacy, resilience, and reliability domains). Given that the autonomous 

mapping between intents and trustworthiness dimensions is a technical application of 

cognition (since it is designed to perform the operational tasks of understanding by 

experiencing and monitoring), the envisioned AI-assisted coordinator is named 

Cognitive Coordinator. Besides, the generation of trust intents shall be allowed to be 

autonomous. According to the requested service, a minimum granted trustworthiness 

should be given with regard to the criticality of data, service, and networking aspects 

such as multistakeholder cooperation. In granting that trustworthiness, the system is 

protected against malicious users that could try to intentionally degrade the level of trust 

of a given service. 

Explainability 





6G Architecture WG:  Towards 6G Architecture: Key Concepts, Challenges, and Building Blocks 

Dissemination level: Public  |  116 

understand” is receiving more and more interest from both industry and academia. In 

this context, two strategies for achieving explainability can be identified: The adoption 

of post-hoc explainability techniques (i.e., the “explaining black-box” strategy) and the 

design of inherently interpretable models (i.e., “transparent box design” strategy). 

These approaches allow understanding the model behaviour and can be integrated in 

the model training or applied as post-hoc approaches after ML training.  

7.3 CHALLENGES 

Adaptive and unattended cybersecurity 

Regular 5G orchestration frameworks do not contemplate security as a native 

element in service orchestration. In addition, very specific solutions that only work 

under certain circumstances make it difficult to use them in other scenarios, lacking 

adaptability and automation with heterogeneous infrastructure and conditions. A clear 

integration of security modules into a ZSM architecture is mandatory to be able to 

respond to further 6G security challenges.   

Following a modular approach, ZSM security framework could be extended to 

incorporate new security capabilities and assets, propelling the flexibility to adapt 

security to novel scenarios and technologies with an E2E perspective as well as having 

several alternatives to responding to and evaluating threats.  

ZSM as a service: AI driven intent management  

5G lacks coordination between third parties, also third parties’ domains and networks 

that would compose a 6G Network Service could potentially lack self-driving 

capabilities (e.g. self-healing). ZSM as a service is a challenging task that aims to 

provide such autonomous AI based intent management on demand. This ambitious 

service involves some other challenges, such as, the common representation of the 

system’s exposure functions under an expandable and well-defined format. Such a 

system model needs to contain: services running, resources available, lower-level 

orchestrators… among others. In this context, to autonomously manage the security of 

dynamic topologies is a daunting challenge.   

Security SLA (SSLA) negotiation  

Normally, Service Level Agreements (SLAs) have been widely used to represent 

contract between customer and providers, but 5G lacks on a common format to model 

interactions between different stakeholders and customers. Optimized resource sharing 





6G Architecture WG:  Towards 6G Architecture: Key Concepts, Challenges, and Building Blocks 

Dissemination level: Public  |  118 

The successful adoption of PQC will, in the end, be a function of how industries and 

government agencies can effectively incorporate new standards such as FIPS 203, 204, 

and 205 into their existing cryptographic infrastructures. This would require updating of 

legacy systems, ensuring compliance with evolving protocols, and achieving 

coordination across diverse stakeholders. The interaction of these challenges 

underlines the complexity of implementing PQC and underlines comprehensive 

strategies for a secure and efficient transition to quantum-safe technologies. 

DLT-based trustworthiness  

5G has made significant strides in data speed and service management, but it falls 

short in addressing security concerns produced by next-generation connectivity. With 

the envisioned heterogeneity of devices and new shapes of service delivery, 

perimetral-based 5G security do not cover 6G attack surface. Zero Trust Architecture 

and its integration with DLT-based solutions are a challenging task to ensure 

trustworthiness of the system. The strict access policies provided by ZTA as well as the 

verifications needed possess a challenge in energy consumption and scalability. In this 

sense, the need for trustworthiness in multi-domain environments becomes a key 

challenge, specifically where Multi-Agent Systems take place, enabling dedicated 

management but generating the challenging task of enforcing trust between the agents. 

Integrating such attestation processes in distributed environments with added difficulty 

of secured key distribution. The integration of DLT to solve these challenges also come 

with scalability problems, especially to support geographically distributed agents in 

these multi-domain environments [DES23]. 

Continuum of Trust  

Since the digitalisation is impacting an ever-increasing part of daily life, connectivity 

and supporting network have become a daily necessity and support critical activities 

and have become a vital asset. For instance, energy, transport, finance and public 

administration are recognised by NIS2 [NIS24] legislative framework as essential 

entities having to comply with the constraint of resilience, while heavily relying on 

telecommunications. Given the importance of the service they deliver, network 

infrastructure must be accepted and trusted by their users.  

However, as the 6th generation of mobile networks is anticipated arising around 2030 

[Eri24], several fundamental paradigm changes is foreseen hampering the trust in the 

resources. Specifically,  
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computational efficiency of the deployed approaches, ii) identification of multiple and 

even correlated threats and attacks, iii) continuous refinement of the ML approaches 

and knowledge distillation, as well as iv) creation of multiple network intents per case 

for network recovery [GNT+24] 

Extreme virtualization and softwarization  

The trustworthy 6G moves beyond the current NF-centric core network towards a 

user-centric evolution of the B5G/6G system over the recently researched edge-cloud-

continuum, which is expected to be the primary option as infrastructure for deploying 

the softwarised components of a distributed 6G network. Therefore, for 6G to become 

the human-centric system of systems requires significant architectural redesign based 

on the user-centric (i.e., per-user perspective), given that the network intrinsically 

handles the state of each UE or user. A user-centric design is specifically capable of 

providing to each user a complete instance of a personalised 6G system through a user-

specific core-network synthesis, supporting for example personal data management, 

policy control, session control, and mobility management per-user. These customized 

nodes are the so-called User Service Nodes (USNs), while regular centralized core NFs 

are defined as Network Service Nodes (NSN). 

It is in the transformation of NF-centric to user-centric architectures where the 

paradigm shift in establishing, maintaining, and scaling network trustworthiness occurs 

for 6G. Such architectural evolution introduces several challenges concerning 

trustworthiness assurance in a personalized, user-centric network environment. 

The challenges in designing a robust trust model that accounts for the dynamic and 

heterogeneous nature of USNs lie in how each USN is responsible for the 

implementation of user-specific services, policies, and mobility management, often 

tailored in real time to the evolving trustworthiness levels and requirements of the user. 

How would the system ensure mutual trust between the user and the network, 

considering when the network becomes distributed, personalized, and softwarized? 

For example, challenges like personal data sovereignty, secure multi-tenancy, and 

real-time computation of trust for individual user sessions have to be solved without 

sacrificing scalability. Also, embedding trust functions like safety, resilience, and 

reliability across the NSN-USN continuum introduces potential trade-offs between 

personalization, performance, and security. It will be exciting and also critical to create 

a scalable and adaptive trust framework for USNs that is capable of guaranteeing 
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integrity and authenticity while considering user-controlled data ownership. How could 

this framework balance user control, adaptability of the network, and intrinsic trust in 

this highly personalized environment? 

Security of software, virtualized environments and hardware-based platforms  

Building trustworthiness on 6G relies on the use of anchor of trust and applications 

that extend them to build a chain of trust towards higher layers. Guaranteeing that 

software deployed is trustworthy is a challenge in which the integration between trusted 

execution environments (TEEs) and attestation form part of the addressing approach. 

Still, interoperability, scalability and lifecycle management are challenging tasks related 

to the integration of both. As TEEs are growing attention for 6G networks, finding 

practical solutions is a key element.  

Scalability is one of the main concerns. Attesting thousands of applications and TEE 

instances in real-time may result in a system overloading. As well as, properly ensuring 

isolation in multi-tenant environments, where different users share the same hardware 

functions. In this context, preventing malicious actors from exploiting shared resources 

and vulnerable separation of processes and data is of the utmost importance.  

Life-cycle management is equally important. Initializing, updating, and 

decommissioning TEEs and trusted applications need to be handled prioritizing 

trustworthiness, protecting sensitive data from leaks. This becomes intricate specially 

during workloads migration, where other security vulnerabilities could emerge. In 

addition to this challenge, the diversity of hardware platforms, including Intel SGX, AMD 

SEV, and Arm TrustZone, requires a unified approach to ensure interoperability and 

security across different implementations. 

Privacy preserving approaches  

The research developments towards the vision of 6G networks represent a 

substantial advancement in communication technology, for significant improvements in 

connectivity, speed, and innovation. However, this progression also introduces security 

and privacy challenges. As 6G integrates an expansive network of devices and services, 

protecting sensitive information becomes paramount. Traditional security frameworks 

are inadequate to address the complex threats and privacy risks inherent in 6G 

ecosystems [NLC+21].  

At the same time, Privacy is considered a key pillar in EU research and development 

activities towards 6G, as privacy enablement is considered a top societal aspect in the 
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EU 6G vision [BCG+24]. 6G is envisaged to comprise a decentralized, zero-trust, 

globally connected continuum of heterogeneous environments involving several actors 

across the service chain (core/edge/RAN infrastructure providers, service providers). 

In such a pluralistic environment, privacy is pivotal, not only for the end users but also 

for all involved stakeholders; and it needs to be considered as a critical requirement in 

all technologies of the network stack, including security mechanisms.  

In other words, the challenge for security enablers in future networks is, on the one 

hand, to address the significantly widened 6G threat landscape, while, on the other 

hand, to preserve the privacy of all actors in the 6G chain. Intrusive security cannot be 

anymore considered acceptable.  

Identity management  

The forthcoming 6G networks are expected to be accompanied by extensive 

collaboration between stakeholders from different domains. From large infrastructure 

providers to specialised microservices.  This cooperation will enable transparent 

services to be offered to a large number of users of all types, irrespective of the 

subscriber's home operator. This development brings many advantages, such as 

offering advanced, ubiquitous, resource- and price-optimised services, but it also 

introduces major security challenges. The heterogeneity of stakeholders and customers 

hampers trust management and security arrangements, exposing part of the root of the 

challenge in having a compatible AAA system for all participants. Authentication, 

Authorization and Accounting (AAA) between stakeholders and users must be fully 

reliable and trustworthy.  To address the security challenges in 6G, ensuring user 

privacy at all stages of service provisioning is of the upmost importance. To this aim, 

given the vast offer of services and participants, fine-grained permissions must ensure 

the subscriber only displays the minimal necessary permission in each request, possibly 

through the use of attribute-based access control schemes (ABAC). For further 

emphasis, 6G network will deal with sensitive and high-data volume user data, therefore 

protecting privacy requires not just minimizing the data exposure but also ensuring 

unlikability across the service chain and correlated metadata analysis. In this context, 

traditional AAA systems do not embrace the decentralized nature of 6G [BCG+24]. New 

wave of mechanisms, integrating cryptographic methods with DLT and Decentralized 

Identity (DiD), can offer more robust and tamper-proof domain-less authentication to 

the decentralized services and infrastructure, also providing non-repudiation of actions 
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Safety, Security, Reliability, Resilience, Privacy and Trust. Therefore, Trustworthiness 

solutions lie on one or more of these domains. Building trustworthiness is of the upmost 

importance, as confidence from customers and stakeholders relies on it. 

Trustworthiness must be built upon the anchors of trusts, which means effectiveness 

of applied domain properties can be proof. Thus, trustworthiness can be measured 

maximizing the trust posture over different targets, for instance between administrative 

domains, customers or final service consumers. Therefore, applying trustworthiness 

solutions in the different fields and layers, facilitate the collaboration for cohesive and 

unified security strategies. As mentioned, trustworthiness is present in the rest of the 

layers as the driving factor to apply measurements, but in particular, we identify several 

efforts to apply it through: 

• Policy Administration and Enforcement Inspection [iTrust]: Specifies intent-

based security and trust policies while providing explanations for their usage. 

This pursuit transparency and confidence in the system, as allow to stakeholders 

to understand the implications of the intent in the system.  

• Static and Dynamic Trust Assessment [iTrust]: capability to conduct evaluation 

of posture of assets depending on their design (e.g. conformity to referential), 

their current posture (e.g. resource integrity and behaviour), and support 

forensic evidence. 

• Collaborative Cyber Threat Intelligence Sharing [iTrust]: Establishes a baseline 

for trust and security-oriented collaboration among multiple providers. It 

leverages standards such as OASIS STIX, TAXI or MISP to enrich information on 

threat to account for trust context. 

• DLT-Based Trust Infrastructure [Privateer, Desire6G]: By using one of the 

trusted anchors, it facilitates secure data exchange with transparency, 

traceability and accountability. 

• Privacy-Aware Orchestration [Privateer]: which manages network services in 

compliance with privacy regulations like GDPR, guided by Level of Trust (LoT) 

assessments. 

• Proof-of-Transit Mechanism [Privateer]: Ensures data flows through secure, 

predefined paths to safeguard privacy against potential attacks. 
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• Trust Exposure Layer [iTrust]: Limits shared information with external entities, 

exposing only necessary trust metrics without revealing sensitive infrastructure 

details. 

• Privacy-Granting AAA Management: Manages the identity cross-domain and 

for third party services in a privacy preserving approach through 3 main 

components:  

o Issuer: Central authority for certificate creation using permissioned 

blockchain to generate and register subscriber’s DiD and Verifiable 

Credentials (VCs). 

o Subscriber’s Wallet: Empowers users with Self-Sovereign Identity (SSI) 

principles, allowing full control over ID management and minimizing 

information exposure through pseudo-attributes based on p-ABC 

schemes. 

o Verifiers: Distributed across the service infrastructure to manage access 

requests by validating pseudo-attributes without revealing original 

identities, ensuring trustworthy service access. 

7.4.2 DESIGN LAYER 

With a clear integration of human in the loop, and the objective of providing security 

modelling, covering from the onboarding specifications for devices and applications in 

a trusted way to the policy modelling with different levels of abstraction, enabling the 

scalability and interaction between domain’s orchestrators. Principally this pillar are the 

mechanisms that define how network components are structured, interconnected, and 

managed to uphold trustworthiness. SOAR uses intents that belong to one 

trustworthiness domain to drive the interactions and applications, setting a groundwork 

for a secure and trustworthy network architecture. Main functional blocks for this block 

are:  

• Intent-based modelling: Defining the models used for intents to define, desired 

system status through security objectives and also more specific definition for 

protection mechanisms, such as technologies or assets to be used. This block 

guarantee that security states are clearly articulated and understandable by 

domain’s security orchestrators, propelling scalability and adaptability across 

diverse domains. 
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Before the actual training takes place, preprocessing and feature preparation 

takes place. Trained ML models are stored in a local database, where they can 

be retrieved on demand. All procedures are orchestrated by the machine learning 

function orchestrator (MLFO). Adversarial training is used to protect AI/ML 

models against attacks, while privacy-preserving mechanisms are integrated to 

protect heterogeneous data types 

• Model Repository: Place in which to hold models, accessible by stakeholders 

and orchestration processes. This enables a place to share trained models, 

selecting optimal models given the infrastructure and assets used in the service 

composition. Allows for on-demand retrieval and deployment of the latest threat 

detection models, ensuring they are readily available when needed. 

• Decision: 6G Leverages AI-driven decision-making processes to interpret data 

from various sources, decision is driven by one or more of trustworthiness 

domains, such as privacy-sensitive decisions or trust-based decisions. 

Prioritising giving trustworthiness properties to the system while maintaining 

consistency and reliability. Decisions retrieve analytics, topology, assets etc. 

Which complexity lead into having specialized engines that manages concrete 

tasks instead of a general decision-making engine. Decisions are envisioned to 

target first DT domain to evaluate impact and look for better solutions.  

• Analysis: Analytics based on AI and machine learning models also encompasses 

detection of anomalies in user equipment (UE) and the network, processing data 

in a federated manner to enhance privacy, and following the federated NWDAF 

deployment scenario of the 3GPP. 

7.4.5 SENSING 

Sensing is another pillar to cover over-architectural security. Sensing in 6G extends 

from the centralised infrastructure to the far-edge devices. Where security capabilities 

must be able to extract metrics from the latter nodes, which are usually the most 

vulnerable as they are generally dynamic and mobile in nature. Sensing is one of the 

main enablers of the cloud in continuum for these devices, since it is necessary to know 

their state before forming a chain of services using them. Sensing is also of particular 

importance to detect threats outside the security perimeter of the operators. Sensing 

itself do not represent a security mechanism but enable new ways of studying security 

for early detection and correlation. On the other hand, emerging sensing capabilities 
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8 SUSTAINABILITY 

8.1 INTRODUCTION 

As we advance toward the design and development of 6G, sustainability has 

emerged as an essential pillar of next-generation smart networks and services (SNS) 

and their connectivity strategies. The digital transformation of our society and economy 

must align with European norms and values, including the European Green Deal 

principles and the global Sustainable Development Goals (UN SDGs), while ensuring no 

one is left behind. 

The development of more advanced communication networks faces compound 

challenges: increased energy demands, complex resource allocation, impacts on 

biodiversity, e-waste management, and the rebound effects produced by ICT (referring 

to the case where the efficiency improvements in ICT technologies lead to increased 

overall resource consumption due to higher usage, offsetting potential environmental 

benefits), all while meeting heightened social expectations surrounding digital 

inclusivity. The SNS JU initiative seeks to incorporate sustainability at the forefront of 

its research and innovation agenda, supporting projects that both minimise their 

environmental impact (reduced first order effect) and maximise their positive 

contribution to sustainability challenges (increased second order effect). 

In this document we refrain from using the terms footprint and handprint. Instead of 

footprint, we use first order effect defined as the direct economic, societal or 

environmental outcome associated with the existence of an ICT based solution, and 

generic processes supporting the deployment and operation of the ICT based solution. 

These could be positive and/or negative for a stakeholder. Instead of handprint we use 

second order effect defined as the indirect outcome created by the use and application 

of ICT based solutions, which includes economic, societal or environmental changes. 

These could be positive and/or negative for a stakeholder. 

Environmental sustainability challenges: first order effect 

6G networks promise substantial advancements while presenting significant 

environmental sustainability challenges. The network's complex infrastructure, coupled 

with exponential increases in data traffic, could dramatically expand its environmental 

first order effect. Key environmental sustainability drivers include energy consumption, 

resource use, biodiversity conservation, and electronic waste reduction. These factors 
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underscore the critical need to minimise the environmental impact of network 

infrastructure while supporting responsible digital evolution. 

The environmental first order effect of 5G and upcoming 6G networks is multifaceted, 

encompassing energy consumption in production and use, e-waste, rare resource 

extraction, air and water pollution, and biodiversity impacts. To address these 

challenges, SNS JU projects are developing innovative solutions focused on reducing 

energy and more general environmental first order effect through optimised resource 

allocation, relay management, reusability, and AI-driven network intelligence.  

However, significant challenges remain. The production and disposal of electronic 

equipment for 6G networks may contribute substantially to e-waste, natural resource 

depletion, and biodiversity loss. Moreover, as a rebound effect, the infrastructure 

required to support 6G systems and related device production is expected to increase 

Greenhouse Gas (GHG) emissions. These elements — resource consumption, rebound 

effect, biodiversity conservation, trust, security, inclusivity, and affordability — are 

integral to the larger sustainability conversation surrounding 6G. 

In the field of data transmission, scalable and sustainable optical transport networks 

are being designed to handle the massive bandwidth requirements anticipated in 6G 

networks. Through optical switching and control protocols, these networks enable 

efficient data transmission via multi-granular optical nodes and flexible wavelength 

allocation. Additionally, applying photonic solutions to the front-haul, mid-haul and 

back-haul segments, also known as X-haul, promises to minimise energy consumption 

by replacing power-intensive electronic processing with highly efficient optical 

solutions. 

Societal and economic dimensions: second order effect 

While environmental sustainability through enhanced energy efficiency is crucial, the 

impact of 6G on societal and economic sustainability is equally important. To ensure 

sustainability by design, 6G must address the digital divide, manage the rebound effect, 

and promote equitable access to and benefits from digital resources.  Ensuring 

sustainability thus necessitates a two-fold approach: not only must systems be 

accessible, but users must also possess the requisite capacity, infrastructure, and 

contextual support to derive measurable value from them.  To that end, SNS Ensuring 

sustainability thus necessitates a two-fold approach: not only must systems be 

accessible, but users must also possess the requisite capacity, infrastructure, and 
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contextual support to derive measurable value from them.  Accordingly, SNS JU 

projects are working to provide affordable, high-quality connectivity, particularly in 

underserved and remote areas, thus fostering digital inclusivity. The potential to impact 

societal equity extends beyond mere connectivity, encompassing issues of trust, 

security, affordability and digital literacy. 

Unlike previous generations, 6G networks will deeply integrate non-terrestrial (NTN) 

components, including satellites, aerial networks, and high-density terrestrial 

infrastructure. Such full integration proves particularly impactful in bridging the digital 

divide, extending connectivity to remote and underserved regions where terrestrial 

infrastructure deployment would be both economically and environmentally costly. 

Furthermore, the NTN component's adaptable architecture enhances sustainability 

across the transportation sector, supporting efficient operations in aeronautical, 

maritime, railway, and land vehicle systems. 

Regulatory framework 

Finally, navigating the regulatory landscape of sustainability is critical for the 

deployment of 6G networks. Compliance with the European Green Deal, UN SDGs, and 

various national policies presents both challenges and opportunities. The alignment of 

6G strategies with broader sustainability policies requires careful consideration of 

trade-offs between accelerated digitalization, societal acceptance, and environmental 

responsibility. As 6G networks mature, achieving compliance will demand a 

comprehensive approach that addresses technological, societal, and economic 

impacts. 

This chapter explores the environmental considerations and broader socio-economic 

frameworks being addressed by SNS JU projects such as BeGREEN [BeG23], ETHER 

[ETH23], FLEX-SCALE [FLE23], HEXA-X-II [HEX23], ORIGAMI [ORI24], PROTEUS-6G 

[PRO24], 6G-NTN [NTN23], and 6G4Society [6G4S24], examining how these initiatives 

contribute to shaping a more sustainable future for digital infrastructure, examining 

specific technological innovations for reducing environmental first order effect, 

analysing solutions for enhancing positive second order effect through digital inclusion 

and societal benefits, and discussing concrete approaches to regulatory compliance. A 

strong emphasis is placed on contributions promoting energy and power efficiency, 

indicating that these are seen as the most immediate and tangible areas for 

sustainability impact across the projects. In this context, each section provides insights 
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their surroundings. In order to do this, the Relay activation/deactivation process makes 

use of recently collected measurements and information related to the relays status and 

uses an AI/ML model to take smart relay activation/deactivation decisions. 

8.3 TRANSPORT NETWORK SUSTAINABILITY 

ADVANCEMENTS  

8.3.1 OPTICAL TRANSPORT NETWORKS SUPPORTING SUSTAINABLE 

CAPACITY SCALING  

The target end-user rates and massive small-cell deployments envisioned for 6G, as 

well as the rates generated by future immersive AR/VR and holographic services 

supported by next generations of FTTH networks, pose scalability challenges to the 

electronic packet layer in terms of performance and power consumption. This is 

especially the case of metro aggregation-core segments where traffic flows in a totally 

hierarchical way to and from either WAN transit nodes or CDN caches. In this case, 

traffic is not meshed but concentrates into a few core nodes, which simplifies the task 

but creates hot spots with huge capacity needs. The challenge is even more complex if 

the evolution toward centralization of radio processing functions becomes mainstream 

in 6G settings. This situation calls for performing disruptive research on optical X-haul 

network technologies of Optical Switching Nodes and Transceiver Interfaces to enable 

flexible capacity scaling. Concrete goals set to cope with the 6G vision are: ≥10 Tb/s 

rate per optoelectronic interface, ≥1 Pb/s capacity per link (utilizing ultra-wideband 

(UWB) transmission and space division multiplexed (SDM) fibre solution) and ≥10 Pb/s 

throughput per multi-granular optical node (MG-ON) utilizing new waveband-selective 

switch (WBSS)). These rates go beyond the capacities of the conventional C-band 

employed in DWDM systems. The objective is providing ultra-high-speed energy-

efficient all-optical bypasses to 90% of the traffic destined and coming from the core, 

seamlessly integrated with the IP layer by means of a smart control plane. In this context, 

the support of multiple optical switching granularities is essential to achieve high energy 

savings and dynamically adapt the bandwidth used to the traffic flows served. 
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8.3.1.1 ARCHITECTURAL COMPONENTS  

 

Figure 8.2: An optical node architecture featuring multiple switching granularities 

[TPU+24]. 

Most innovation and changes required in existing standards involves the control 

plane of the transport network. Current 5G schemes are in many senses technology-

agnostic with respect to the fixed part of the network. This makes the end-to-end 

guarantees envisioned for real-time applications hard to achieve. However, transport 

networks are going through a revolution towards disaggregation, openness and 

programmability that enables unprecedented seamless integration with IP and e2e 6G 

services.  The control of multi-granular optical nodes combining wavelength, 

waveband, and spatial switching is complex given the combinatorial possibilities and 
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(SDPtMP) optical fronthaul distribution network as depicted in Figure 8.3. This element 

is intended to distribute efficiently the energy (rather than through a splitter) to the 

edges and it is connected to an advanced ROADM (Reconfigurable Add-Drop 

Multiplexer) at a Central Office. Alternative, splitter-based Digital Subcarrier 

Multiplexing (DSCM) can perform this same function at a shorter reach, lower speed but 

with more flexible bandwidth allocation options.  

 

Figure 8.3: Location of spatially-diverse point-to-multipoint devices in the overall 

X-haul network. 

Innovations require proper standard protocols to realize the flexible functional split 

concept, possibly via O-RAN, both from the functionality migration point of view and 

from the ability to configure the network to adapt the capacity to the traffic profile 

according to functional split and load. 

8.3.2.2 SOLUTION 

A possible implementation of the aforementioned concept is a spatially-diverse 

point-to-multi-point (SDPtMP) optical fronthaul distribution network, with degree-four 

SDM (Spatial Division Multiplexing) feed for a first capacity multiplier, and WDM for a 

second capacity multiplier [CGG+23]. Introducing an SDM feed to the ODN and 

establishing capacity allocations in digital subcarrier allocations per RU and CU, can 

allow all RUs to operate on a common optical wavelength without interference. This can 

be accomplished by optical devices that optically separates transmitted digital 

subcarriers using an array of precise optical interleaving filters. These filters are 

designed to jointly operate as a circular subcarrier mux/demux. Once the capacity is 

exhausted across the SDM group, a second optical wavelength may be introduced and 

assigned to particular RUs using a reprogrammable WSS or fixed demultiplexer. The 
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path, while repeating the process in the second step until all xNFs are placed or there 

are no other available paths, in which case it blocks the UE. If all xNFs from the SFC are 

placed, PETA updates the network state and waits for new SR arrivals, repeating the 

same steps. 

 

Figure 8.5: Ƶ|Ǚ ᶩεἋ˅̞͔Хʈ˜ȹΡφ 

8.5 CONCLUSIONS 

This chapter has highlighted the pivotal role of sustainability in shaping the 

development and deployment of 6G networks. A high focus has been given on the 

European projects’ advancements which mainly focus on how to make the 6G networks 

sustainable, resource-conscious, and environmentally responsible by addressing what 

is called Sustainable 6G. These advancements may focus on specific parts of the 

network such as the RAN or the transport or aim to optimize it E2E in terms of energy-

efficiency.  

Although energy-efficiency by design has been a key sustainability target among 

European projects, its additional role as an enabler, other than a goal, is expected to 

gain ground during the next years, towards what is called 6G for Sustainability—

leveraging 6G technology to drive sustainable growth across industries. As we look 

ahead, challenges like optimizing energy use in constrained environments and 

enhancing network efficiency will demand innovative solutions, with technologies like 

AI expected to play a significant role. Ultimately, this chapter reinforces the notion that 
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packets along multiple paths and eliminating duplicates to avoid packet loss and 

out-of-order delivery. 

• Scalability and Extensibility. The architecture is designed to be modular and 

extensible, with model-driven APIs that allow easy integration of new 

technologies (e.g., future 6G innovations). This flexibility ensures that 

deterministic services can scale to meet the demands of complex, large-scale 

multi-domain environments without sacrificing performance. 

 

Figure 9.1: System Blueprint of a Multi-Domain Data Plane for Deterministic 

Networking 

9.1.2 API ECOSYSTEM FOR EXPOSURE AND INTERCONNECTION 

SERVICES  

A wide set of RESTful APIs has emerged to support northbound interface, allowing 

external (third party) systems to easily integrate and automate procedures related to 

configuration, performance, and fault management. Already a NaaS approach has been 

described and is being developed by GSMA, CAMARA, TM Forum, and other fora, 

identifying three main API types.  

• The Service APIs provide a purpose-specific capability to third parties, including 

management APIs, allowing the application developer to run certain management 

functions from within the application. The CAMARA project has been the major 

contributor for the definition, development, and validation of the Service APIs. 

• The OAM APIs offer programmable access to Operation, Administration and 

Management (OAM) capabilities to facilitate the integration of the Open Gateway 

NaaS Platform with portals, marketplaces and other aggregation platforms.  
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• The Technology-specific APIs refer to operator internal APIs offering 

programmable access to telco infrastructure and network, service and IT 

capabilities. These APIs are typically defined in standardization bodies (e.g., 

3GPP, IETF, ETSI, TM Forum) and cloud communities (CNCF) and are typically 

tied to the underlying technology. 

SNS JU SoftNet WG, has released a relevant white paper [SoftNet24] where the 

related API ecosystem and the emerging capabilities are presented. From the 

architectural perspective, the efforts are led by the Operator Platform group (GSMA) 

where the target is a framework that can unify the external integration and exposure, 

allowing operators to offer their services or collaborate with hyperscalers and other 

service providers.  

9.1.3 EXPOSURE SERVICES TO ENABLE ADVANCED EXTENDED 

REALITY APPLICATIONS  

The eXtended Reality (XR) ecosystem is still facing network performance, 

interoperability, sustainability, and cost barriers when targeting ubiquitous networked 

services over heterogeneous environments [Mon24]. 

Novel modular and standards-compliant architectural innovations can be seamlessly 

integrated to B5G – towards 6G - networks for an enhanced and more flexible support 

for XR services, by exploiting network exposure, edge computing / federation, and 

Network as a Service (NaaS) principle, and by additionally abstracting service 

developers from requiring an in-depth knowledge of underlying technologies and 

systems, and of associated low-level and domain-specific APIs. Such API services can 

support Network-assisted Rate Control as well as Edge Selection and Lifecycle 

Management.  

Network-assisted Rate Control. Current Over-the-Top (OTT) rate adaptation 

mechanisms in XR services can lead to unfairness and stability limitations [Lop24]. A 

new Network-assisted Rate Control API is envisioned so that an XR Control Plane (CP) 

Application Function (AF), like an XR Orchestrator [Fer23, Mon24], can subscribe to 

network and metrics exposure functions informing about service-related Quality of 

Service (QoS) drops or network-level congestion situations. Upon detection / 

estimation, two main mitigation actions can be triggered: 1) The XR CP AF can enforce 

rate adaptations by client-side or in-cloud XR User plane (UP) Afs, based on specific 

recommendations by a network element with an holistic view of the used resources; 2) 
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The XR CP AF can request Quality of Service (QOS) to the network, e.g., employing 

Quality on Demand (QoD) APIs [Mon24], so that the underlying resources (network 

slices, compute nodes, etc.) are re-configured accordingly. 

Edge Selection and Lifecycle Management API. XR services can exploit Edge 

Computing paradigms to offload processing functions from the clients (thus reducing 

their computational resources and favouring interoperability and sustainability) and to 

bring communication modules from far Cloud to close-by Edge servers. Relevant 

examples include the instantiation of: (i) Multipoint Control Units (MCU) [Fer23] so that 

smart mixing, transcoding and/or forwarding media functions allow reducing the 

computational and bandwidth requirements on the client side; (ii) Remote Renderers 

[Yer24], so that efficient support for untethered and lightweight (e.g., smartphones) XR 

devices can be provided. In this context, Edge-Cloud APIs [EdgeCloud] allow to 

discover the available Edge resources, facilitating the selection of the desired ones 

based on specific criteria (e.g., delay, cost, etc.) and managing the lifecycle of the 

virtualized AFs (e.g., MCUs, Remote Renderers) to be instantiated in those Edge servers. 

In addition, the XR CP AF can subscribe to network exposure functions (e.g., NEF), like 

User Equipment (UE) mobility detection, so that Edge migration and Traffic Influence 

actions can be triggered to further improve performance, e.g. selection of optimal 

routing path for lower latency. 

9.1.4 EXPOSURE SERVICES TO ENABLE CONNECTED AND 

AUTOMATED MOBILITY (CAM) 

6G aims to expand the set of supported verticals and provide enhanced capabilities 

beyond connectivity. Already, 5G System (5GS) has been built as a modular architecture 

to support any vertical running on top in a vertical-agnostic manner. In this context, 

Connected Automated Mobility (CAM) vertical services, have emerged as a broad range 

of services in and around vehicles, including both safety-related and other services 

enabled or supported by the 5GS. However, it is realized that certain verticals (like CAM) 

have specific and strict requirements. Thus, although significant progress has been 

made in supporting verticals, the corresponding necessary configuration of the network 

and end-devices is a time-consuming manual process that requires tight coordination 

at technical and business levels across the verticals, the vendors, the network operator, 

and even the end-users. This hinders not only the greater adoption of 5GS but also the 

uptake of novel CAM Use Cases (UCs) and the modernization of existing ones that 

require a tighter integration with the underlying network.  
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Thus, a main objective towards 6G is to open up the reference 5G adv. architecture, 

and also to transform it into a vertical-oriented with the necessary interfaces tailored to 

the CAM UCs that i) expose network capabilities to verticals, ii) provide vertical-

information to the network; iii) enable verticals to dynamically request and modify 

certain network aspects in an open, transparent and easy to use, semi-automated way. 

This requires dedicated APIs that can act as an intermediate abstraction layer that 

translates the complicated 5GS interfaces and services into easy to consume services 

accessible by the vertical domain. The experimentation framework and the main 

innovations developed in the project are: Multi-access Edge Computing (MEC) with 

service continuity support, zero-touch management, multi-connectivity and predictive 

Quality of Service (pQoS). 

 

Figure 9.2 Key architectural components for enabling Network-aware CAM 

applications 
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9.2 PROGRAMMABILITY ENABLING FEATURES 

9.2.1 INFRASTRUCTURE MANAGEMENT LAYER  

In 6G network services, packet traffic needs to be forwarded through different NFs. 

Each NF has a control plane and a data plane. A new architectural component called 

infrastructure management layer (IML) was proposed in [1] to separate concerns of the 

packet processing business logic and the infrastructure layer. IML basically acts as a 

combination of a Virtualized Infrastructure Manager (VIM) and a hardware abstraction 

(HAL) layer. IML is responsible for managing a pool of resources. IML focuses on the 

deployment and run-time management of data plane components. An NF data plane 

component implements the packet processing logic and can be executed on various 

targets including smartNICs, ASICs, FPGAs, IPUs and DPUs, in addition to traditional 

CPU resources. IML is responsible for selecting the appropriate target(s) and number 

of instances to execute the NF data plane and configure the virtual links between them 

at deployment time. Virtual links are created by infrastructure NFs implementing traffic 

forwarding and routing between NFs. To enable run-time optimization and hide the 

underlying optimization from the NF control plane, IML introduces a control plane proxy 

using a common northbound API (e.g., P4Runtime [2]) that provides a single-instance 

view of the data plane component to the NF control plane. The proxy hides the 

underlying data plane optimization like load balancing between multiple data plane 

instances of the same NF data plane or offloading heavy hitter users to hardware data 

planes. To enable the better utilization of data plane hardware resources, IML has a 

subcomponent called P4-MTAGG [3, 4] that is a compiler-based virtualization tool for 

P4 [5] programmable hardware targets. It enables the deployment and execution of 

multiple P4 programs on the same P4 hardware in an isolated way. The control plane 

access to the different data plane programs is also isolated by the IML’s control plane 

proxy component. 

9.2.2 PROGRAMMABLE TRANSCEIVERS IN OPTICAL TRANSPORT 

NETWORKS  

The sustainable scaling of the capacity, to support 5G+/6G, requires combining 

Wavelength Division Multiplexing (WDM) with Space Division Multiplexing (SDM) to 

exploit the spectral and the spatial dimension of the fibre (i.e., frequencies, cores, and 

modes) using multicore fibres (MCF), multimode fibres (MMF), or combining cores and 

modes in few-mode multicore fibres (FM-MCFs), or bundles of SSMFs. A key challenge 
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is to design and produce a transport network infrastructure able to support beyond 5G 

and new emerging services, relying on the joint usage of Multi-Band and SDM, spanning 

the access, aggregation, and metro/long-haul segments, supporting the requirements 

for X-haul, further integrating the packet/optical and computing layers, and targeting 

efficient networks in terms of capacity and energy efficiency. In this view, a converged 

packet-optical transport is need based on resources, so that drastically reducing the 

presence of aggregation routers and O/E/O conversions, capable of removing 

boundaries between different network domains and between networks and computing 

resources.  

9.3 NETWORK REPRESENTATION AND FUNCTIONAL 

STRUCTURE 

9.3.1 NETWORK DIGITAL TWIN  

The digital twinning concept brings real time monitoring and prediction capabilities 

down to the network infrastructure. Towards 6G, the integration of the so-called 

Network Digital Twin (NDT), is expected to operate across three distinct layers: the 

physical network, the digital network, and a federated simulation framework. 

The physical layer remains consistent with existing network elements, such as User 

Equipment (UE), RAN, and core network, while the digital layer introduces a network 

twin that allows for dynamic simulation and control.  

The digital layer is built upon the ITU-T Y.3090 recommendation [ITU-T-Y3090], 

which outlines two core model types, basic and functional models: 

• A basic model of a network element is the collection of data describing its 

properties, configurations, and operational status, along with any associated 

algorithms or protocols used to emulate its dynamics and evolution with time. A 

basic model of a network is the aggregation of basic models of network 

elements, including their physical and logical relationships and the interactions 

that occur between them. 

• A functional model of a network builds upon basic models, applying advanced 

processing techniques, often through AI/ML algorithms, under varying 

operational scenarios. These models are designed for specific objectives such 

as performance optimization, anomaly detection, or predictive maintenance. 
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dimensionality of multi-modal data, a semantic plane is introduced.  Its key 

functionalities include context extraction, interpreting and managing the “meaning” of 

data rather than raw bits, reducing overhead and improving relevance.  It also includes 

dynamic adaptation, aligning sensing, communication, and computation tasks with 

specific system goals (e.g., continuous target tracking, minimal latency).  Semantic 

modules and interfaces ensure that all nodes cooperate under common semantic goals, 

enabling flexible data sharing and efficient resource utilization. 

Future networks will expose sensing-as-a-service capabilities to internal NFs and 

third-party applications. A dedicated Sensing Management Function (SeMF), or an 

extension of existing location services, will coordinate sensing procedures, manage 

data flows, and enforce privacy and security.  Secure interfaces for collecting, 

processing, and distributing sensing data will accommodate dynamic trust levels and 

avoid network overload.  

A way of achieving precise network configuration without overloading the network is 

to introduce AI-Driven Network Digital Twins (NDTs) which offer a virtualized replica of 

the physical network and enable predictive optimization.  Closed-loop management, 

using simulations running in real time (online NDT) or offline “what-if” scenarios, will 

inform dynamic resource reallocation or reconfiguration.  Federated simulation, 

integrating multiple domain-specific simulators (RAN, optical, compute, etc.), will allow 

large-scale scenario testing. MLOps principles will streamline the design, training, and 

deployment of AI models across network domains, ensuring consistent performance 

monitoring and retraining based on real measurements. 

10.1.4 SUSTAINABILITY MANAGEMENT 

Enforcing sustainability in the network operation has to be achieved with specific 

architectural components [NGMN-GREEN], such as a Sustainability Monitoring Plane 

(SMP) designed to manage different sustainability needs coming from 

telecommunications networks, industry verticals, end users, and associated services in 

a 6G network. This includes comprehensively addressing six dimensions of 

sustainability: environmental (resource efficiency, energy consumption), economic 

(cost-effectiveness, profitability), societal (user accessibility, inclusivity), technological 

(innovation, reliability), regulatory (compliance, standards adherence), and ethical 

(privacy, transparency). This generalized monitoring plane is similar to well-known 

control and data planes, and will continuously gather and analyse data from multiple 
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10.2 CLOUD CONTINUUM MANAGEMENT 

The 6G network architecture will be very integrated, glueing together advanced 

connectivity and computational power from the most deep-edge sub-networks, like 

those found in vehicles or robots, through edge sites, and all the way to cloud 

infrastructure. This integration allows for a seamless flow of data and processing, 

enabling tasks like autonomous driving or robotic control to be executed with optimal 

efficiency.  

To achieve this, the proposals listed in this white paper suggest the utilization of a 

resource pool across this continuum, where tasks can be dynamically offloaded to the 

most suitable location and  key to this vision are new architectural enablers. The 

Communication & Computing Resources Exposure Function (CCREF) extends network 

exposure to provide real-time awareness of diverse resources, including computing, 

connectivity, and AI, across the entire 6G network. The Communication & Computational 

Resources Management Function (CCRMF) orchestrates advanced resource-sharing 

policies, dynamically allocating capacity to meet performance demands. Network 

Intelligence Functions (NIF) leverage AI and machine learning for proactive network 

management, enhancing existing analytics. The introduction of a Compute Continuum 

Layer (CCL) abstracts heterogeneous computing elements, ensuring seamless access 

to optimal resources for NFs and applications, leading to performance and energy 

efficiency gains. Additionally, Trusted Execution Environments (TEEs) provides a 

hardware-based secured platform for confidential computing, reinforcing integrity and 

confidentiality of data as it moves across the network continuum. 

Besides these novel components, multi-access Edge Computing (MEC) is enhanced 

by defining application slices that incorporate both network and computing 

requirements, working in tandem with network slicing to fulfill diverse QoS and compute 

demands. AI/ML-driven orchestration enables real-time data analytics, proactive 

resource scaling, automated healing, and threat detection, with distributed and 

federated learning ensuring privacy and efficiency. Zero-touch closed loops support 

self-configuration and optimization, while hierarchical orchestrators coordinate across 

administrative boundaries, allowing all devices, from resource-constrained IoT to cloud 

sites, to participate in collaborative processing. In essence, this 6G management 

approach unites deep edge, edge, and cloud resources into a unified framework, 

facilitating the dynamic and efficient allocation of connectivity and computing 
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resources, thus ensuring high performance, flexibility, and sustainability for a wide array 

of services.  

10.3 INTEROPERABILITY AND GLOBAL OPERATION 

6G architecture should enable zero-trust principles to enforce how infrastructure 

capabilities are shared and consumed across diverse stakeholders and domains. By 

integrating a Zero-Trust Layer (ZTL) into the architecture, the network achieves granular 

security, continuous evaluation, advanced analytics, and adaptable business models, 

moving beyond traditional perimeter-based trust systems.  

This approach fosters cooperative control between network operators and service 

providers, mirroring hyperscale cloud operational models. Instead of requiring complete 

trust, participants share only essential performance and analytics data through 

managed interfaces. This ensures secure feedback loops, feeding service provider data 

into the Network Data Analytics Function (NWDAF) for personalized network 

optimization without compromising confidential business information. This cooperative 

loop enables continuous optimization, automating resource adjustments to meet each 

provider's unique quality of experience (QoE) metrics. The ZTL framework emphasizes 

both vertical and horizontal exposure, catering to a wide range of use cases.  

In this context, vertical exposure integrates feedback from service providers into AI-

driven network analytics and management, allowing providers to adjust NFs, slices, or 

other configurations to align with their application-level metrics. Horizontal exposure 

facilitates global operation in multi-operator scenarios, such as international roaming, 

enabling direct, secure interaction among different network operators and service 

providers without relying on vulnerable trust-based models.  

A decentralized identity model replaces legacy roaming agreements, enabling visited 

operators to directly charge global end-users while providing full visibility to the home 

operator. This eliminates inefficient data routing, reducing latency and transport costs, 

and fosters new business relationships among operators, hyperscalers, and vertical 

providers. By decoupling user identity, integrating AI/ML-driven analytics, and utilizing 

distributed ledgers, this approach paves the way for real-time, zero-trust operations in 

future communications networks.  

Besides, in line with Zero Trust principles, decentralized identity management can be 

integrated within an authentication framework that operates seamlessly across multiple 
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DC Data Center 

DD Data Distribution 

DFT Discrete Fourier Transform 

DI Data Integration 

DL Downlink 

DLT Distributed Ledger Technology 

DMMF Domain Mobility Management Function 

DMOC Domain Management & Orchestration Component 

DPU Data Processing Unit 

DSCM Digital Subcarrier Multiplexing 

DSP Digital Signal Processing 

DSS Dynamic Spectrum Sharing 

DT Digital Twin 

DTD Document Type Definition 

DU Distributed Unit 

DUG Data Unit Groups 

DWDM Dense Wavelength Division Multiplexing 

E2E End-to-End 

E2SM E2 Service Model 

EC Edge Computing 

ECU Electronic Control Unit 

EMOC E2E Management & Orchestration Component 

EN Edge Node 

EPC Evolved Packet Core 

ETSI European Telecommunications Standards Institute 

EUC End User Computing 

FAV Fully Autonomous Vehicles 

FC Forwarding Controller 
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HLS High-Level Synthesis 

HMP Hybrid Multiplexing Processing 

HPEC High-Performance Embedded Computing 

IAB Integrated Access and Backhaul 

IBI Information-Based Interface 

IBN Intent-Based Networking 

IBTM intent-based threat mitigation module 

ICAS Integrated Communication and Sensing 

ICT Information and Communication Technology 

IEC International Electrotechnical Commission 

IEEE Institute of Electrical and Electronics Engineers 

IETF Internet Engineering Task Force 

IML Interactive Machine Learning 

IMT International Mobile Telecommunications 

IN Intelligent Network 

IOTM Internet of Things Management 

IP Internet Protocol 

IPU Intelligence Processing Unit 

IR Infrared 

IRTF Internet Research Task Force 

ISAC Integrated Sensing and Communication 

ISL Inter-Satellite Link 

ISO International Organization for Standardization 

IT Information Technology 

ITU-T International Telecommunication Union - Telecommunication Standardization 
Sector 

JSON JavaScript Object Notation 

KPI Key Performance Indicator 
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PHY Physical Layer 

PKI Public Key Infrastructure 

PON Passive Optical Network 

PPDR Public Protection and Disaster Relief 

QoE Quality of Experience 

QoS Quality of Service 

RAN Radio Access Network 

RAT Radio Access Technology 

RF Radio Frequency 

RIC RAN Intelligent Controller 

RLC Radio Link Control 

RRM Radio Resource Management 

SBA Service-Based Architecture 

SDN Software-Defined Networking 

SIM Subscriber Identity Module 

SLA Service Level Agreement 

SMF Session Management Function 

SON Self-Organizing Network 

SMP Sustainability Management Plane 

SRv6 Segment Routing over IPv6 

TCO Total Cost of Ownership 

TN Terrestrial Network 

TPM Trusted Platform Module 

TSN Time-Sensitive Networking 

UE User Equipment 

ULP Ultra-Low Power 

UPF User Plane Function 

URLLC Ultra-Reliable Low Latency Communication 
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