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Information

Center for Research & Technology Hellas

Technologies CERTH

Institute

Founded in 2000 and is one of the leading R&D centers in Greece

Legal form: Legal entity governed by private law
under the auspices of the General Secretariat for
Research & Innovation of the Ministry of
Development & Investment

Personnel:
— >1500 employees CERTH
— >2000 research projects CENTRE FOR

RESEARCH & TECHNOLOGY
HELLAS

— >2500 international partners

llllll

Annual Revenues > € 50M:

— 77% competitive research projects

Annual t
CERTH’s revenues 10 x -2 Bovernmen

institutional funding!

— 13% industrial research contracts

— 10% government institutional funding (0 NN WD WD SR WD WD D D - ——"
Listed among TOP-20 E.U. institutions with the

I [
o [ . > i I
Numerous distinctions & awards I highest participation in competitive research grants i
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m Center for Research & Technology Hellas

Information

Technologies Information Technologies Institute (1/2)

Institute

Founded in 1998 as a non-profit organisation.
Part of CERTH since 2000.

Leading Institution of Greece in the fields of Informatics,
Telematics and Telecommunications

Personnel (>750 employees):

(d 18 Senior Researchers, 60 Post docs, 80 MSc, 200
Assoc. Researchers

CERTH-ITI is currently involved in more than

d >70 Horizon Europe EC co-funded Research
Projects

(d >220 Horizon2020 EC co-funded Research Projects
>80 Research/Innovate National R&D Projects

Around 20 M€ funding per year during the last 4 years
Publication record (last 5 years): J

O >300 journals, 650 conferences, 100 books and book
chapters, 6.500 citations

15t in Greece for the last 7 consecutive years in the
/]

[\ participation in competitive research grants (FP7, H2020) 3



m Center for Research & Technology Hellas

Information

Technologies Information Technologies Institute (2/2)

Institute

Artificial Intelligence, Machine Learning Prediction & Decision
making

Robotic Process Automation, Social Networks Analytics,
Fighting Disinformation & Behavioural Analytics

Visual Computing & Analytics, Virtual & Augmented
Reality, Image & Video Processing

loT, Telecom (5G/6G), Smart Cities Cybersecurity,
Energy & Sensor Networks, Blockchain

e-Health & Robotics

Remote Sensing & Environment
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Information Investing in R&D Infrastructures

Technologies
Institute

® Big Data Analysis &
Blockchain (350K€)

Virtual Reality Lab Robotics Lab
o (150KE)

EEG Processing Lab

250K€
Optical ( )

Analytics Lab
kg
SR

Optical
Computation

Hardware
¢ Development Unit
(30K€)

Smart Home
Infrastructure
(420K€)

Autonomous
Vehicles (60K€)

Additive
Manufacturing
Unit (500K€)




ﬁa nZEB SmartHouse
Information Digital Innovation Hub
Technologies Infrastructure

Institute

» ITI nZEB SmartHouse - Digital Innovation Hub

QO 9,57 kWp Thin Film PVs (Modbus enabled)
5 kWh Lithium lon Batteries (Modbus enabled)
22kW Charging Station (OCPP enabled)

Smart Elevator // 5kW recuperation

Rain Water collection and redistribution as Grey Water

Flexible Loads // Full Monitoring and Control

o U U o U g

Interoperability (EnOcean, ZigBee, WiFi, Modbus, BACnet, LoRa, NB, Z-
Wave, BLE, ....)

Q Islanded mode supported 000 e
5G Testbed
(core & RAN)

______________________

» High Performance Computation Unit
2 4 processing nodes

o 2 Intel Xeon 2.2GHz processors, 25MB cache memory each,
128GB RAM, 2 NVIDIA TESLA K40M graphic cards, 960 GB of
SSD storage space, Red Hat Enterprise Linux for HPC
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Information CERTH-ITI 5G Testbed

Technologies
Institute
5G Testbed:
A 5G Core Network, a
multi-access edge = = eLllS
computing (MEC) cloud LS e

__Aruba Switch

and fully virtualized 5G
RAN, deployed along 8

nodes (2 VNF et %

management/orchestrati S Ga® DAYLIGHT |

on nodes, 3 computing SDN Enabled Aruba switches ApPs =n
nodes, 3 MEC nodes). USRP B210

Gigabyte Brix

For VNF orchestration and management OSM is utilized with an Openstack and
Kubernetes deployment as virtualized infrastructure managers (VIM).

For the 5G components, whitebox servers are used to implement all the CN and 5G
RAN functionalities (5G gNBs deployed on Gigabyte BRIX connected to USRP B210s
SDRs) utilizing the Open Air Interface (OAl) 5G software stack.



m CERTH-ITI

Information

Technologies Reconfigurable Intelligent Surface

Institute

4.7 GHz RIS module (x3):

* CERTH operates a
reconfigurable intelligent
surface comprising 256
elements.

* The Controller plays a central
role in managing beam steering
between the incident and
reflected directions of the RIS.

* LAN Port: Enables control via Ethernet (RJ45 interface).
* SPI Proprietary Interface: Supports rapid pattern switching.

= Al-based Anti-jamming & Anti-spoofing (RIS in V2X)

= Human Activity Recognition Use case over RIS




Information CERTH-ITI Autonomous Vehicle

Technologies
Institute

Autonomous vehicle:

* CERTH operates an
all-terrain vehicle
(Polaris Ranger EV)
with up to 70 km of
autonomy, suitable
for autonomous
driving research.

e CERTH currently develops the software for autonomous driving, providing at the
same time a testbed for autonomous driving scenarios.

« The vehicle involves a variety of sensors (cameras, LIDAR, GPS, IMU, laser
scanners).



CERTH-ITI Anti-Drone
CiviI Protection augmented platform for
}:tﬁ:;}ggf;’; detectlon, tracking identification and neutralization

Institute of unauthorized/hostile UAVs

— Multiple-Sensor Grid On-board for wide and multiple coverage R
— Advanced Monitoring Platform for real-time situational awareness Safek;bd‘

field trials
beyond 5G

m fida

o




Information

5G/6G Networking

Technologies EC-funded Projects & Initiatives

Institute FP7... H2020 ... Horizon Europe . ()
— : -JER DI
. SERIOT - (Technical Partner) - (H2020-10T-3-2017) - Secure and Safe Internet of Things - (loT) - —
. 5G-MoNArch - (Technical Partner) - (H2020-ICT-2016-2017) - 5G Mobile Network Architecture for diverse services, use cases, and BG-MONRRCH
applications in 5G and beyond
AVENUE - (Technical Partner) - (H2020-ART-07-2017) - Autonomous Vehicles to Evolve to a New Urban Experience - (Physical Security & AVENUE

2
3.
4

10.
11.
12.
13.
14.
15.
16.
17.

Cybersecurity for Autonomous Buses)
nloVe - (Coordinator) - (H2020-SU-ICT-01-2018) - A novel Adaptive Cybersecurity Framework for the Internet-of-Vehicles -
(Cybersecurity & Autonomous Buses)

SHOW - (Technical Manager & Technical Partner) - (H2020-DT-ART-2018-2019-2020) - SHared automation Operating models for W
Worldwide adoption - (RIS, Cybersecurity on Autonomous Buses) %m‘?
SANCUS - (Technical Partner) - (H2020-SU-ICT-2019) - Analysis software scheme of uniform statistical sampling, audit and defence saNncus 7o
processes - (Cybersecurity on 5G networks) v7 NEoteRIC
Neoteric - (Technical Partner) - (H2020-1CT-2019-2) - NEuromorphic Reconfigurable Integrated photonic Circuits as artificial image V

processor - (Al-based Photonic Integrated circuits & Neuromorphic computing) R
5G-Routes - (Technical Partner) - (H2020-I1CT-2019-3) - 5th Generation connected and automated mobility cross-border EU trials - (V2X %—F\F\Q

enablers & 5G)

Zero-Swarm - (Coordinator) - (HORIZON-CL4-2021-TWIN-TRANSITION-01-08) - Zero-enabling Smart Networked Control Framework For 1'7J ZEROSWARM
Agile Cyber Physical Production Systems Of Systems - (Cybersecurity on industrial 5G networks) =
ULTIMO - (Services Leader & Technical Partner) - (HORIZON-CL5-2022-D6-01-01) - Advancing Sustainable User-centric Mobility with \‘éﬁ@@&
Automated Vehicles - (RIS, V2X, Al-based anti-jamming, physical security & cybersecurity on Automated Vehicles) ﬁ
ARROW - (Coordinator) - (1st 6G-SANDBOX Open Call, HE-JU-SNS-2022-STREAM-C-01-01) - Al-powered Digital Security Processes over

Cloud-native 5G and Beyond Networks - (Cybersecurity on 5G networks & Trials) ABROV Feg %%\l)%

Securlty for 5 and Beyond

NATWORK - (Coordinator) - (HORIZON-JU-SNS-2023-STREAM-B-01-04) - Net-Zero self-adaptive activation of distributed self-resilient NAT .
augmented services - (Cybersecurity & physical security on 5G/6G networks, RIS, Al-based anti-jamming) W **R K
SwarmCatcher - (Coordinator) - (1st FIDAL Open Call, HE-JU-SNS-2022-STREAM-D-01-01) - Al-powered Anti-Drone and Surveillance K
Experimental Infrastructure over Cloud-native 5G and Beyond Networks - (Anti-drone Physical security on 5G/6G networks) ][ d he‘dm‘s
AutoTRUST - (Coordinator) — (HORIZON-CL5-2023-D6-01-01) -Autonomous self-adaptive services for TRansformational personalized [O[@] et
inclUsivenesS and resilience in mobility — Sensor fusion, Virtual assistant, Al-based security SwarmCaicher
CoGNETSs - (Coordinator) — (HORIZON-CL4-2023-DATA-01) -Continuums Of Game NETs: swarm intelligence as information processing — o 2 g{r@ CoGNETs
End-to-end security mechanisms for loT-to-cloud swarm continuums AUtUTRUET

GuardAl - (Use Case Leader & Technical Partner) — (HORIZON-CL3-2023-CS-01) -Enhancing Robustness and Security of Edge Al Systems Guord[\'
for Safety-Critical Applications — Al-based cybersecurity & physical security on 5G networks and autonomous vehicles

FOCAL - (Use Case Leader & Technical Partner) — (HORIZON-CL3-2024-CS-01) - Functional cOmposition of post quantum Cryptosystems KO)C Al
At Large — PQC, Al-based cybersecurity & physical security on 5G networks, anti-drone, and autonomous vehicles



m Cybersecurity

Information

Technologies Core Technologies & Expertise

Institute

. : . SANCUS ‘ - 2 ¢
@ Privacy, Security & Cybersecurity 7 A (S
e Cyber-physical security & privacy V Mo il —

e Distributed Al-driven vulnerability identification & classification g}m-a\
. . N
* Blockchain & smart contracts J)GuardAi e

* Al-based Formal verification, Penetration testing & Hypothesis testing
* (Visual) Analytics Analytics Suite & SIEM technologies NRT:..

W R:RK

‘ nIoVe '.

- - - MONICA CX
* Security-by-design $ —
* Cyber ranges & Honeypots @A\IENUE Sq& NEMESYS SDN-pSense

+ Smart Gridsecurity == GMI|E F@RTWKA e et el

e Biometrics, Surveillance, AVs& Drones T

* loT and mobile (5G & beyond 5G) network security

e Early warning system & CTl sharing

€

= Member & active
pos T contributor of

((te))
_
7 ZEROSWARM EER o

!
SPEAR




5G-tailored Al-based Intrusion

Information

Technologies Detection SyStem

Institute

I 000
+** Polymorphic NPT SANGUS

.pcap data preprocess toolkit
Raw payload is transformed into images or meaningful

representations (embeddings) AWRBGOG\B’\Y/
Images are classified using Vision Transformer N n T . %%%51)%
b "k
Embeddings are generated with autoencoders and classified "C
I 1,
with fully connected networks w ot '*R K

Expansion of the Polymorphic NPT’s embedding generation method to compensate the lack of labeled data

» Utilize NLP based techniques to derive .pcap embeddings (packetToVec)
» Generate embedding via BERT models (MalBERT)
» Make use of memory in looking for patterns by replacing regular autoencoders with LSTM autoencoders

CNN >
™~ Image
__— /| Generation _

N MAC ad Pl —  ° ViT > Classified
| Pcap File | Pcap Split | | Traffic Split aoress ayer Mormalize Traffic
A A Remaoval Remaoval e ’

N : AE“}_ - :'\'Embeddmgs - C

o -7 | Generation

Polymorphic NPT
13



Information 5G-tailored Attack Generation

Technologies
Institute

5G Components HSS
Additional Components .
Gateways v

* Implementation of an SDN-based 5G core network

MONGO DB
- = h192.187%,5
=

environment Ve

h192.1$7.3.100

° Experimentation of cyber-attack and digital security is2 1873
processes W:/UI B
*  Generation of normal and malicious traffic (various hl%wmeﬁsoo.oo'oooooooz‘ L oo
attacks on 5G protocols) in order to produce datasets !ﬁ; N mg;;“ NSz 1870
h192.187.3.253 =} Internet

that can be used by the detection mechanisms

Host |,

SANCUS
\/\ SAND W%*RK BP s e esin e

ARROW z BOX rupled by the atack

Security for 5G and Beyond

* Attack on the AMF component that exists in the
5G core network using the SCTP protocol

* Took advantage of the capabilities provided by
the SCTP, as well as used against the AMF
component that the same SCTP uses to protect
the AMF.

Packets: 246090 Oisplayed:24 0] Profile Defuslt




Information Al-based Penetration Testing in 5G

Technologies
Institute

Custom Architecture Advantages
1. No need for feature extraction and domain expertise
2. Adaptability to future and 5G-specific attacks
3. Extraction of most representative features in the latent space through transformer embeddings
4. Pipelined with a generative model for PCAP file creation

Envisioned functionality SANCUS
e Efficient adaptation of embeddings to 5G-specific attacks v7
e  Enhanced augmentation capabilities regarding attack scenarios \\/

Preparation of:

® @ a) APTs open
N data sets
t or ot et on
b) APTs data
PY capture 7 <L:f0)

Emulation of
attack/defender

patterns @ N nT * 5k
@ Train an Al/ML ww*R K

model to create
Integration to @ attacks
AcE engine 15
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Technologies

Institute

V2X Enablers

Predictive resource allocation of V2X related network functions using Al algorithms

Problem

Automotive services have stringent requirements related to low latency and reliability.

These can be met using edge resources i.e. by deploying components of the E2E services as close as possible
to the network edges. However, edge resources are finite.

Solution

The proposed mechanism uses two SotA Al
mechanisms, to:

a) initially predict future vehicle location
and then

b) support the optimal positioning of the
VNFs related to V2X services in the
available MEC servers.

In the context of the existing project it
predicts the need for cross-border VNF
placement to ensure service continuity

and satisfy stringent resource
requirements by pre-emptively requesting
resources. =

G%OJE\S

MNO A

CAM Service Usage
Data

N

CAM Service
Resource requirements

MEC Resource

Data

MEC
Server#l

Vehicle moves in
Country 1 MNO A,
no action is

needed

Enabler predicts a cross-
border move and contacts
MNO B to create a redundant
instance of the critical Service

v
—

i

«
=

MEC Resource
Data
MEC

Server#2

The vehicle can use the
migrated Service to ensure
cross-border QoS.

Vehicle moves in
Country 2 MNO B,
no action is needed

s

—

oz

v

—

Ry

16




Information Multiphysics Simulations

Technologies
Institute

= Design and analysis of Micro-Electro-Mechanical Systems (MEMS) using FEM

Static FEA with objectives of:
_._

*  Maximum displacement .

* Stress concentration

e .. . 0 0.005 0.01 0.015 0.02
* Temperature minimization Electrothermal Actuator w
* Topology optimization
e
. : e g
Piezoelectric Two-Hot-Arm ﬁ' - T W E
Microgripper Electrothermal Actuator | J
0 1 2 3 4 5 6

0.15
L Displacement Analysis
N I E (Double Two-Hot-Arm Electrothermal Actuator)
’ ' 0.1 ; L
0 2 4 6 8 10 __f—- 'N

| I — S
[ e e x x  —
- ‘ 20 200 400 600 800 1000
Thermal Analysis
- (Double Two-Hot-Arm Electrothermal Actuator)

17



Information Computational Electromagnetics

Technologies
Institute

= Reconfigurable RF-MEMS Enabled Metasurfaces . Electric Field on
= Design and simulation of antennas, filters, Double Two-Hot-Arm SRR
wireless power components

0
' W ~ Electric Field on Microgripper TS
~2  gplit Ring Resonator (SRR) T
-30
—40 >
_50 Magnetic Resonance in ,
—60

Wireless Power Systems

ol

—-10

—-20

-30

—-50

—60

Current Distribution on Microgripper
based Metasurface Unitcell

-10

-16

-20
-25

-30 Current Distribution on 30

_35 Electrothermal based

40 Omega SRR

18



Information Reconfigurable Intelligent Surfaces

Technologies N
Institute =AY

AUTOMAT
URBAN MO

Uses cases of RIS in V2X:

Recovery of Non-Line-of-Sight connection
between the transmitter and the receiver.

Optimization of the QoS of the users.

Minimization of the cross-reference
among the multiple antennas.

Minimization of the latency.
Maximization of data rate.
EMC Shielding / Transparent Antennas

Energy Harvesting / Wireless Power




Information
Technologies
Institute Using RIS
Surface with Ei;ﬁgi
Large passive N elements

RIS |

Base station I|

Active RIS Blockage ‘

RL/I ‘acted links

__{ enhanced by

active RIS

o=

O RIS unit can both send and
receive a signal at the same
time.
O RIS supports beamforming
in numerous directions.

O Al-based Anti-jamming &
Anti-spoofing
(RIS in V2X)

Random scatters

&8

Reconfigurable Intelligent Surfaces

Using Relays

S0 ur? .
Blockage -

O Relays either transmits or
receives signals.
U Relay supports only in one.

amn
:
D”j
= i :|
g ¢ [F A% ]
N -

NRAT ..
WwW.R.RK

ULTIMO




Information CERTH-ITI in DeepSense 6G Challenge

Technologies =
Institute M\
&l ity
———————————————————— - ULTIMO
|ChaIIenge Objective: Given a multi-modal training | ML5G-PS-011: Multi Modal Beam Prediction
| dataset consisting of data collected (RGB cameras, | Challenge 2022: Towards Generalization
| LiDARs, Radars, GPS receivers) at different locations | International Telecommunication Union (ITU)

| with diverse environmental features, develop machine |
| learning-based models that can adapt to and perform

| accurate sensing-aided beam prediction at an entirelyI
| new location. }

Deep Neural Network

* Beam Classification
* Predict the optimal beam index at time t

* Blockage Classification -- extension
* Blockage prediction using wireless signatures

: Ranking: 5% Place for ULTIMO Team (Top 5)

For a new late fusion model for the simultaneous solution of |
|the double problem of Beam Classification-categorization - |
| Blockage Classification -- extension | = ML Model

--+ Predicted Beam

21



(X3 o
FocaL Research interests

Information S8NCHS &6 5],_'& A NRAT - Expertlse Offered

Technologies V7 L)
Institute 7 ULTIMO . ARROW 35300 W. ‘R,,.RK fidal= @
AutoTRUST & 'Guordl\| Svamante

5Gro 155 2 ZEROSWARM T Smer
J Technologv areas

— loT and THz communlcatlon technologies, 5G/GG networks, sensing/navigation technologies, cloud/edge
and computing technologies, distributed ledger technologies (blockchain), (semantic) interoperability

— data and visual analytics, multiphysics simulation, data mining, machine and deep learning, federated
and swarm learning, explainable Al, neuromorphic computing, virtual and augmented reality, image
processing, computer and cognitive vision, human computer interaction, data anonymization & curation

— system integration, mobile and web applications, hardware design and development, smart materials
(metasurfaces), wireless power transfer technologies, photonics, smart grid technologies and solutions,
social media analysis.

* SNS Domain:
e Al-powered Cybersecurlty in SG/GG networks
¢ Cloud/Edge computing with Al and data anonymlzatlon Ay
e  State synchronization for data-centers/cloud/5G me
e Al Predictive resource allocation of V2X network functions
e Al application in Physical Layer/Neuromorphic computing
e Al application in Photonic Integrated circuits (PICs)
e Reconfigurable Intelligent Surfaces (RIS) & ISAC
e Al-powered Anti-jamming (RIS in V2X)

e  Design and multiphysics simulation of metasurfaces
e Simulation tools (FDTD, FEM, Ray tracing)

e Metamaterial-based Wireless Power Transfer, Antennas, Filters -4
e 5G Testbed (core & RAN) & several verticals (industry, health, autonomous vehicles, anti-drone, PPDR) GGSNS
e  Smart home infrastructure & EMF exposure prediction Member & active contributor of

© 0
o 0
o

OOOO

0



SNS 2026 Research interests

Information Expertise Offered

Technologies

Institute

B
HORIZON-JU-SNS-2026-FEM-STREAM-B-02 (RIA)

*  Microelectronic - Front-End Module (FEM)

Design supporting Integrated Communication and Sensing application and including secure ICAS specific
functions at digital or RF level.

Radio development for advanced networks including 6G Radio Access Network (RAN) architectures, network
orchestration models, Massive MIMO.

Evaluation of use of ML/AI for Tx/Rx for 6G performance, low cost, low energy consumption solutions.
Analog neural networks processing technology: Neuromorphic and photonic computing

Minimisation of interferences and support of efficient interference control: anti-jamming technologies
Availability of large-scale data sets and training sequences as part of open repositories.

Optimize energy consumption, EMF exposure, trustworthiness, privacy

Al-powered and LLMs-based multi-agent systems

Data security and privacy preserving mechanisms

Cybersecurity framework (IDS, PQC) and physical layer security

Experimental infrastructure for RIS and anti-jamming technologies

Support advanced 6G applications and use cases to contribute to core KVI’s, and sustainability

Trial facilities (anti-drone, anti-jamming, autonomous vehicle, cyber-range and simulation environment)

23
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A CERTH
Y &S § CENTRE FOR
{ OIS  RESEARCH & TECHNOLOGY
A  HELLAS

Open for Collaboration!

Dr. Antonios Lalas

CERTH/ITI Postdoctoral Researcher
Tel. : +30-2311-257779

E-mail : lalas@iti.gr

Web: www.iti.gr

Centre for Research & Technology Hellas
Information Technologies Institute


mailto:lalas@iti.gr
http://www.iti.gr/
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information  [Mlembership in Large Clusters & Initiatives

Technologies
Institute

INTERNATIONAL DATA
SPACES ASSOCIATION

/.y HYPERLEDGER

Hellenic )
H B H ch}ckchaln \- BDV 500"
ub

loT
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